MAXIM INTEGRATED CONFIDENTIAL/DISTRIBUTE ONLY UNDER NDA

DS28C36/DS28E36
Evaluation System

General Description

The DS28C36/DS28E36 evaluation system (EV system)
provides the hardware and software necessary to evalu-
ate the DS28C36/DS28E36 and DS2476. The EV system
consists of five DS28C36/DS28E36/DS2476 devices in
a 6-pin TDFN package, a DS9121AQ+ evaluation TDFN
socket board, and a DS9481P-300# USB-to-12C/1-Wire®
adapter. The evaluation software runs on Windows®
10, Windows 8, and Windows 7 operating systems (64-
and 32-bit versions). The EV system provides a handy
user interface to exercise the features of the DS28C36/
DS28E36 and DS2476.

EV System Contents

QTY DESCRIPTION

5 Includes five DS28C36Q+ or DS28E36Q+ Deep-
Cover Secure Authenticators (6-pin TDFN)

5 DS2476Q+ DeepCover Secure Coprocessor
(6-pin TDFN)

1 DS9121AQ+ socket board (6-pin TDFN)

1 DS9481P-300# USB-to-12C/1-Wire Adapter

1 USB Type-A to USB Mini Type-B cable

Ordering Information appears at end of data sheet.

1-Wire and DeepCover are registered trademarks of Maxim
Integrated Products, Inc.

Windows is a registered trademark and registered service mark
of Microsoft Corporation.

19-8600; Rev 1; 5/17

Evaluates: DS28C36/DS28E36
and DS2476

Benefits and Features

e Demonstrates the Features of the DS28C36/
DS28E36 DeepCover® Secure Authenticator

e Demonstrates the Features of the DS2476
DeepCover Secure Coprocessor

e 12C and 1-Wire Communication is Logged to Aid
Firmware Designers Understanding of the DS2476,
DS28C36, and DS28E36

e |2C/1W-USB Adapter Creates a Virtual COM Port on
Any PC

e Fully Compliant with USB Specification v2.0

e Software Runs on Windows 10, Windows 8, and
Windows 7 for Both 64-Bit and 32-Bit Versions

e 3.3V +3% 1-Wire Operating Voltage

e Convenient On-Board Test Points and TDFN Socket
e Evaluation Software Available by Request

e Proven PCB Layout

e Fully Assembled and Tested

DS28C36/DS28E36 EV System

Figure 1. DS28C36EV or DS28E36EV with USB Cable

maxim
integrated.
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Quick Start

This section is intended to give the DS28C36/DS28E36
evaluator a list of recommended equipment and instruc-
tions on how to set up a Windows-based computer for the
evaluation software.

Recommended Equipment

e DS28C36/DS28E36 EV system USB-to-12C adapter
with DS2476 secure coprocessor (included)

e DS9120AQ+ TDFN socket board (included)

e Five DS28C36Q+ or DS28E36Q+ (included respectively)

e Five DS2476Q+ (included)

e USB Type A to Micro-USB Type B cable (included)

e Computer with a Windows 10, Windows 8, or

Windows 7 operating system (64- or 32-bit) and a
spare USB 2.0 or higher port

e DS28C36 EV system software—if needed, go to
http://support.maximintegrated.com/embed-
dedsecurity and fill out the required fields. Enter
your request for the DS28C36 EV kit software in the

Evaluates: DS28C36/DS28E36
and DS2476

large text box. Then submit the request to receive
DS28C36 EVKIT_REV_1_5_preliminary_051917.zip

or newer version software.

Note: In the following sections, software-related items are
identified by bolding. Text in bold refers to items directly
from the EV system software. Text in bold and under-
lined refers to items from the Windows operating system.

Hardware Setup and Driver Installation Quick
Start Procedure

The EV system is fully assembled and tested. The follow-
ing steps were performed on a Windows 7 PC to set up
the DS28C36EVKIT hardware/software:

1) Obtain and unpack the zip of DS28C36 EVKIT_
REV_1_5_preliminary_051917.zip or newer version.

2) In afile viewer, double click on DS28C36_lInstaller.
msi to begin the installation (Figure 2).

3) The Setup Wizard opens. Click on Next, as shown in
Figure 3.

4) Read and check the box for the license agreement
and click on Next again to install to the selected

folder (Figure 4).

Eile Edit Miew Tools Help

Organize = Include in library = Share with = Burn

o
- Favorites

Mew folder

Mame

=~ 0O @

Date modified Type

& Downloads

I D528 C36_Installer.msi I 6,/21/2016 11:18 &AM Windows Installer ...

1112 KB

';-__l Recent Places
B Desktop

#& OneDrive - maximintegrated.cnmicrosoft.com

Figure 2. File Viewer
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maxim Welcome to the DS28C36_EVKIT Setup
integrated. Wizard

The Setup Wizard will install DS23C36_EVKIT on your

CREATING A MORE INTEGRA computer. Click Mext to continue or Cancel to exit the Setup
h Wizard.

Figure 3. DS28C36 Setup Wizard

; maxim
integrated..

Copyright (C) 2011 Maxim Integrated Prodocts, All -
Rights Reserved.

Permission is hereby granted, free of charge, to any
person obtaining a copy of this software and
associated documentation files (the "Software™), to
deal in the Software without restriction, including
without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or s=sell
copies of the Software, and to permit persons to

whom the Software is furnished to do so, subject to

[ accept the terms in the License Agreementi

4 2

am ) [ we [ ] (ol )

Figure 4. License Agreement Setup Wizard
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5) Click the Next button to install to the default folder

(Figure 5).
6) Unplug all Maxim adapters and click the Install

button (Figure 6).

Evaluates: DS28C36/DS28E36
and DS2476

When the Windows Security window appears, click
the Install button (Figure 7).
Click the Einish button to exit the Setup Wizard

(Figure 8).

maxim
tntegrated.

Install D528C36_EVKIT to:

IC:\Program Files (x856)Maxim Integrated Products\DS28C 36 EVKITY

mtegrated

Before continuing, unplug all Maxim Adapters. Then, dick Install to begin the installation.
Click Back to review or change any of your installation settings. Click Cancel to exit the
wizard.

Figure 5. Install Folder Location

Figure 6. Installation

Products Inc",

["] :Always trust software from "Maxim Integrated

software is safe to install?

|
s |

Would you like to install this device software?

Mame: Maxim Integrated Products Ports (COM &L L.
- Publisher: Maxirm Integrated Products Inc

'@ You should only install driver software from publishers you trust. How can I decide which device

| Install |[ Den'tlnstall

Figure 7. Windows Security Window

www.maximintegrated.com
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9) Plug in the DS9481P-300# to the PC with both
DS9120AQ+ socket boards by doing the following:
a) Open the first burn-in socket and insert a
DS2476Q+ into one of the cavities, as shown in
Figure 9. Note: The plus (+) on the package must
be on the opposite side of the marker in the socket.

b) Open the second burn-in socket and insert a
DS28C36Q+ or DS28E36Q+ into one of the cavities,
following the same orientation shown in Figure 9.

c) Close both burn-in sockets.

d) Connect the first DS9121AQ J2, 6-pin female
socket into the DS9481P-300#, 6-pin male plug,
as shown in Figure 10.

e) Connect the second DS9121AQ J2, 6-pin female
socket into the 1st DS9121AQ J1, 6-pin male
plug. (Figure 10).

Setup Wizard Completed. Attach
adapters after dicking "Finish".

Click the Finish button to exit the Setup Wizard.

Cancel

Evaluates: DS28C36/DS28E36
and DS2476

f) For the first socket board with DS2476, configure
the jumpers JP1 to use SDA and JB1 to use 3.3V.
For the second socket board with DS28C36,
configure the jumpers JP1 to use SDA and JB1 to
use3.3V. Otherwise with the DS28E36, configure
the jumpers to JP1 to use 1W and do not poplu-
late JB1 (Figure 10).

g) Plug the DS28C36 EV kit into the PC using a
USB Type-A to Micro-USB Type-B cable.

Figure 9. Orientation of the DS28C36, DS28E36, and DS2476
in the Burn-In Socket
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Figure 10. DS9481QA-300 and DS9121AQ
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10) The device driver now automatically installs and a 12) The DS28C36 EVKIT program opens automatically

pop-up window appears when complete (Figure 11). (Figure 13), finding the COM port and the DS28C36/
11) Open the DS28C36 EVKIT from the start menu — AlL DS28E36/DS2476.

Programs — Maxim Integrated — DS28C36 EVKIT.

Lo e

Maxim DS9481P-300 USB to 1-Wire Adapter (COMB) installed

Maxim D59481P-300 USB to 1-Wire Adapter J Ready to use
(COME)

Figure 11. Driver Software Installation Notice

J Intel PROSet Wireless
. Java
. Java Development Kit Stewart Merkel
, KeyShot 564
. LayoutEditor Documents
. Lenovo Battery Utility 2015
. Maintenance
, MAX-IDE
. Maxim Integrated |
@ ARM Cortex Toolchain User's Guide
@ DS28E1T EV Kit online support
@ DS2BELT EV Kit
1@ DS2484 EV Kit online support
B DS2484 BV Kit

Pictures

Music

Computer

Control Panel

Devices and Printers

= Eclipse
@'g,‘l License.rtf
@ Maintenance Toal Help and Support
©) MAXE6300-24x EV Kit online support

@ MAXE6300-24x EV Kit
M MinGw

1. DS28E35 EVKit

Default Programs

1 Back

| |Search programs and files I'"i.ft down |/ +

Figure 12. Open DS28C36 EVKIT Program
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Detailed Description of Software

The DS28C36 evaluation program user interface
(Figure 13) has four tabs, General Commands,
SHA2 Commands, ECDSA Commands, and Other
Coprocessor Commands. The Setup section is used
to make the device selections that apply to the General
Commands, SHA2 Commands, ECDSA Commands,
and Other Coprocessor Commands tabs. Here is a
summary of the function of each tab:

e General Commands is used as the main tool to
evaluate the DS28C36/DS28E36/DS2476 general
functions to write or read from the user memory
pages, crypto-related memory pages, decrement
counter, RNG, and protection registers.

Evaluates: DS28C36/DS28E36
and DS2476

e SHA2 Commands is used to evaluate the
DS28C36/DS28E36/DS2476 symmetric (SHA-256)
security function commands.

e ECDSA Commands is used to evaluate the
DS28C36/DS28E36/DS2476 integrated asymmetric
(ECC-P256) security function commands.

e Other Coprocessor Commands is used to evaluate
the DS2476 coprocessor that computes any required
HMACSs or ECDSA signatures with its additional
command set to do any operations on the DS28C36/
DS28E36. Note: Grayed out when DS28C36 or
DS28E36 is selected.

All tabs include a communications Log area consisting of
an I12C Log or 1-Wire Log output.

File Tools Help

,

By

Setup <

General Commands || SHAZ Commands “ ECDSA Commands H Other Coprocessor Commands |

Adapter Part#  D59481P-300 Select Command

Command -
Status Connected on COM6
Page Data

Select Page
User Memory: Page 0 Start Address: 0000h

Search Adapter | | Search Devices

Set Protectian

Select Device
DS2476

ROM ID Read RNG
FFFFFFFFFFFFFFFF

MAN ID
0000

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

D52476 Device o select
FFFFFFFFFFFFFFFF ® SHa2/Simple Protectin ECDS& Protection
DS28C36 Device select FP-Read Protect
WP-Write Protect
DS28E36 Devices select ER-EPROM Emulation Mode
DO731AC45698E2D6 - APH-£&uthentication Write Protection HMAC
EPH-Encryption and Authenticated Write Protection HWMAC
Device Type

Buffer

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Execute Command

Log  / Display12Clog

<Delay 10ms>

<SUCCESS>
//Device found with ROMID: FFFFFFFFFFFFFFFF

S [771 [21] [AA] [00] [00] [00] [00] [E4] [3B] [46] [CC] [4B] [0B] [17] [7D] [00] [0O] [00] [00] [00] [0O] [0O] [00] [00] [0O] [0O] [0O] [FF] [FF] [FF] [FF] [FF] [FF] [FF] [FF] P

|

1

@ FReady D528C36 Deep Cover Secure Authenticator EV Kit SoftwareRev: (1.5.0) |

Connected on: COM6 ;|

Figure 13. DS28C36 EVKIT Program (Default View Upon Opening)

www.maximintegrated.com
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Setup

The Setup area selects devices for control from the tabs
(Figure 14) and Table 1 explains the elements of the
Setup area.

Tutorial of Feature Authentication
with ECDSA
This tutorial applies to the Application Examples section

in the DS28C36 data sheet, which includes the Feature
Authentication with ECDSA Setup and Usage (Read Feature)

Evaluates: DS28C36/DS28E36
and DS2476

sections. This tutorial is also comparable to the Application
Example section in the DS28E36 Security Guide that includes
the Feature Authentication with ECSA , but with the DS28E36
device selected instead. The start of this tutorial begins right

after Figure 13.

Setup

Use this section to set up the DS28C36. Note: This is
typically done during manufacturing. Likewise, DS28E36
can be substituted for DS28E36 for the subsequent steps
in this section.

(1) D528C36 Deep Cover Secure Authenticator EV Kit 5o

File Tools Help

Setup Z

Adapter Part# DS9481P-300

Status Connected on COMB

Search &adapter Search Devices

DS52476 Device
FFFFFFFFFFFFFFFF

+ Select

DS28C36 Device Select

4C2F180000000012

DS28E36 Devices Select

Device Type

Select Device
DS2476

ROM ID
FFFFFFFFFFFFFFFF

MAN ID
0000

(i) D528C36 Deep Cover Secure Authenticator EV Kit 5o

EFile Tools Help

Setup =

Adapter Part# DS9481P-300

Status Connected on COMB

Search Adapter Search Devices

D52476 Device

Select
FFFFFFFFFFFFFFFF
1

Select

DS28C36 Device
AC2F130000000012

DS2BE36 Devices

2

Device Type

Select Device
D528C36

ROM ID
f2c2r180000000012)

MAN ID
0000

Figure 14. Setup Area

www.maximintegrated.com

Figure 15. Selecting DS28C36 in the Setup Area
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Table 1. Setup Tab, 1-Wire Adapter Section

Evaluates: DS28C36/DS28E36
and DS2476

ELEMENT NAME

(Action button)

needed for the EV kit.

(TYPE) PURPOSE USAGE, SETTING

Status Port type selection. Setting: Must read USB (COM).
Ad?git:‘;g?)rt # Shows the adapter type needed for the EV kit. | Usage: Only allows for DS9481P-300 adapter.
Search Adapter Searches for any connected DS9481P-300 Usage: If no adapter was found after opening the

GUI, this button can be used to search and find the
DS9481P-300 adapter when connected.

Search Devices
(Action button)

Searches for any devices that are connected.

Usage: Finds any devices connected.

DS28C36 Device

Displays the ROM ID of a DS28C36 if con-

Usage: Displays the ROM ID that is selectable for

(Display) nected. control by the tabs.
DS28C36 Device; Select . Setting: Checked if this is the only device con-
(Checkbox) Enables the DS28C36 to be selectable if present. nected; otherwise, check it to be selectable.
D828E36 Device Displays the ROM ID of a DS28E36 if connected. Usage: Displays the ROM ID that is selectable for
(Display) control by the tabs.
DS28E36 Device; Select . Setting: Checked if this is the only device con-
(Checkbox) Enables the DS28E36 to be selectable if present. nected; otherwise, check it to be selected.
D824?6 Device Displays the ROM ID of a DS2476 if connected. Usage: Displays the ROM ID that is selectable for
(Display) control by the tabs.
DS2476 Device; Select . Setting: Checked if this is the only device connected.
(Checkbox) Enables the DS2476 to be selectable if present. Otherwise, check it to be selectable.

Select Device
(Action button)

Selects the selectable device.

Usage: This device is chosen by a checked box
or drop-down list to be controlled by the tabs (e.g.,
General Commands, SHA2 Commands, etc.).

D?I;Iics;zlgse Reports the device selected. Setting: Shows the active device for all the tabs.
RQM ID Reports the ROM ID in the display box. Setting: Shows the active ROM ID being used by
(Display) all the tabs.

MAN ID Reports the MAN ID in the display box. Setting: Shows the active MAN ID being used by
(Display all the tabs.

www.maximintegrated.com
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1) Select device DS28C36 by checking its Select
box, clicking the Select Device button, and then

observing that the ROM ID field is updating with the

DS28C36’s ROM ID value (Figure 15). Note: The
1-Wire version of the DS28C36 (or DS28E36) can

Evaluates: DS28C36/DS28E36
and DS2476

familiarity with the system. First, select the ECDSA
Commands tab (affects DS28C36), and then from
the drop-down list, select the Generate ECC-256 Key
Pair command (Figure 16), followed by clicking on the
Execute Command button. Observe the Public Key

AX and AY fields are populated with the new key pair.

2) This step performs the Generate ECC-256 Key Pair Take note that the Private Key A displays just FFs,
(A) command with lock (write protection) disabled for since its true value is hidden in the DS28C36.
the DS28C36. In an actual application, the lock should 3) To create and write the certificate, select the Tools
be enabled and can be done here by checking Lock tab from the drop-down list and then Authentication
(WP) Key Pair Pages. For demonstration, it is better Setup (Figure 17).
not to lock the part until the engineer gains enough

be used by selecting it instead.

[ General Cummands_ii_ SHAZ Commands [ ECDSA Commands | Ofher “oprocessar Commands |

Select Command 2 1 Select Page Key Selection

IGenerate ECC - 256 Key Pair I - | |Page ECDH  WR
@ Public/Private Key &

Private Key A a 1
[FF EF FF FF EF FE FF FF FF FF EF FF FFFF FF FF EF FF FFFF FF FF FF FF FFFF FFFFFF FEFFFF Public/Private Key B €5 Offset

Public Key AX 4 Public/Private Key 0
I!B? E9A1D58497F10ES7D6FI96B 3D D3 980B65713C D7 D7 B7BAAAF8AB88SD 5D 23 2 I

Public Key AV Lock (WP) Key Pair Pages
Ii?E?:! 6C 2F 944159 DA 949C 77 DD 46 6C 31 EB 5E ABOA 90 AF 20 BB C79105530B8259 2 I

Compute Multi-Block HASH Options Hash [nput Type

(@ Hex Format String Format

® 33 Bytes of Buffer
SHA&-256 from Data in Buffer

Temporary Hash THASH from Multi-block

ECDEA Signaturer | | s (hex
o LEstien) Set GPIO State on valid Certificate

GPIO PIOA State Enable New GPIO P

GFICQ PIOB State Enable Ne

Execute Cammand

Figure 16. Perform Generate ECC-256 Key Pair for DS28C36

-
(1) D52BC36 Deep Cover Secure Authenticator EV Kit Software

File | Tools | Help
Setul Authentication Setup Gener
| 12C: User Defined

Selec

Adapter Part# DS9481P-300
| Gene
Status Connected on COMB Biiiie
|FFFF
Search Adapter Search Devices Publi
i |21m

Figure 17. Select Authentication Setup

www.maximintegrated.com Maxim Integrated | 10



MAXIM INTEGRATED CONFIDENTIAL/DISTRIBUTE ONLY UNDER NDA

DS28C36/DS28E36 Evaluates: DS28C36/DS28E36
Evaluation System and DS2476

Observe the ingredient fields in Figure 18 that previously was read using a Read Memory command for Public Key
Ax/Ay (read during Step 2) and the ROM ID/MAN ID (read automatically on startup of the GUI).

ECDSA Generate Verify Certificate | ECDSA Write Certificate | Verify Certificate | ECDSADevice Key Fairs |

Verify Authority Private Key

[FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Verify Authority Public Key X
|00000000000000000000000000000000000000000000000(}0000000000000000
Verify Authority Public Key ¥
|UGODODWGUOGODOUOUDDDUODGUOUODOOODOUOOOUGUOUODODU{}DDODODGGOUODOU

hessage Input 1

" & Message Input Key A Message lnput Key B

Message Input Public Key X
|B? ESA1D58497F10ES7DEFI6B3DD8980B65713C D7 D7 BYBA A4FB AB BB 5D 5D 23 724A

Message Input PublicKey ¥
LI?E 736C2F53441590DA349C 77 DDA66C3I1EEBSEABOASDAF20BBCT9105530B82599A C4

[ ROM ID MAN ID Certificate R Destination Page
4C130400000000DF 0000 User Memory: Page 0 Start Address: 0000h -
Customization Data Certificate S Destination Page
00 User Memory: Page 1 Start Address: 0020h -

Generate Werify Auth Key Generate Yerify Certificate

Figure 18. Observing Previous Read Ingredients

www.maximintegrated.com Maxim Integrated | 11
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Generate the verify authority key by clicking on the
Generate Verify Auth Key button and observe the
generated verify authority key pair (Figure 19). Note
the Verify Authority Private Key is visible, but
should never be made public, as it can be used to
generate other certificates. Set the Certificate R/S
Destination Pages to User Memory pages 4 and
5. Now generate and write the certificate by click-
ing on the Generate Verify Certificate button. Note
the Log shows the actual certificate R and S values
created by the verify authority private key and what

Evaluates: DS28C36/DS28E36
and DS2476

pages it wrote, too. Due to the different ingredients
included to make the signature certificate, a link
forms between the DS28C36 device Public Key AX/
AY and Verify Authority Key pair. This provides the
necessary ingredients needed at later time of read
authentication to verify that the DS28C36 is part

of the system. Also take note that after writing the
certificate to the pages of DS28C36, the Set Page
Protection command would usually set the write
protect (WP), but this is skipped here since this is for
demonstration only.

ECDSA Generate Verify Certificate | ECDSA write Certificate | ‘“erify Certificate | ECDSA Device Key Pairs
f verify Authority Private Key N
Ilﬁ'—\ JEFO03BOSAEFBEBESCEL33DBEE7501004ECA406D BF AD223F24596B FA 14 2F C2DB
Werify Authority Public Key X 2
ICB JABABBOBBIOC28BECCOFFD73E7644DA409D0 64 304E 2898 EEE298 FF44 0F 92 C7
Verify Authority Public Key Y
J?l D1A304C15D 26 ED 82625341 7B6E5D 549558 7B 6B 9C DE 48 9B B8 0C 37 35 AD FB 5B DE y
WMessage [nput
® Message Input Key & Message Input Key B
Message Input Public Key X
IB? E9A1D58497F10ES7DGFIGE 3DDE 98 0B 65 713CD7D7B7 BA A4 FB AB BB 5D 5D 23 72 4A
Message Input Public Key Y
I?E 736C2F944159DA99CTTDD466C 31 EBSEABOAS0AF 20BBC7910553 0B 8259 9A C4
ROM ID MAN ID Certificate R Destination Page 3
4C1304000000000F oooo fUser Memory: PaﬁedstartAddress:ODSOhl -
Customization Data Certificate S Destination Paﬁe
oo IL.lser Memory: PageSStartAddress:OOAOhl -
S
1 Generate Werify Auth Key I Generate Werify Certificate |

Figure 19. Generating and Writing the Certificate to DS28C36

www.maximintegrated.com
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4) Perform the Write Memory on public key C with the write authority public key per Figure 20a. Select the ECDSA
Write Certificate tab then the Generate Write Auth ECC Keys. Note Write Authority Key Pair fields fill with their
respective hex values and the Write Authority Private Key should be kept secret.

ECDSA Generate Werify Certificate I ECDSA \Write Certifitatel werify Certificate || ECDSA Device Key Pairs

® Write Authority Key Application Key 1 [¥] Load ¥Write Public Key to Device Publickey C
Write Autharity Private Key Set WP and AUTH Protection to PublickKey C

|23 1F8D 846584 B5 A7 700608 3964 56 9EC992 67 E6 6C 8F B6 CB AS ACC200 38 64 CE4D A6
Write Authority Public Key X

|5D30 6DCF7C11B1F3ES56A 1041 3E4FBCE324B290C3B49EEEBGCETD4709DD 23 D0 B4
Write Authority PublicKey Y

IS‘C F687DCIDDF244A0B7BEEBBFFG6CDOCIEA420EVO30EE41C51546 D393 IFCL5C4F BO

Meszage Input Copy Custom Filed to Buffer Copy ~Application Key to Device Key 5

Application Private Key

Required to Compute Secret 5 in Software for ECOH

|0000000000000000000000000000000000000000000000000000000000000000

Application Public Key X
|OOOODO0000000000000000000000000000000000000000000000000000000000

Application Public Key Y

IUOWOOOOODUOWODGOOUOOGOMUOODODGOOUOOOOWUOODODUOWOOOOODUOWOD
Custom Field

|G'DODOOODGUODDDOD{FDWOOODOUODOUUOODODOOWO{IODOUODWODOOODGUODDDOD

2

Generate Write Auth ECC Keys Generate Write Certificate

Figure 20a. Generate Write Authority ECC Key Pair

www.maximintegrated.com Maxim Integrated | 13
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Next, click on the Load Write Public Key to Device
Public Key C, Copy Custom Filed to Buffer, Copy
Application Key to Device Key S checkbox and
then click on the Generate Application ECC Public
Keys. Now that the application key pair is gener-

Evaluates: DS28C36/DS28E36
and DS2476

Write Certificate button (Figure 20b). Take note that
if this was for production and not just demonstration
purposes, then clicking on the Set WP and AUTH
Protection to Public Key C checkbox would also
need to be done.

ated, write the certificate by clicking on the Generate

ECDSA Generate Verify Certificate | ECDSAWrite Certificate | Verify Certificate | ECDSA Device Key Pairs | -

r =
I + Load Write Public Key to Device PublicKey C I

write authority key | e application Key |

Write Authority Private Key S5et WP and AUTH Protection to PublicKey C

|23 1IF8DB46584B5A7 700608 396456 9EC99267E66CBFBOCB AS ACC200 3864 CB4D AD
Write Authority Public Key X

|5[] 306DCF7C11B1F3ES56A 1041 3E4FBCB8324B290 C3 B4 9EEEB6CB YD 4709DD 23 DO 84
Write Authority PublicKey Y

|BC Fo87DCIDDF244A0B /BEEFFOCDOCIEA420E7O030EE41C5 1546 D393 1F C15C4F B

Message Input § & Copy Custom Filed to Buffer Iv' Copy &pplication Key to Device Key 5

Application Private Key 3 4

Required to Compute Secret 5 in Software for ECOH

|O410 925504 C4073F A3 03 1E45E9A652444324B1 D4 3BB66CADFFODFF98 1713 Fo 4A

Application Public Key X
|4D0?02 FB 6E 57 6D 8A 73 D7 58 CA BF 36 2F 20 7F 59 BE C3 D4 EA A4 2B D6 86 BF 3D 8D 98 1EDD

Application Public Key Y

|BF54S‘C 19SFD1B667ADD3DB209FB 2E2BAES3 71 A29A9CT7AD S99 BAE7 389F9A 3299 Db
Custom Field

IODODOUG'UDDODODOUMDDODUOOGGUODODODODOOOGU{}OUOUGGODODOUGODDODODOU

6
Genarate Appllcatlon ECs Generate Write Certificate
Public kKeys

Figure 20b. Generate and Write the Certificate
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DS28C36/DS28E36
Evaluation System

Evaluates: DS28C36/DS28E36
and DS2476

Lastly, be sure to save the Certificate R/S from the Log window in notepad in case of power cycling the DS28C36, as is
necessary later on during the Usage (Write Feature) section. Close the Authentication Setup window.

5) The desired features can now be set in a page of user memory (Figure 21). Select the General Commands tab
from the Select Command drop-down list and select Write Memory. From the Select Page drop-down list, choose
User Memory: Page 14 Start Address: 01EOh and fill in the desired Page Data. Finally, click on the Execute
Command button. Note the Log should display <SUCCESS> at the end with the data just written.

General Cummandsl SHAZ Commancds || ECDS4A Commands || Other Coprocessor Commands |
Select Command Select Page

IWrite Memaory |2 - IUser Memory: Page 14 Start Address: 01C0h I 3 -
Page Data

‘00010203 0405000708 090A0B0COD0OEOFO0112233445566 778399 AABEBCCDDEE FFI4

Set Protection Buffer

® SHaZ/Simple Protectin ECDS& Protection Buffer Data: LEN |1

RP-Read Protect 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 0O

WR-Write Protect

EM-EPROM Emmulation Mode
LPH-Authentication Write Protection HRAC

EPH-Encryption and Authenticated Write Protection HWAC

Read RMNG

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 00

5

Execute Command

Figure 21. Write Memory Command to Page 14 with Feature Data

www.maximintegrated.com
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DS28C36/DS28E36
Evaluation System

6)

Perform Set Page Protection to set ECW on feature
page 14 (Figure 22). From the Select Command
drop-down list, select Set Page Protection. From

Evaluates: DS28C36/DS28E36
and DS2476

to continue? Click Yes to demonstrate the write
authentication feature. At the end, the Log should
displays <SUCCESS>.

the Select Page drop-down list, choose User 7)
Memory: Page 14 Start Address: 01EOQh. In the

Set Protection area, click on the ECDSA Protec-

tion radio button, and finally click on the Execute
Command button. Note: A pop-up window appears

with the following message: The page protection

is set to: ECW and it is irreversible. Do you want

The setup for demonstration purposes is now com-
plete for both the read authentication feature and the
write authentication feature. However, keep in mind
that in the real factory programming, it would be im-
portant to also write random data to all unused keys
and secrets and set WP protection on each.

General Commands || SHAZ Commands || ECDSA Commands || Other Coprocessor Commands
Select Command Select Page

ISet Page Protection I - User Memory: Page 14 Start Address: 01C0h -
Page Data

|DD 0102030405060708090A0B0CODO0OEQF 0011 2233445566 778399 AA BB CCDD EEFF

Set Protection Buffer

2

| ® ECDSA Protection |

SH&2/Simple Protectin

RP-Read Protect 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 G0 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 0000 00 00 00 00 00 00
00 G0 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

WP-Write Protect
EM-EPROM Ermulation Mode

ECH-Encrypted Read and Write Using the Shared Key from ECDH

| ¥ ECw-suthentication Write Protection ECDSA | 3

Read RMG 4

Execute Command

Figure 22. Set Page Protection Command to Page 14 with Feature Data
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DS28C36/DS28E36 Evaluates: DS28C36/DS28E36
Evaluation System and DS2476

Usage (Read Feature)

Follow these steps to perform a usage example of reading a feature page and authenticating with the DS28C36 and
DS2476. Note: The DS28E36 can be substituted for the DS28C36 for the subsequent steps in this section.

1) If not already done, select device DS28C36 by checking its Select box, then clicking the Select Device button.
Observe that the ROM ID field is updating with DS28C36’s ROM ID value (Figure 15).

2) If not already done, perform Read Memory on device public key AX per Figure 23. Select the General Commands
tab. From the Select Command drop-down list, choose Read Memory, from the Select Page drop-down list,
choose Page 16, Pub Key AX and click on the Execute Command button. Confirm the Page Data field populates
with the correct values.

Repeat the steps in Figure 23, but change the Select Page drop-down list to Page 17, Pub Key AY to read the
device public key AY.

3) Verify the certificate. Go to the Tools tab from the drop-down menu and then Authentication Setup, as shown in
Figure 17.

|I General Cummandsl| SHAZ Commands " ECDSA Commands || Other Coprocessor Commands |
Select Command Select Page
Read Memory | 2 - IPage 16, Pub KevAKI 3 -
Page Data
!B? ESA1D58497F10ES7D6FO 6B 3D D898 0B 65 71 3C DY D7 BY BA A4 FB AB 88 5D 5D 23 ?24}1' S
Set Protection Buffer
SHAZ/Simple Protectin ® ECDSA Protection Buffer Data: LEN (1

RP-Read Protect 00 00 00 00 00 00 00 00 00 00

00 G0 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

WWR-Write Protect

EM-EFROR Emulation Mode 00 00 00 00 00 00 00 00 00 00
(0 00 00 00 00 00 00 G0 00 00

ECH-Encrypted Read and Write Using the Shared Key from ECDH 00 00 00 00 00 00 00 00 00 00

| ECW-Authentication Write Protection ECDSA, s B b B

00 00 00 00 00 00 00 00 00 00

Read RMNG £

Read BMG Parameter (MBRH) 11 Execute Comimand

Figure 23. Read Memory Public Key AX of Page 16

www.maximintegrated.com Maxim Integrated | 17
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DS28C36/DS28E36
Evaluation System

4)

Evaluates: DS28C36/DS28E36

and DS2476

Perform master verifies certificate for device public key AX/AY, ROM ID, and MANID (Figure 24). Select the Verify

Certificate tab and check the Use Coprocessor to Validate Certificate in the Message Input. Choose the Mes-
sage Input Key A radio button, and from the Certificate R Page drop-down list, choose User Memory: Page 4
Start Address: 0080h. In the Certificate S Page drop-down list, choose User Memory: Page 5 Start Address:
00AOh for the ingredients. Then click the Authenticate button to verify the certificate, confirming that the Log
displays Valid ECDSA Signature. This means the DS28C36 is part of the system, but not yet authentic until it can

create a valid digital signature.

Close the Authentication Setup window.

SHA2 Secret
Load Keys to Device

® Secrets
Secret A

Secret B

— :

ECDSA Generate Werify Certificate H ECDSA Yyrite Certificate I Verify Certificate I ECDSA Device Key Pairs ‘

Secret 5

00 00 00 00 00 00 00 00 00 00 00 00 00 00

Set System Secret

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

| Use Copracessor to Verify Certificate || 2

Verify Authority Public Key X

IC‘E)EA BABBOB810C28B8CCHFFD75E7644D A409 D064 364E 2898 EEE2 98 FF 44 0F 92 C7
Verify Authority PublicKey ¥

I?l D1A304C15D26ED 8262534178 6E5D 549558 7B 6B 9C DE 48 9B B8 0C 37 35 AO F8 5B DE

hessage Input 3

® Message Input Key & MMessage Input Key B

Counter Message Input Public Key X

- !B? ESA1D58497FL0ES7D6FI96B3DDE980B65713CD7D7B7BAA4 FBABBB5D5D 23 724A

1
Message Input PublicKey ¥

Hechalue |7£73 6 2F 3441 50 DA 34 9C 77 DD 46 6C 31 EB 5E AB 0A 90 AF 20 BB C791 0553 0B 8259 9A C4

o1 Set Device Counter
ROM ID MAN ID Certificate R Page 4
4C130400000000DF 0000 IUSEf Memory: Page 4 Start Address: OOEOhI -
Customization Data Certificate S Page 5
0o IUser Memory: Page 5 Start Address: OOAOhI -

6
authenticate
Log
<Delay 300ms>

s [77] [01] [AA] P
//Command Result 7
<SUCCESS>

Valid ECDSA Signature

F . 1

Figure 24. Verify the Certificate using the Coprocessor

www.maximintegrated.com
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DS28C36/DS28E36
Evaluation System

Evaluates: DS28C36/DS28E36
and DS2476

5)

Perform Compute and Read Page Authentication with the ECDSA key set selected on feature page 14 and verify

the signature with the coprocessor (Figure 25). Select the ECDSA Commands tab, confirm that the Use Copro-
cessor checkbox is selected, and click on Generate Challenge. This reads a random number from the coproces-
sor to be used as the challenge written to the DS28C36 buffer as well. From the Select Command drop-down
list, choose Compute and Read Page Authentication, and from the Select Page drop-down list, choose User
Memory: Page 14 Start Address: 01C0h and confirm that the Verify Signature Software checkbox is selected.
Clicking the Execute Command button computes the Read Page Authentication signature from the DS28C36,
and then the coprocessor verifies the signature. Confirming that the Log displays Valid ECDSA signature means
the DS28C36 is authentic. Note: Both the Verify Certificate in step 4 and the DS28C36’s signature had to be veri-
fied to be considered authentic. If either verify failed, the DS28C36 would not be authentic.

: ,

Eile Tools Help

Setup < General Commands " SHA2 Commands [ ECDSA Commands ]| Other Coprocessor Commancs |
I Adapter Part#  DSS41P-300 select command 4 — Select Page 5 Compute and Read Page Authentication Options
I Compute and Read Page Authsnhcahonlv IUseremﬂrv: Page 14 Start Address: o1cor|- Ciifreiit PGS Dt
Status Connected on COM15 Private Key A
IFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D OE =~
Search Adapter Search Devices Public Key AX OF 00 11 22 33 44 55 66 77 83 99 AA BB CC
|B7E9A1D58497F10E57DBFBBB3DD3980B55713CD7D7B?BAA4FEABSSSDSDZE = —— =
D523C36 Device  select Public Key AY Mew Data
4C130400000000DF |7E73 6C 2F 94 41 59 DA 94 9C 77 DD 46 6C 31 EB SE AB OA 90 AF 20 BB C79105530B8259 2
AT: Autheintication Typa 2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
DS2476 Device Select 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
FFFFFFFFFFFFFFFF 8
IO - ® ECDSA Page Signature using Private Key A Challenge (Buffer)

ECDSA Page Signature Using Private Key B

277D E51C7355EASEA3F5 1E75F9 70 2

ECDSA Page Signature Using Private Key C
Device Type ({Invalid f AUTH Protection Set) Ejgﬁs:;s 135D D455 28 37 14 AB 5D FF i
Select Device

D528C36
3 | Generate Challenge
ROM ID

4C130400000000DF

MAN ID

0000 7 Execute Command

Log

<Delay 300ms> &
S [771 [01] [AA] P

Valid ECDSA Signature
//Command Result 8 I

<success» 4

@ Ready

DS28C36 Deep Cover Secure Authenticator EV Kit SoftwareRew: (1.0.0) ‘

Cennected on: COM15 J

Figure 25. Compute Signature with DS28C36 and Verify Signature using the Coprocessor
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DS28C36/DS28E36 Evaluates: DS28C36/DS28E36

Evaluation System and DS2476

Usage (Write Feature) 3) Verify the certificate. Go to the Tools tab and then

Follow these steps to perform a usage example of writing Authentication Setup (Figure 17).

a new feature to a page of the DS28C36 with authenticat- 4) Perform Read Memory on user pages 4/5 with

ing using the host software. device certificate. The Master verifies the certificate

1) If not already done, select device DS28C36 by for c}ewce p.U.b“C key AX/AY (Flgure 24) Select the
checking its Select box, then click the Select Device Verify Certlflcate_ tab, and u_n_check the Use Co-
button, and observe that the ROM ID field is updat- processor to Validate Certificate. In the Message
ing with the DS28C36’s ROM ID value, as shown in Input section, click on the Message Input Key A
Figure 15. r.adlo button, from the Certificate R Page drop-down

list and choose User Memory: Page 4 Start Ad-

2) Ifnotalready done, perform a Read Memory on dress: 0080h. In the Certificate S Page drop-down
device public key AX (Figure 23). Select the Gen- list, choose User Memory: Page 5 Start Address:
eral Commands tab from the Select Command 00AOh for the ingredients. Then click the Authenti-

drop-down list and choose Read Memory. From the
Select Page drop-down list, choose Page 16, Pub
Key AX and click on the Execute Command button.
Confirm that the Page Data field populates with the
correct values.

cate button to verify the certificate, confirming in the
Log the text Valid ECDSA Signature. This means the
DS28C36 is part of the system, but not yet authentic
until it can create a valid digital signature. Take note
from the output Log that the Verify Authority Public

Repeat the steps in Figure 23, but change the Se- Key was temporarily written to the Public Key S and
lect Page drop-down list to Page 17, Pub Key AY to the device certificate verified by the coprocessor.

read the device public key AY. Close the Authentication Setup window.
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DS28C36/DS28E36 Evaluates: DS28C36/DS28E36
Evaluation System and DS2476

5) Perform a Read Memory on feature page 14 (old data) (Figure 26). Select the General Commands tab from the
Select Command drop-down list, and choose Read Memory. From the Select Page drop-down list, choose User
Memory: Page 14 Start Address: 01C0h and click on the Execute Command button. Confirm that the Page Data
field populates with the correct values.

||GeneraICummands||‘SHA2 Commands || ECDSA Commands || Cther Coprocessor Commands |
L

Select Command Select Page
Read Memary |2 - IUser Memory: Page 14 Start Address: 01C0h|3 -
Page Data
|DEI' 010203 040506070809 0A0B0C0DOEOFO0011 2233445566 778899 AA BB CCDD EE FF
Set Protection Buffer
SHAZ/Simple Protectin e ECD3A Protection Buffer Data: LEN |1
RP-Read Protect 00 00 00 00 00 00 00 00 00 00
G B B e aE 00 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 0O
EM-EFRCM Emulation Mode 00 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 DO
ECH-Encrypted Read and Write Usingthe Shared Key from ECDH 00 00 00 00 00 00 00 00 00 00
V| ECy-2uthentication Write Protection ECDSA HEE D D
00 00 00 00 00 00 00 00 00 0O
Read RNG e
Read RNG Parameter (NBR&) |1 I Execute Command

Figure 26. Read Feature Page 14
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DS28C36/DS28E36
Evaluation System

Evaluates: DS28C36/DS28E36

and DS2476

6) Write the master public key to public key S with the Write Memory and perform Authenticate ECDSA Public Key
with the Master’s public key certificate (this sets W_PUB_KEY to allow public S to authenticate writes), as shown
in Figure 27. Select the ECDSA Commands tab. From the Select Command drop-down list, choose the Authen-
ticate ECDSA Public Key command. Choose the Public/Private Key A radio button, and set the CS Offset field
value to 31 (i.e., 32-byte length). Confirm that field values Public Key AX/AY, Public Key SX/SY and the Sig-
nature/Certificate are correct. Note: If the values are incorrect, then reread or write the correct values using the
General Commands tab to correct the issue with the Read/Write Memory commands. Lastly, click the Execute
Command button and confirm that the text in the Log displays <SUCCESS>.

- - n
e e
Eile Tools Help 1
setup < General Cammands || 5HA2 Commands | ECDSA Commands | Other Coprosessor Commands |
Select Command 2 Select Page Select key for ECDH Key exchange
Adapter Part#  DS3481P-300
sl Authenticate ECDSA Public Key + |User Memory: Page 14 Start Address: 01C0h I_I ECDH  WR I
i Status Connected on COM33 Private Key A @ Public/PrivateKey & | 3 0 @1
| | 000000 000000 00000 0 Fublic/Private Key 8 g g offset
Search Adapter | | Search Devices #Bublic Key AX 1] 2
[370E 98 22 0F 6¢ 65 CE F6 E0 31 5E DB 8A FA 65,00 04 AC DB 33 96 CC 71114090 24 E2B1 | 2
DS28C36 Device ¥ select Public Key AY Lack (WP) Kay Pair Pages
AC130400000000DF L[15 02 C0 2 83 81 AB 68 58 FD B6 60 C3 D4 4F E3 BE 01ED 75 1352 8A 00 65 1454 DD 35 28 ) =
options AuthECDSA Options
DS2476 Device select 7
FFFFFFFFFFFFFFFF Public Key 5X B TR
|4DO?02FE 6E 57 6D 8A 73 D7 58 CA BF 36 2F 20 7F 59 8E C3 D4 EA A4 2B D6 86 BF 30 SRl R -
DS28E36 Devices Select 18D 98 1EDD 0 00 00 O 0 00 00 O
e Rar ey {00 00 00 00 00 00 00 00 00 00 00
BF 54 5C 19 FD 1B 66 7A DD 3D 82 09 F8 2E 28 4E 53 71 A2 9A 5C 77 4D 99 84 E7 38 9F 94 o
Device Type 3299 D6 ECDH Customization field
Select Device 8 00
DS28C36 Signature/Cortificate
70 31 85 A4 F649 D6 AG 5A 4D 80 FB 3D 15 2D 58 3E 5C 5B 3A 0B 04 E3 3B 78 6848 9C
o 74 5F BA CB 5A CB 9 86 3B 07 DD ED 69 83 9C F7F7 1A 69 BE4459 2B BA FR A3 7494 (I
4C130400000000DF joE 79 DA EC DS AFFA CB y 9
MAN ID
e Execute Command
Log & Display12C Log
<Delay 300ms> <
s [37] [01] [AA] P 10
//Command Result
TSUCCESS= [
Valid ECDSA signature/certificate j‘
@ FReady DS28C36 Deep Cover Secure Authenticator EV Kit SoftwareRev: (1.0.0) I Comected on cOM33 |

Figure 27. Authenticate ECDSA Public Key with Master’s Public Key Certificate
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DS28C36/DS28E36

Evaluation System

7)

Evaluates: DS28C36/DS28E36

and DS2476

Perform Authenticated ECDSA Write Memory with new feature (new data) to page 14 (Figure 28). From the Select

Command drop-down list, choose the Authenticated ECDSA Write Memory command. From the Select Page
drop-down list, choose User Memory: Page 14 Start Address: 01CO0h page for new data. Populate the new data
fields with the new hex values. Click the Generate Challenge button to generate the new challenge and click the
Execute Command button to run the sequence. Confirm that the new data was written in the Log display.

, ‘

File Tools Help

Setup

General Commands || SH&2 Commands H ECDSA Ci H Other Coprocessor Commands |

Adapter Part# DS59481P-300

Status Connected on COM33

Search Adapter Search Devices

DS28C36 Device + select

4C130400000000DF

DS2476 Device
FFFFFFFFFFFFFFFF

select

DS28E36 Devices Select

Device Type
Select Device
DS28C36

ROMID
4C130400000000DF

MAN ID
0000

1

=
Authenticated ECDSA Write Memnryl - IUSEI’ Memory: Page 14 Start Address: 01C0h Iv

Select Command Select Page

Secret 5

0 00 00 O

0 00 00 O

00 00 O
0000

Compute Multi-Block HASH Options

put Data (@) Hex Format String Format

ECDSA Signature r | | s (hex)

Auth ECDSA Write Memary

Use Coprocessor

Current Page Data

0099 88 7766554433 2211 AABBCCDD
EE FF 00 99 88 77 66 5544 33 22 11 AA BB CC
NN FF FE i

Mew Data

3
(0099 88 7766 5544 33 22 11 AA BB CC DD
EEFFO009988 776655443322 11 AABB
DN EE EE

Challenge (Buffer)

3D C8 68 30 13 EF OB F7 CB 20 BE 3C 24 FE
96 D2 D8 AF09E3 DO B0 27483 A729 AZEB
FASRRA T4 5

Generate Challenge

Execute Command

Log & Display|2CLag

Command Result
<SUCCESS>
//New Page Data:

009988 77665544332211 AABB CCDDEEFF
0099 8877665544 332211 AA BB CCDD EEFF

o

@ Ready

D528C36 Deep Cover Secure Authenticator EV Kit SoftwareRev: (1.0.0)

‘ Connected on: COM33 J

Figure 28. Authenticate ECDSA
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DS28C36/DS28E36
Evaluation System

8) Perform Compute and Read Page Authentication
with the ECDSA key set selected on feature page
14 and verify the signature (Figure 29). From the
Select Command drop-down list, choose Compute
and Read Page Authentication. From the Select
Page drop-down list, choose User Memory: Page
14 Start Address: 01CO0h and confirm that the
Verify Signature Software checkbox is selected.
Uncheck the Use Coprocessor checkbox and click
on the Generate Challenge button. This reads a
random number from the host software to be used
as the challenge that is written to the DS28C36 buf-
fer as well. Clicking the Execute Command button
computes the Read Page Authentication signature
from the DS28C36 and then the host software veri-
fies the signature. Confirming that the Log displays
Valid ECDSA Signature means that the DS28C36 is
authentic. Note: Both the Verify Certificate in step 4
and the DS28C36’s signature had to be verified to
be considered authentic. If either verify failed, the
DS28C36 would not be authentic.

Evaluates: DS28C36/DS28E36
and DS2476

Detailed Description of Hardware

The DS28C36 EV kit hardware includes a MAXQ1010
microcontroller with USB, DS2476 coprocessor, and a
DS9121AQ socket adapter that is made to contain the
DS28C36/DS28E36 Secure Authenticators with ECDSA
and 8Kb user memory. The MAXQ1010 is loaded with
firmware to function as a virtual COM port that bridges
UART signaling to 12C or 1-Wire. The DS2476 functions
to offload the ECDSA computations to perform signature.
The DS28C36 12C slave or DS28E36 1-Wire slave func-
tions perform ECDSA public-key signatures during an
authentication and contains memory space for the neces-
sary ingredients.

Eile Tools Help

,
N i = |

Setup < General Cammands || SHAZ Commands | ECDSAC d H Other Coprocessor Commands | 3
> select command 1 Select Page 2 Compute and Read Page Authentication Optmnl Use Cuprutessnrl
Adapter Part# DS9481P-300
sl I Compute and Read Page Authentication|~ [User Memory: Page 14 Start Address: 01C0 |-
Status Connected on COM33 Private Koy A CmentFageData
I
I JLYLIC 000 00 O 0 00 00 O 009988 776655443322 11AABBCCDD  +
Search adapter | Search Devices Public Key AX EE FF 00 99 88 77 66 5544 33 22 11 AA BB CC
[370€ 98 22 0F 6¢ 65 CE F6 E0 31 5EDB 8A FA 650004 ACDB 3396 CC 71114090 24 E2B1 2 T
D528C36 Device V select Public Key AY Mew Data
4C130400000000DF [1502 co 28 88 81 AB 6858 FD B6 60 C2 D4 4F E3 BEO1ED 751352 8A 0D 65 1A54 DD 3528 -
e 4 009938 776655443322 11 AABBCCOD
DS2476 Device select 5 EE FF00 9988 7766 55 44 33 22 11 AA BB
FFFFFFFFFFEFFFFE  erify Signature Software e P0 FEFE
6
I # ECDS& Page Signature using Private KEyAI Challenge (Buffer]
DS28E36 Devices select ge ]
ECDSA Page Signature Using Private Key B
; 53 F6 D4 05 66 1D D2 83 EF 26 30 3E46 07 ES ~
ECD54 Page Signature Using Private Key C 32 £2 D6 9B EC AO 6D A4 9F 59 D3 EO FE 8A.
Device Type {Invalid  AUTH Protection Sef) o Seped o
Select Device T
DS28C36
Generate Challenge
ROM ID
4C130400000000DF
8
MAN ID
o ‘ Execute Command

Log & Display12C Log

// [59] [D3] [E0] [FE] [8A] [16] [F6] [9C]
// 10€] [00] [00]

Valid ECDSA Signature 1§ 9
//command Result
<success»

@ Ready

DS28C36 Deep Cover Secure Authenticator EV Kit SoftwareRew: (1.0.0)

Cennected on: COM33 J

Figure 29. Compute Signature with DS28C36 and Verify with Software
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DS28C36/DS28E36 Evaluates: DS28C36/DS28E36
Evaluation System and DS2476

Ordering Information

PART TYPE
DS28C36EVKIT# EV System
DS28E36EVKIT# EV System

#Denotes RoHS compliant.
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DS9481P-300 Bill of Materials

Evaluates: DS28C36/DS28E36

and DS2476

D Quantity Description of Part Number
C1,C2,C4,C7,C9, C11,C12 7|1uF Ceramic Capacitor (0402) TDK Corporation C1005X5R0J105M050BB
C3,C8,C13 3|0.1uF Ceramic Capacitor (0402) TDK Corporation C1005X5R0J104K050BA
C5, C6 2|10pF Ceramic Capacitor (0603) TDK Corporation C1608C0G1H100D0O80AA
C10 1[10pF Ceramic Capacitor (0402) MURATA GRM1555C1H100J
CN1 1|USB Micro B Connector FCI 10103594-0001LF
D1 1|Orange LED (0603) Panasonic LNJ826WS83RA
FB1, FB2 2|Ferrite (0603) Murata Electronics Northl BLM18KG221SN1D
J1 1|PMOD Receptacle Samtec SSW-106-02-T-S-RA
Ql 1[N-Channel MOSFET(SOT-23) Diodes Inc. 2N7002-7
Q2 1|P-Channel MOSFET (SOT-23) International Rectifier |PMV65XP,215
R1 1[100 Resistor (0603) Vishay Dale CRCWO060310R0OJNEA
R2 1[1.5kQ Resistor (0402) Vishay Dale CRCWO04021K50JNED
R3, R6, R7 3/100kQ 1% Resistor (0402) Vishay Dale CRCWO0402100KFKED
R4 1[32.4kQ 1% Resistor (0402) Vishay Dale CRCWO040232KAFKED
R5 1[4.7kQ Resistor (0402) Panasonic ERJ-2GEJ472X
R8 1[1kQ Resistor (0402) Vishay Dale CRCWO04021K00JNED
R9 1[2.2kQ Resistor (0402) Panasonic ERJ-2GEJ222X
R10 1[499Q Resistor (0402) Vishay Dale CRCWO0402499RFKED
R11 1[4.99Q 1% 1/8W Resistor (0805) Vishay Dale CRCWO08054R99FKEA
R12 1/680Q Resistor (0402) Panasonic ERJ-2GEJ681X
R13,R14 2|1.74kQ Resistor (0402) Panasonic Electronic Co| ERJ-2RKF1741X
RT1 1|PTC Fuse (1206) Bourns Inc. MF-NSMF012-2
S1 1|Tactile Switch Omron Electronics Inc  [B3U-1000P
U1 1|Security Token Microcontroller with RTC and USB Maxim Integrated MAXQ1010-A01+
U2 1|High PSRR, Low-Dropout, 150mA Linear Regulator Maxim Integrated MAX8891EXK33+
U3 1|Dual High-Speed Differential ESD-Protection IC Maxim Integrated MAX3207EAUT+
U4 1[40ns Single-Supply Comparator Maxim Integrated MAX9140AAXK+
us 1|4 Channel +/- 30kv ESD Protector Maxim Integrated MAX13204EALT+
X1 1|12MHz Crystal EPSON FA-238V 12.0000MB-K3
X2 1|Do Not Populate (3.20x1.50mm)

DS9481P-300 Schematics
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DS9481P-300 PCB Layout

l16mm
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DS9121AQ Bill of Materials

Designator Quantity Description Manufacture Name Part Number
J3 1 4 Pin 100mil Female Connector Samtec SSQ-104-02-T-S-RA
R3, R4 2 RES 3.3K OHM 1/10W 1% 0603 SMD Panasonic Electronic Components ERJ-3EKF3301V
R1, R2, R5, R6 4 RES SMD 1K OHM 1% 1/10W 0603, RES SMD 10K OHMPanasonic Electronic Components ERJ-3EKF1002V
R7, R8 2 RES SMD 10K OHM 1% 1/10W 0603 Panasonic Electronic Components ERJ-3EKF1002V
C1 1 Kemet C0603C104K8RACTU
Q1,Q2 2 MOSFET N-CH 50V 200MA SOT-23 ON SEMICONDUCTOR BSS138LT1G
D1, D2 2 LED INGAN GREEN CLEAR 0603 SMD Dialight 598-8081-107F
J1 1 CONN HEADER FEMALE 6POS .1" GOLD TE Connectivity 9-146285-0
J2 1 CONN HEADER FEMALE 6POS .1" GOLD TE Connectivity 9-146285-0
JP1 1 HDR,BRKWAY,.100 3POS VERT,0.318" Tyco Electronics 9-146276-0
U1 1 TDFN,3MM,x2,CLAMSHELL,BURNIN PLASTRONICS 06QN10T23030
JB1, JB2 2 JUMPER BLOCK, .100 2POS VERT,0.318" Tyco Electronics 22-28-4363
Pack Out 3 SHUNT+,LP W/HANDLE 2 POS 30AU Tyco Electronics 881545-2

DS9121AQ Schematics

JUMPER LEGEND
182 181 i
EII‘H Host GPIO N( ‘EIEH DS28E36Q+T E‘EH DS28E36Q+T
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Design Notes:

1) PCB Part Number on silk screen is to be DS9121AQ+

TP1 PG
sci VCC/Cext
CHIPS SHOWN ARE FOR REFERENCE ONLY
P2 TPS
TP3 P4
GND PIOB
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DS28C36/DS28E36
Evaluation System

DS9121AQ PCB Layout

Evaluates: DS28C36/DS28E36
and DS2476

00 mil

TOP ASSEMBLY

DS8121AR+

Part Number:

89-9121A+Q00

Proper ty of

maxim
integrated.,

Rev

1

Drill and Mechanical Layer

Date:MAR 15 2016 [Units in mils

TOP METAL

®  SIZE QTY SYM PLATED TOLERANCE
o
S| 18 |16] - | YES |+,- 0.003
Nl 39 |24 YES |+,- 0.003
59 |6 YES |+,- 0.003
59 |1 NO |+, 0,003
66 | 1 NO |+, 0.003
L
62mil PCB

Notes:

1.

NG AWN

. Legend: White.
1L
12.
13.
14.
15.

. Electrical testing needed:

Fabricate using provided gerber files per latest revision
0f IPC-A-600 unless otheruise noted.

Material: RoHS Compliant FR-408 or similar laminate material
Board Dimensions: (2000 x 2000 mils>

Board Thickness: 62 mils +,/- 10%

Layers: 2 <(Top, Bottom>
Minimum Trace,sSpacing:
Copper Thickness:
Sur face mount pads: 28
Solder mask: GREEN

10mil ~ 7mil
loz on all layers
Through Hole Pads: 36

Double-Sided. Non-Conductive Epoxy ink or Equiv.

Plating: Must be Lead free and RoHS Compliant

Finish: Most Economical Lead free and RoHS compliant process

Uendor Logo & date code: Allowed on bottom side only

Through holes: quantity 53, Slot holes 0, minimum size 18 mil

Toler ances:
Plated-through holes
Pattern to pattern
Legend to legend
Soldermask to pattern

+/- 3 mil

6 mil

no preference
+/- 6 mil

YES

+/-

Bottom Metal
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Revision History

REVISION | REVISION PAGES
NUMBER DATE DESCRIPTION CHANGED
0 8/16 Initial release —

1 517 Added DS29E36 to data sheet, updated Figures 10, 13-15, 25, 27-29 1-30

For pricing, delivery, and ordering information, please contact Maxim Direct at 1-888-629-4642, or visit Maxim Integrated’s website at www.maximintegrated.com.

Maxim Integrated cannot assume responsibility for use of any circuitry other than circuitry entirely embodied in a Maxim Integrated product. No circuit patent licenses
are implied. Maxim Integrated reserves the right to change the circuitry and specifications without notice at any time.
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