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INTRODUCTION

In most applications today, data integrity is necessary
for both storage and transmission. A popular error-
detection technique, the Cyclic Redundancy Check
(CRC) can be used to preserve the integrity of data in
memory and communications.

This technical brief provides information about the
Cyclic Redundancy Check (CRC) peripheral along with
the Memory Scan functionality available on a range of
PIC® microcontrollers. The CRC calculation and
Memory Scan methods along with different standards
and commonly used CRC polynomials are also
explained in this technical brief. The CRC and Memory
Scan peripheral are useful while performing the
memory tests required in the IEC 60730 standard to
support the Class B certification.

CRC PERIPHERAL ON PIC
MICROCONTROLLER

The Cyclic Redundancy Check (CRC) module provides
a software-configurable hardware-implemented CRC
checksum generator. The CRC algorithm treats the
data to be a binary number. This number is divided by
another binary number called the polynomial. The
remainder of this division is the CRC checksum, which
is appended to the data. Every integer can be
expressed uniquely as a polynomial in base 2 with
coefficients that are either ‘0’ or ‘1". It is convenient to
interpret the polynomial in terms of a dummy variable
X.

For example, a message 110101 is represented by
the polynomial: X2+ X* + X2 + 1 (1#2° + 1*2% + 0*23+
1*22 +O*21 + 1*20)

In  communication systems, when messages are
transmitted, the CRC checksum is appended to the
message. The receiver then divides the message
(including the calculated CRC) by the same polynomial
that the transmitter used (in order to implement a CRC
based on a polynomial, the transmitter and receiver
must use the same polynomial). If the result of this
division vyields a zero, then the transmission is
considered to be successful. However, if the result of
this division is not equal to zero, then an error is
considered to have occurred during the transmission
and corrective action needs to be taken against the
presumed data corruption. A CRC is called an n-bit
CRC when its checksum value is n-bits long.
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FIGURE 1: BLOCK DIAGRAM OF CRC
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The CRC module uses a Linear Feedback Shift
Register (LFSR) implementation to perform the
polynomial division required for the CRC calculation, as
shown in Figure 1. The CRC module can accept up to
a 17-bit (n+1) generator polynomial. In any (n+1) bit
polynomial, X" and X0 are always ‘1. While loading the
(n+1) bit polynomial into the CRCXOR<15:1> register,
only X" to X0 should be entered. The PLEN<3:0> bits
are used to specify the length of the polynomial. While
loading the length, the MSB and LSB of the (n+1) bit
polynomial should be excluded. Hence, n-1 should be
loaded.

For example, in CRC-16-ANSI, a 17-bit polynomial
X16+x15+ X2 + 1, n = 16.

So, PLEN<3:0>=n-1=15
CRCXOR<15:1> = 0b100000000000010

(CRCXOR <0> is unimplemented since CRC hardware
considers X6 and X9 to be ‘1’)

S0, CRCXOR can be either 0x8005 or 0x8004. The
CRC engine reads it as 0x8005, but if CPU reads it
using software, it is read as 0x8004.

The data needs to be loaded into the CRCDATH and
CRCDATL registers in the same sequence. Once the
data is loaded into the CRCDATL register, the entire
16-bit data is moved into the Shift buffer, this is a
readable register. The DLEN bits determine the data
width (the valid bits in the CRCDATH and CRCDATL
registers). Only the data as determined by the DLEN
bits are moved to the shift buffer. If the SHIFTM bit is
setto ‘1’, the data will be shifted with LSb first, else data
will be shifted with MSb first.

Augmentation of Zeros

For the CRC calculation to be completed, all the data
bits need to be shifted through all the XOR gates, and
this requires adding zeros equal to the length of the
polynomial at the end. This is known as augmentation
of zeros. Previously, this had to be taken care of in
software. Now, Augmentation mode is available to take
care of this in hardware, thereby reducing the software
overhead. By setting ACCM bit to ‘1’, one can enable
Augmentation mode.

Initial CRC Value (Seed Value)

This is the initial value that provides a fixed starting
point from which the data bits can progress. Many CRC
algorithms initialize their seed value to a non-zero
value. As in real applications, many data strings are
likely to begin with a long series of ‘O's and the
computation of CRC ignores any number of ‘0’s ahead
of the first ‘1’ bit.

To avoid this problem, before computing the n-bit CRC
we will always begin by exclusive ORing the leading n
bits with an n-bit string of non-zero value.

The seed value can be used in two methods for the
CRC calculation, for example:

Direct Method

The seed value is loaded in to the CRCACC <15:0>
registers.
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Non-Direct Method

The seed value is considered to be the initial data value
and prefixed with the actual data stream and the
CRCACC<15:0> register is loaded with 0x0000.

The BUSY bit indicates if the CRC has completed
calculations. Once the BUSY bit is ‘0’, the check value
can be read from the CRCACC<15:0> registers. The
CRCIF flag will also get setto ‘1’

MEMORY SCAN MODULE ON PIC
MICROCONTROLLER

The Program Memory Scan module can be used in
conjunction with the CRC module to perform a CRC
calculation over a range of program memory
addresses. The CRC module is coupled with the
Memory Scan module for faster CRC calculations. The
Memory Scan module can automatically provide data
to the CRC module. This memory test will be helpful for
the IEC 60730 standard to support the Class B
certification.

Four modes of memory scan operation are possible:

Burst: CPU operation is stalled until the whole memory
scan is completed. It gives highest memory scan
throughput.

Concurrent: Scan starts immediately after setting of
SCANGO bit. CPU operation is stalled during the
memory access.

CPU resumes execution following each access.

Triggered: Waits to begin the scan until the rising edge
from separate trigger clock. CPU operation is stalled
during the memory access.

CPU resumes execution following each access.

Peek: Waits for an instruction cycle in which the CPU
does not need to access the NVM (such as a branch
instruction) and uses that cycle to do its own NVM
access. It gives the lowest throughput. CPU operation
is unaffected.

The Memory Scanner can automatically provide data to
the CRC module when data is placed in the program
memory. When Memory Scan is used in Peek mode, it
has the advantage of freeing the CPU for other tasks,
while the data is being checked for errors using CRC.

Interrupt interaction during memory scan: If the
INTM bit is set, the interrupt will take precedence there
by delaying the memory scan. If INTM is not set, the
scanner will take precedence over the interrupt,
resulting in increased interrupt response latency.

Configuration of the CRC and Memory
Scan Peripheral

Some commonly used CRC generator polynomials are

as follows:
TABLE 1: COMMONLY USED CRC
GENERATOR POLYNOMIALS
. Polynomial Seed
Name Polynomial Presentation | Value
SDLC x16 4+ x12 4 0x1021 OXFFFF
(CRC-16- | X®+1
CCITT)
CRC-16- x16 4+ x15 4 0x8005 0
ANSI X2 +1
CRC12 x12 4 x11 4 OX80F 0
X3+ X2+ X+ 1

Configuring the CRC

This section provides the configuration sequence for
the CRC in the form of a code snippet.

© 2015 Microchip Technology Inc.

DS90003128A-page 3




TB3128

EXAMPLE 1: CODE SNIPPET FOR CRC-CCITT STANDARD FOR DIRECT MODE CRC

CRCCONObits.EN = 1; // enable the CRC nodul e
CRCACC = OxFFFF; //seed a starting CRC val ue

CRCCONLlbi ts. PLEN = 0b1111; //order of the pol ynon al

CRCCONObi ts. CRCGO = 1; //start the CRC nodul e

for (data_index=0; data_index < data_size; data_index++

{
CRCDATL = data_buffer[data_i ndex];}

CRCDATH = (data_buffer[data_index] & OxFF00)>>8;

}

CRCXOR = 0x1021; //CRC generator polynonial for CRC-CCITT

CRCCONLbi ts. DLEN = 0b0111; //length of the data word = 8 bits

16
CRCCONObits. ACCM = 1; //Direct CRC algorithm zero augnentation not required
CRCCONObits. SHHFTM = 0; // Msb of the data will be shifted first

else {// data has> 8 bits; |oad CRCDATAH register first

CRCDATL = (data_buffer[data_i ndex] & OxFF); }

unsi gned char data_buffer[] = {0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38, 0x39};

data_si ze = sizeof (data buffer); // data_buffer is the array containing data

whi | e (CRCCONObi ts. CRCFULL); // wait until the data registers are full
if (CRCCONlbits.DLEN <8){ // data has < 8 bits; |oad data i n CRCDATL

and t hen CRCDATL

whi | e( CRCCONObi ts. BUSY) ;// check if CRC calculation is conpleted
crc = CRCACC;, // read the CRC check value ( = 0x29Bl1 for given data sequence)

Configuring the Memory Scan

According to the IEC 60730 standard to support the
Class B certification, the memory tests are performed
periodically during system run time. At the system start-
up, the CRC checksum of the data stored in the
program memory (Flash) is calculated and can be used
as a reference checksum. It can be stored in the Flash
memory. During run time, the CRC and Memory Scan
functions can be called periodically. The calculated
checksum during run time can be compared with the
reference checksum. If both the checksums are equal,
then the memory test is considered to have passed.
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EXAMPLE 2:
DIRECT MODE CRC

CODE SNIPPET FOR MEMORY SCAN USING CRC-CCITT STANDARD FOR NON-

SCANCONObi ts. EN = 1;
SCANCONObi t s. MODE = O;
SCANCONObi ts. | NTM = 0;
SCANLADR STARTADR; //
SCANHADR STOPADR;

/! Concurrent node

CRCCONObits. EN = 1;
CRCACC = OxFFFF;
CRCXOR = 0x1021;
CRCCONLbi ts. DLEN = 0b0111;
CRCCONLbi ts. PLEN = 0b1111;
CRCCONObi ts. ACCM = 1; //zeroes equal
CRCCONObits. SHHFTM = 0; // Msb of the data will
CRCCONObits. CRCA = 1; //start the CRC nodul e
SCANCONObi ts. SCANGO = 1; //Begin the scan

whi | e( SCANCONObI t s. SCANGO) ;
//the CRC data registers
whi | e( CRCCONObi t s. BUSY) ;

crc = CRCACC;//

/] enabl e the CRC nodul e
/lseed a starting CRC val ue
/I CRC gener at or pol ynoni al

read the CRC check val ue

/1 enable the Menory Scan nodul e

/llnterrupts do not prevent NVM access
| oad beginning | ocation of the nenory to be scanned
/11 oad the end | ocation of the nenory to be scanned

for CRC-CCTT
//length of the data word =
//order of the polynomal = 16
to order of polynom al
be shifted first

/] wait for scanner to finish pushing data in to

//check if CRC calculation is conpleted

8 bits

will be augnented

Using MPLAB® Code Configurator (MCC)
for CRC and Memory Scan Modules

The MPLAB® Code Configurator, which is a plug-in tool
for MPLAB X IDE, generates the drivers for controlling
and driving the CRC and Memory Scan modules based
on the settings and selections made in the GUI, as
shown in Figure 2.

After clicking the Generate Code button, the project in
MPLAB X generates all the APIs for CRC and memory
scan as listed in the below Table 2:

TABLE 2:

LIST OF MCC APIs FOR CRC AND MEMORY SCAN

Function

Description

void CRC_Initialize(void)

Initializes the CRC as per settings done in the MCC.

void CRC_Start(void)

Sets the CRCGO bit of the CRCCONO register to begin
the shifting process.

bool CRC_8BitDataWrite(uint8_t data)

Writes data into CRCDATHL register pair.

uintl16_t CRC_CalculatedResultGet(bool reverse, uintl6_t xorValue)

Reads and returns the normal or reverse value.

bool CRC_IsBusy(void)

Returns the status of the BUSY bit of the CRCCONO
register to check CRC calculation is over or not.

void CRC_SCAN_StartScanner(void)

Starts the scanning process.

void CRC_SCAN_StopScanner(void)

Stops the scanning process.

void CRC_SCAN_SetAddressLimit(uint16_t startAddr,uint16_t endAddr)

Loads the address limits into the SCANLADRH/L and
SCANHADRHIL register pairs.

bool CRC_SCAN_HaslInvalidAddressOccured(void)

Checks the occurrence of invalid address in scanning
process.

bool CRC_SCAN_IsScannerBusy(void)

Returns the status of BUSY bit of SCANCONO register.

bool CRC_SCAN_HasScanCompleted(void)

Returns the status of the SCANIF interrupt flag.

Note 1:

For the latest version of the MCC GUI for CRC, visit Microchip’s web site.
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FIGURE 2: MPLAB® CODE CONFIGURATOR (MCC) FOR CRC AND MEMORY SCAN
MODULES
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Conclusion

The CRC can be used to detect the errors in the data
transmission in various digital communication systems.
Most of the popular communication protocols like USB,
Modbus, CAN and Ethernet employ CRC for error
detection. The CRC along with the Memory Scan
peripheral is useful while performing the memory tests
required in the IEC 60730 standard to support the
Class B certification. This technical brief covers the
CRC peripheral on 8-hit PIC microcontrollers. It also
provides the usage of the Memory Scan module in
conjunction with CRC and its configuration.
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APPENDIX A: EXAMPLE REGISTER SUMMARY FOR CRC AND MEMORY SCAN

TABLE A-1: SUMMARY OF REGISTERS ASSOCIATED WITH CRC AND MEMORY SCAN
MODULES

Name Bit 7 ‘ Bit 6 | Bit 5 | Bit 4 Bit 3 | Bit 2 | Bit 1 ‘ Bit 0
CRCACCH ACC<15:8>
CRCACCL ACC<7:0>
CRCCONO EN ‘ CARGO | BUSY | ACCM — | — | SHIFTM ‘ FULL
CRCCON1 DLEN<3:0> PLEN<3:0>
CRCDATH DATA<15:8>
CRCDATL DATA<7:0>
CRCSHIFTH SHIFT<15:8>
CRCSHIFTL SHIFT<7:0>
CRCXORH X<15:8>
CRCXORL X<7:1> —
INTCON GIE PEIE TMROIE INTE I0CIE TMROIF INTF IOCIF
PIR4 SCANIF CRCIF SMT2PWAIF | SMT2PRAIF SMT2IF SMT1PWAIF | SMT1PRAIF SMT1IF
PIE4 SCANIE CRCIE SMT2PWAIE | SMT2PRAIE SMT2IE SMT1PWAIE | SMT1PRAIE SMT1IE
SCANCONO EN SCANGO BUSY INVALID INTM — MODE<1:0>
SCANHADRH HADR<15:8>
SCANHADRL HADR<7:0>
SCANLADRH LADR<15:8>
SCANLADRL LADR<7:0>
SCANTRIG — — = = = = TSEL<1:0>
Legend: — = Unimplemented location, read as ‘0’. Shaded cells are not used by the Timer0 module.

*  Page provides register information.

© 2015 Microchip Technology Inc.
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APPENDIX B: CONVERSION OF SEED IN NON-DIRECT MODE OF CRC

Software License Agreement

The software supplied herewith by Microchip Technology Incorporated (the “Company”) is intended and supplied to you, the
Company'’s customer, for use solely and exclusively with products manufactured by the Company.

The software is owned by the Company and/or its supplier, and is protected under applicable copyright laws. All rights are reserved.
Any use in violation of the foregoing restrictions may subject the user to criminal sanctions under applicable laws, as well as to civil
liability for the breach of the terms and conditions of this license.

THIS SOFTWARE IS PROVIDED IN AN “AS IS” CONDITION. NO WARRANTIES, WHETHER EXPRESS, IMPLIED OR STATU-
TORY, INCLUDING, BUT NOT LIMITED TO, IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICU-
LAR PURPOSE APPLY TO THIS SOFTWARE. THE COMPANY SHALL NOT, IN ANY CIRCUMSTANCES, BE LIABLE FOR
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES, FOR ANY REASON WHATSOEVER.

If Non-Direct mode for CRC seed is used, the user can
pre-convert the seed value and directly load it into the
CRCACC<15:0> registers to reduce the time taken for
calculations.

For example, in SDLC (CCITT) standard, the initial
seed value used in direct algorithm is OXFFFF. This can
be pre-converted to a 0x84CF using the code snippet:

Code snippet for converting from direct algorithm seed

values to non-direct algorithm seed values, as shown in
Example B-1.

EXAMPLE B-1: CONVERTING DIRECT ALGORITHM SEED VALUES TO NON-DIRECT
ALGORITHM SEED VALUES

crcinit_direct = crcinit;

crc = crcinit;

for (i=0; i<order; i++) //order of CRC polynomal e.g. for CCITT order = 16

{

bit = crc & 1;

if (bit) crc”= polynom

crc >>= 1;

if (bit) crc|= crchighbit;//crchighbit for 16 bit CRC pol ynom al = 0x8000
}

crcinit_nondirect = crc;

DS90003128A-page 8 © 2015 Microchip Technology Inc.



Note the following details of the code protection feature on Microchip devices:

. Microchip products meet the specification contained in their particular Microchip Data Sheet.

. Microchip believes that its family of products is one of the most secure families of its kind on the market today, when used in the

intended manner and under normal conditions.

. There are dishonest and possibly illegal methods used to breach the code protection feature. All of these methods, to our
knowledge, require using the Microchip products in a manner outside the operating specifications contained in Microchip’s Data
Sheets. Most likely, the person doing so is engaged in theft of intellectual property.

. Microchip is willing to work with the customer who is concerned about the integrity of their code.

. Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code protection does not

mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection features of our
products. Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act. If such acts
allow unauthorized access to your software or other copyrighted work, you may have a right to sue for relief under that Act.

Information contained in this publication regarding device
applications and the like is provided only for your convenience
and may be superseded by updates. It is your responsibility to
ensure that your application meets with your specifications.
MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR
IMPLIED, WRITTEN OR ORAL, STATUTORY OR
OTHERWISE, RELATED TO THE INFORMATION,
INCLUDING BUT NOT LIMITED TO ITS CONDITION,
QUALITY, PERFORMANCE, MERCHANTABILITY OR
FITNESS FOR PURPOSE. Microchip disclaims all liability
arising from this information and its use. Use of Microchip
devices in life support and/or safety applications is entirely at
the buyer’s risk, and the buyer agrees to defend, indemnify and
hold harmless Microchip from any and all damages, claims,
suits, or expenses resulting from such use. No licenses are
conveyed, implicity or otherwise, under any Microchip
intellectual property rights.
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