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Introduction

This user guide describes how to port the ATWILC1000/ATWILC3000 Linux driver to another platform and
contains all the required modifications for driver porting.

The relevant source code for ATWILC device driver and firmware revisions are maintained on GitHub. It is
recommended that the user visit the following sites to get the latest code:

+ ATWILC1000/3000 Driver: github.com/linux4microchip/linux/tree/linux-6.1-mchp/drivers/net/wireless/
microchip/wilc1000

+ ATWILC1000/3000 Firmware: github.com/linux4wilc/firmware

Prerequisites

+ Hardware prerequisites:
- ATWILC1000

- ATWILC3000

+ Software prerequisites:
- ATWILC1000/ATWILC3000 Linux driver source code

- ATWILC1000 firmware binary
- ATWILC3000 firmware binary


https://github.com/linux4microchip/linux/tree/linux-6.1-mchp/drivers/net/wireless/microchip/wilc1000
https://github.com/linux4microchip/linux/tree/linux-6.1-mchp/drivers/net/wireless/microchip/wilc1000
https://github.com/linux4wilc/firmware
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1. Driver Architecture

The driver architecture is illustrated in the following diagrams.

Figure 1-1. ATWILC1000 Linux Driver Architecture
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Figure 1-2. ATWILC3000 Linux Driver Architecture
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1.1 Driver Modules

The section describes the driver modules.

1.1.1  Linux WLAN
The Linux WLAN implements Linux software-specific operations:

Controls the ATWILC device power
Initializes/de-initializes the module during insert/remove
Registers Interrupt Service Register (ISR)
Turns on and turns off the chip by controlling the CHIP EN and RESET N GPIOs
Registers the net_device interface
Downloads and starts the firmware
Implements the following net_device operations:

- mac_init_fn

- wilc_mac_open

- wilc_mac_close

- wilc_mac_xmit

- mac_stats

- wilc_set_multicast_list
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1.1.2

1.13

1.14

1.1.5

1.1.6

1.1.7

1.1.8

- wilc_set_mac_addr
+ Pushes TX packets into the TX queue
+ Delivers RX packets to the Linux stack

ATWILC WLAN

The ATWILC WLAN implements the ATWILC device ASIC-specific operations:
+ Initializes the chip

+ Downloads and starts the firmware

« Sends configuration packets

+ Processes TX Queue, sending packets to the firmware

+ Receives packets from the firmware

Configuration (cfg) Operations

* Implements a wiphy interface

* Registers with cfg80211

* Implements c£g80211 ops operations

+ Receives cfg operation requests from upper layers

+ Passes cfg operation requests to the host interface using messages that need to be handled
asynchronously

+ Passes cfg operation responses/callback to upper layers

Host Interface

« Handles messages that carry cfg requests from cfg operations

+ Builds configuration packets

+ Sends configuration packets to the ATWILC device and WLAN to be sent to firmware
* Receives cfg packet responses

ATWILC SDIO/SPI
Implements ATWILC-specific operations related to the communication bus protocol.

Linux SDIO/SPI:
Implements basic Linux-specific operations related to the communication bus.

ATWILC Power Management

+ Thin layer driver providing services for Bluetooth” Low Energy (BLE) stack and Wi-Fi” driver

+ Implements a character device interface to send commands to the BLE

+ Exports APIs for the Wi-Fi driver

+ Decides when to turn on and turn off the ATWILC device based on requests from Bluetooth and
Wi-Fi

+ Downloads BLE firmware to the ATWILC device’s Intelligent Random Access Memory (IRAM) using
Serial Peripheral Interface (SPI) or Secure Digital Input Output (SDIO)

AT Pwr Dev Character Interface

The Bluetooth/BLE stack uses a character interface that runs in the user space to convey commands
to the power management layer.

* Usethe echo BT POWER UP > /dev/wilc bt command to power-up the chip. This command
does not take effect if Wi-Fi is ON
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* Usethe echo BT POWER DOWN > /dev/wilc bt command to power-down the chip. This
command does not take effect if Wi-Fi is ON

* Usethe echo BT DOWNLOAD FW > /dev/wilc bt command to download Bluetooth FW to
IRAM using SDIO or SPI

* Usetheecho BT FW CHIP WAKEUP > /dev/wilc bt command to wake the chip up, issued
before downloading FW for both UART or SDIO/SPI

* Usetheecho BT FW CHIP ALLOW SLEEP > /dev/wilc bt command to allow the chip to
enter Sleep mode when appropriate

@ MICROCHIP



2. Kernel Modifications

2.1 Driver Source Code Integration

To integrate ATWILC device driver's source code into the kernel's build system, perform the following
steps:

1. Add the driver source code including the Kconfig file under 1inux root/drivers/net/
wireless/microchip/wilc1000.

2. Editlinux root/drivers/net/wireless/Kconfig to add the path to the ATWILC's driver
Kconfig source drivers/net/wireless/mchp/Kconfig.

3. Editlinux root/drivers/net/wireless/Makefile to add the ATWILC's driver source code
obj-$ (CONFIG_WLAN VENDOR MCHP) += mchp/.
2.2 Firmware Integration

To build ATWILC's firmware (FW) files as part of the kernel, perform the following steps:
1. Add firmwares to 1inux root/firmware/mchp/

2. Editlinux root/firmware/Makefile to add the firmware files
a. fw-shipped-$ (CONFIG WILC) += mchp/wilcl000 wifi firmware.bin

b. fw-shipped-$ (CONFIG WILC) += mchp/wilc3000 wifi firmware.bin
C. fw-shipped-$ (CONFIG WILC) += mchp/wilc3000 ble firmware.bin

2.3 Kernel Configuration

The user must perform the following modifications in the Linux kernel configuration to enable Wi-Fi
support. The user must use the menuconfig to perform these modifications if the kernel is being
built separately; otherwise, the user must add the corresponding CONFIG entries in the default
defconfig file that buildroot is configured to use.

1. Go to the directory of the Linux kernel and enter the following command:

$ make ARCH=arm menuconfig

Select the required configuration from the blue terminal to save and exit.

2. Enable the Linux 802.11 configuration API space. Select cfg80211 - wireless configuration API
from networking support >wireless menu
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Figure 2-1. Wireless Terminal Screen

.config - Linux/arm 4.9.36 Kernel
> Networking su

Configuration
port > Bluetooth subsystem sup

Bluetooth subsystem support
Arrow keys navigate the menu.
submenus ----). Highlighted letters are hotkeys.
<N> excludes, <M> modularizes features.
Help, </> for Search.

Legend: [*] built-in
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Press <Esc><Esc> to exit, <?> for
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ort ——mMmM8M ™M MMM ™

Pressing <Y> includes,

<M> module < >

--- Bluetooth subsystem support

Bluetooth Classic (BR/EDR) features
(B Sluctooth Low Eneray (1€) featured
[1 Enable LED triggers
[ 1 Bluetooth self testing support
[*]

Export Bluetooth internals in debugfs
Bluetooth device drivers --->

*

< Exit > < Help >

< Save >

< Load >

3. Enable BLE by going to Networking Support > Bluetooth subsystem support (see the

following figure).
Figure 2-2. Bluetooth Subsystem Support

.config - Linuxfarm 4.9.36 Kernel Configuration
> Networking support > Bluetooth subsystem su
Bluetooth subsystem support

Arrow keys navigate the menu.
submenus ----). Highlighted letters are hotkeys.

<N> excludes, <M> modularizes features.
Help, </> for Search. Legend: [*] built-in
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<M> module < >
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B Eluctooth Low Energy (Le) features
L1 Enable LED triggers
[1 Bluetooth self testing support
[*1

Export Bluetooth internals in debugfs
Bluetooth device drivers

*

e

< Exit >

< Help > < Save

> < Load >
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4. Enable HCI by going to Bluetooth device drivers (refer to the following figure).

Figure 2-3. Bluetooth Device Driver

Bluetooth device drivers
Arrow keys navigate the menu. <Enter> selects submenus ———> (or empty Submenus
————)}. Highlighted letters are hotkeys. Pressing <Y> includes, «<N> excludes, <M>
modularizes features. Press <Esc»<Esc> to exit, <?> for Help, </» for Search.
Legend: [*] built-in [ ] exXcluded <M> module < > module capable

<ll> BCI USE driver

< » HCI 5DIO driver

<*>» HCI TUART driver

—F— UART (H4) protocol support

= BCSP protocol support

= Ltheros AR300x serial support

= HCILL protocol support

L] Three—wire TUART (HS5) protocol support
[ ] Intel protocol support

. Eroadcom protocol support

] fualcomm Atheros protocol support
[ 1] Intel AGEXX protocol support

< Exit > < Help > < Save > < Load >

5. Configure the ATWILC Driver from Device Drivers > Network Device Support.Selectthe
required configuration as mentioned in the following figure.
Note: If the driver code is added under linux root/drivers/staging, the menuconfig
entries are available under bevice Drivers > Staging drivers.

If using only the SDIO (Secure Digital Input Output) bus, choose ‘SDIO support’ on the bus type
item if WILC1000 chipset or module is connected by SDIO bus on the platform.

Figure 2-4. Driver Driver — WILC SDIO

Arrow keys navigate the menu. <=Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <¥Y>
includes, =<N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, =<?> for Help, =</> for Search. Legend: [*] built-in [ ]
< = GCT GDM724x LTE support
< > ilinx FPGA firmware downlocad module
[ ] Unisys SPAR driver support ----
< > ilinx Clocking Wizard
< > Support for small TFT LCD display modules ----
é*! M-crohiE devices
L]
< > IILC SPI
[ ] IILC out of band interrupt
< > MOST support ----
« Exit > < Help = < Save = < Load >

If using the SDIO bus with the external interrupt, there may be trouble with the SDIO interrupt
on the special platform. Use the interface mixed SDIO bus and external IRQ pin to operate
ATWILC1000. Select ‘Use out of band interrupt’ to send the interrupt signal to the external pin.
This option appears when SDIO is chosen.
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Figure 2-5. Driver Driver — WILC SDIO OUT OF BAND INTERRUPT

Staging drivers 7
Arrow keys navigate the menu. <=Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <¥Y>
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, =<?> for Help, </> for Search. Legend: [*] built-in [ ]

s > GCT GDM724x LTE support

< = ¥ilinx FPGA firmware download module

e | Unisys SPAR driver support ----

< > #1linx Clocking Wizard

< > Support for small TFT LCD display modules ----
[*] Microhip devices

<M= WILC SDIO

€ > WILC SPI1

[M]  WILC out of band interrupt]

< > MOST support -=---

< Exit > < Help > < Save > < Load >

If using the SPI (Serial Peripheral Bus) bus, select ‘SPI support’ on the bus type item if the
WILC1000 chipset or module is connected on the platform by the SPI bus. The ‘Use out of band
interrupt’ is hidden because the SPI bus demands the external IRQ pin to receive data from
ATWILC1000.

Figure 2-6. Driver Driver — WILC SPI

Staging drivers
Arrow keys navigate the menu. <Enter> selects submenus ---> {or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=>
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

*11inx FPGA firmware download module

-

[ 1 Unisys SPAR driver support ----

< > ¥ilinx Clocking Wizard

< > Support for small TFT LCD display modules ----
=] Microhip devices

< > WILC SDIO

=M= HWILC SPI

= > MOST support ----
o< KeyStream K57010 SDIO support
< > Pi433 - a 433MHz radio module for Raspberry Pi

< Exit > < Help > < Save > < Load >

6. Enable "CRC7 functions" - The WILC driver uses the CRC7 Cyclic Redundancy Check for the SPI
command validation.
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7. Enable "CRC16 functions" - The WILC driver uses the CRC16 Cyclic Redundancy Check for the SPI

Library routines

Arrow keys navigate the menu. <Enter> selects submenus ---> (or
empty submenus ----). Highlighted letters are hotkeys. Pressing
<Y> includes, <N> excludes, <M> modularizes features. Press
<Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]

()

< > CRC calculation for the T10 Data Integrity Field

{M} CRC ITU-T V.41 functions

-*- CRC32/CRC32c functions

< > CRC32 perform self test on init

CRC32 implementation (Slice by 8 bytes) --->

< > CRC64 functions

< > CRC4 functions

(i} CRC7 functions]

-*- CRC32c (Castagnoli, et al) Cyclic Redundancy-Check

< > CRC8 function

v(+)

< Exit = < Help = < Save = < Load =

Data validation.

Library routines
Arrow keys navigate the menu. <Enter> selects submenus ---> (or
empty submenus ----). Highlighted letters are hotkeys. Pressing <v=>
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

[ 1 Generic bitfield packing and unpacking

< > CORDIC algorithm

< > Simple prime number generator for testing

M} CRC-CCITT functions

i*

< > CRC calculation for the Ti1® Data Integrity Field
v(+)

< Exit > < Help = < Save > < Load >
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3. Buildroot Modifications

The user must perform the following modifications to enable packages of the buildroot.
1. Go to the directory of the buildroot, then enter the S make menuconfig command.

2. Enable dynamic/dev management using udev. Move to System configuration > dev
management, then select Dynamic using udev.

Figure 3-1. /dev management Screen

/dev management
Use the arrow keys to navigate this window or press the hotkey of
the item you wish to select followed by the {SPACE BAR>. Press
¢?> for additional information about this option.

( ) Static using device table
( ) Dynamic using devtmpfs only
( ) Dynamic using mdev

() §oynamic using ude

{Select) { Help >

3. Enable wpa_supplicant from Target package->Networking applications, then select
wpa_supplicant.
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ATWILC1000/ATWILC3000
Buildroot Modifications

Figure 3-2. Networking applications — wpa_supplicant Screen

4. Enable WPA3 Support for wpa_supplicant from Target package->Networking
applications->wpa supplicant, then select Enable WPA3 Support.

User Guide DS70005329) - 14
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Target packages

Figure 3-3. menuconfig: Enable WPA3 Support for wpa_supplicant

N e kT 1
Networking app

Arrow keys navigate the menu. <Enter)> selects submenus ---> (or empty submenus
--=-=), Highlighted letters are hotkeys. Pressing <Y> selects a feature, while
<N> excludes a feature. Press <Esc><Esc> to exit, <?> for Help, </> for Search.
Legend: [*] feature is selected [ ] feature is excluded
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Notes:

wireguard tools
wireless-regdb

tools

Install shared library
wireshark
wpa_supplicant

nl80211 support
AP mode

Enable Wi-Fi Display
Enable mesh networking

autoscan

EAP

HS520

ayslog support
WPS

WPA3 support

Install wpa cli binary
Install wpa_client shared library

+ For wpa_supplicant version 2.9 or earlier, two patch changes that are related to SAE handling
are required to merge with wpa_supplicant (below). These patches are already included in
wpa_supplicant official version 2.10.

- https://w1.fi/cgit/hostap/commit/?id=9bd9434108871108a2988bb9ec7694890060b406
- https://w1.fi/cgit/hostap/commit/?id=d046f2a9f93691215ed112080abd0954557cd90c

+ The patch files must be copied in the folder: /buildroot-at91/package/wpa_supplicant or
buildroot-external-microchip/patches/wpa_supplicant/2.9/.

+ On the linux4sam buildroot system, the patches are kept in the buildroot-external-
microchip repo at “patches/wpa_supplicant/2.9" path. The patch files in the github repo
are located at: https://github.com/linux4sam/buildroot-external-microchip/commits/master/
patches/wpa_supplicant.

5. Enable hostapd from Target package > Networking applications, then select hostapd.
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ATWILC1000/ATWILC3000
Buildroot Modifications

Figure 3-4. menuconfig: Enable hostapd

6. Enable WPA3 Support for hostapd from Target package->Networking applications-
>hostapd, then select Enable WPA3 Support.
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Figure 3-5. menuconfig: Enable WPA3 Support for hostapd
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< Exit > < Help > < Save > < Load >

1. Allocate IP addresses between the server and client. Move to Target package > Networking
applications, then select dhcp.

Figure 3-6. menuconfig: Enable dhcp

Networking applications S
Arrow keys navigate the menu. <Enter> selects submenus --->.
Highlighted letters are hotkeys. Pressing <Y> selectes a feature,
while <N> will exclude a feature. Press <Esc><Esc> to exit, <?> for
Help, </> for Search. Legend: [*] feature i3 selected [ ] feature is

[ ] cups

[*] dhcp server

[*] Enable delayed ACK feature
[*] dhcp relay

[*] dhecp client
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2. Move to Target package > Libraries > Networking, then select 1ibnl.
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Figure 3-7. menuconfig: Enable libnl

Networking
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{Select) { Exit ) < Help > { Save ) < Load >

3. Connect to a secured AP. Move to Target packages > Libraries, then select Crypto.

Figure 3-8. menuconfig: Enable openssl
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(Select) <{ Exit ) < Help > { Save ) < Load >

3.1 Enabling BlueZ 5.x Package using Build Root Options

Perform the following steps to enable Bluetooth-related packages and tools for SAMA5D4 and
ATWILC3000.
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1. Clone the Buildroot-at91. For more details on cloning and building
the buildroot-at9, refer to https://www.at91.com/linux4sam/bin/view/Linux4SAM/
BuildRootBuild#How_to_build_Buildroot_for_AT91.

2. Configure the SAMA5D4 Xplained defconfig.
Go to the directory of the buildroot, then enter the following command:

Smake atmel sama5d4 xplained defconfig

3. Configure the menuconfig.
Go to the directory of the buildroot, then enter the following command:

$ make menuconfig

Note: The WCHAR support (Toolchain > WCHAR) must be enabled, as it has dependency on the
BlueZ stack.

Figure 3-9. Enable WCHAR Support

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing
<¥Y> selects a feature, while <N> excludes a feature. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] feature is
selected [ ] feature is excluded
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(buildroot) custom toolchain vendor name

library (uClibc-ng) ---»
*** Kernel Header Options ***

ernel Headers (Same as kernel being built) --->
ustom kernel headers series (4.14.x) --->

*** yClibc Options ***
(package/fuclibc/uClibc-ng.config) uClibc configuration file to use?
ﬁ) dditional uClibc configuration fragment files

M] Enable WCHAR support|
[ 1 Enable toolchain locale/i18n support
hread library implementation (Native POSIX Threading (NPTL)) --->
[ ] Thread library debugging
[ ] Enable stack protection support
[*] compile and install uClibc utilities
*** Binutils Options ***
inutils version (binutils 2.29.1) --->
O dditional binutils options
*%* GCC Options ***

CC compiler Version (gcc 6.x) --->
) dditional gcc options
*] Enable C++ support

nable Fortran support

nable compiler link-time-optimization support
nable compiler OpenMP support

nable graphite support

*** Host GDB Options ***

[ ] Build cross gdb for the host

*

—————————

< Exit > < Help > < Save > < Load >

4. To enable the Bluez5 stack, navigate to Target packages > Network Applications, then select
the tools as shown in the following figure.

@ MICROCHIP


https://www.at91.com/linux4sam/bin/view/Linux4SAM/BuildRootBuild#How_to_build_Buildroot_for_AT91
https://www.at91.com/linux4sam/bin/view/Linux4SAM/BuildRootBuild#How_to_build_Buildroot_for_AT91

Figure 3-10. Enable Bluez
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Note: Make sure that install deprecated tool is selected; the tool includes the hciattach tool.
This is used to enable Bluetooth over UART.

5. Save the config file, then run the make command.
After successful completion, the root fs.ubi file is generated in the /buildroot-at91/
output folder.
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4. Porting Driver

To port the Linux driver to another platform, the APIs that are dependent on the hardware are
changed to another implementation that suits the new platform.

4.1 ATWILC Power Control

The host controls the ATWILC device's power using two pins, CHIP_EN and RESET. If these pins
are connected to the host's GPIO pins, it is recommended that the device tree file be modified

as explained in 4.5. General Purpose |0s. Therefore, the driver can retrieve information from the
GPIOs connected to ATWILC's CHIP_EN and RESET.

Other hardware designs connect the CHIP_EN and RESET to the power line using an RC network,
which ensures that the ATWILC device is powered on with the host. In this case, these APIs are not
required and it is recommended that they be modified to avoid changing the GPIO configurations
that might be already used for another function.

Note: When ATWILC's module is loaded to the Linux kernel, it communicates with the ATWILC's
SDIO/SPI controller. Upon success, it calls the corresponding probing function, which initializes
the rest of the driver. The Linux kernel must find the SDIO/SPI controller prior to ATWILC's driver
initialization. Therefore, the user must ensure that ATWILC is powered-up prior to initialization.

4.1.1 ATWILC Power Off
To turn off the chip, set the CHIP_EN and RESET low.

4,1.2 ATWILC Power On

To turn on the chip, set the CHIP_EN and RESET low, then set the CHIP_EN line high, then set the
RESET high with a 5 ms delay.

Note: For the power-up sequence, the chip must be set to power-off, then set to power-on together.

A reference power control APl implementation is provided below.

void wilc wlan power (struct wilc *wilc, bool on)
{
if (!gpio_is valid(wilc->power.gpios.chip en) ||
!gpio is valid(wilc->power.gpios.reset)) {
/* In case SDIO power sequence driver is used to power this
* device then the powering sequence is handled by the bus
* via pm_runtime * functions. */
return;
}
if (on) {
gpio_direction output (wilc->power.gpios.chip en, 1);
mdelay (5) ;
gpio _direction output (wilc->power.gpios.reset, 1);
} else {
gpio direction output (wilc->power.gpios.chip en, 0);
gpio direction output (wilc->power.gpios.reset, 0);
}
}

4.2 SDIO

4.2.1 Rescan SDIO Card

When the ATWILC device is connected to the host using the SDIO bus, the host's SDIO controller
initializes and then interrogates the ATWILC device's SDIO controller. The interrogation operation
happens when the host is booting. If any SDIO device is powered on after the host is booted, a
rescan operation must be triggered to detect it.
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The ATWILC device must be powered on by default at startup. For the ATWILC3000 Shield Board,
there is an RC network for powering on. This can be done by mounting the resistor R312 with an
approximate value of 120k in the location shown below on the ATWILC3000 Shield Board.

Figure 4-1. SDIO Resistor on Shield Board
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Tip: If the ATWILC module powers up automatically during the system boot, the rescan
SDIO is not required because the ATWILC SDIO initialization and interrogation is performed
during the system boot.

4.2.2 SDIO Card Detect

MMC slots have a card detect line that is used by Linux to indicate that an SDIO card was inserted,
which can be used if ATWILC is connected through the MMC slot such as when ATWILC1000 SD
board is used. However, not all setups would have this line connected. For example, ATWILC3000
Shield Board + SAMA5D4 Xplained setup uses the Arduino header for connection, which does not
expose the card detect GPIO (PE3). In this case, it is essential to remove the dependency on the card
detect line for the platform to detect ATWILC's SDIO controller.

Under the corresponding MMC entry in the dts file, remove the cd-gpios entry and add a non-
removable property. For the MMC entry setting in the DT Overlay file, see 4.5. General Purpose [Os.

Note: Add the broken-cd property instead of non-removable in the dts file if there is no card detect
line and the module cannot power up during system boot.
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4.3 SPI

The ATWILC device driver identifies the SPI port that is to be used for communication by passing the
Linux SPI registration API, spi register driver ( ), aftercalling module spi driver( ).

The variable of match table of the structure spi driver is used to specify an
appropriate . compatible parameter.

The ATWILC device's spi_driver is defined below in the spi . c file.

static const struct of device id wilc_of match[] = {
{ .compatible = "microchip,wilcl000", 1},
{ .compatible = "microchip,wilc3000", 1},

{ /* sentinel */ }
}i
MODULE_DEVICE TABLE (of, wilc of match);

static const struct dev pm ops wilc spi pm ops = {
.suspend = wilc spi suspend,
.resume = wilc spi resume,
}i
static struct spi driver wilc spi driver = {
.driver = {

.name = MODALIAS,
.of match table = wilc of match,

.pm = &wilc spi pm ops,
b
.probe = wilc bus probe,
.remove = wilc_bus_remove,

}i

The user must make sure that the . compatible parameter defined in of device id
wilc of match[] is defined in the board's device tree file that describes the board.

For example, the SAMA5D4's device tree at91-sama5d4_xplained.dts fileinthe kernel tree/
arch/arm/boot/dts path is modified to match the driver, as shown below. In addition, the SPI
clock was changed to improve communication with the host processor. Therefore, the spi-max-
frequency property must be changed appropriately under the corresponding SPI device node.

spil: spi@fc018000 {
cs-gpios = <&pioB 21 0>;
status = "okay";

wilc spiQO {
compatible = "microchip,wilcl1000", "microchip,wilc3000";

spi-max-frequency = <48000000>;
reg = <0>;
interrupt-parent = <&pioB>;
interrupts = <26 0>;
reset-gpios <&pioE 21 0>;
chip en-gpios = <&pioB 27 0>;
status = "okay";

}i
I 8

4.4 UART DMA

For the ATWILC3000 only, the user must ensure that the Direct Memory Access (DMA) is enabled in
the Universal Synchronous/Asynchronous Receiver/Transmitter (USART).

For example, the SAMA5D4’s sama5d4.dtsi file inthe kernel tree/arch/arm/boot/dts pathis
modified as shown below.

usart4: serial@fc010000 {
compatible = "atmel,at91sam9260-usart";
reg = <0xfc010000 0x100>;
interrupts = <31 IRQ TYPE LEVEL HIGH 5>;
dmas = <&dmal
(AT91 XDMAC DT MEM IF(0) | AT91 XDMAC DT PER IF (1)
| AT91 XDMAC DT PERID(20))>,
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<&dmal

(AT91 XDMAC DT MEM IF(0) | AT91 XDMAC DT PER IF (1)
| AT91 XDMAC DT PERID(21))>;

dma-names = "tx", "rx";

pinctrl-names = "default";

pinctrl-0 = <&pinctrl usartd>;

clocks = <&pmc PMC TYPE PERIPHERAL 31>;
clock-names = "usart";

status = "disabled"

bi
Note: SDIO/SPI DMA may be enabled for Wi-Fi depending on the application requirements.

4.5 General Purpose 10s

The ATWILC device driver uses 3 GPIOs connected to CHIP_EN, RESET and IRQn. To port the driver to
a new host, it is recommended that the corresponding GPIO numbers be updated.

The driver reads the corresponding GPIO numbers from the device tree file. If the GPIOs were not
found in the device tree file, the driver uses the static definition of the GPIO numbers defined in
wlan.h

Use the following function to read the corresponding GPIO numbers from the device tree file:

int wilc of parse power pins(struct wilc *wilc)

static const struct wilc power gpios default gpios[] = {
{ .reset = GPIO NUM RESET, .chip en = GPIO NUM CHIP EN, },
}i
struct device node *of = wilc->dt dev->of node;
struct wilc power *power = &wilc->power;
const struct wilc power gpios *gpios = &default gpios[0];
int ret;
power->gpios.reset = of get named gpio flags(of, "reset-gpios", 0,
NULL) ;
if (!gpio_is valid(power->gpios.reset))
power->gpios.reset = gpios->reset;

power->gpios.chip en = of get named gpio_flags(of, "chip en-gpios", 0,
NULL) ;
if (!gpio is valid(power->gpios.chip en))
power->gpios.chip en = gpios->chip en;

if (!gpio is valid(power->gpios.chip en) ||
!gpio_is valid(power->gpios.reset))
return -EINVAL;

ret = devm _gpio request (wilc->dev, power->gpios.chip en, "CHIP_EN");
if (ret)
return ret;

ret = devm gpio request (wilc->dev, power->gpios.reset, "RESET");
return ret;

}

A device tree overlay is used at runtime (by the bootloader in this case) to dynamically modify the
device tree, by adding nodes to the tree and making changes to properties in the existing tree. The
WILC SDIO DT-Overlay file is present in the dt-overlay-at91 repo.

sama5d4 xplained/sama5d4 xplained wilc sdio.dtso file

gmmcl |
faddress-cells = <1>;
#size-cells = <0>;
pinctrl-names = "default";

pinctrl-0 = <&pinctrl mmcl clk _cmd dat0O &pinctrl mmcl datl 3>;
mmc-pwrseq = <&wifi pwrseqg>;
non-removable;
bus-width = <4>;
status = "okay";
wifi: slot@O {
compatible = "microchip,wilcl1000", "microchip,wilc3000", "atmel,wilc sdio";
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reset-gpios = <&pioB 28 GPIO ACTIVE HIGH>;
chip en-gpios = <&pioC 30 GPIO ACTIVE HIGH>;
interrupt-parent = <&pioC>;

interrupts = <27 0>;

reg = <0>;
bus-width = <4>;
status = "okay";

}i
}:

sama5d4 xplained/sama5d4 xplained wilc_ spi.dtso file

&spil {
#address-cells = <1>;
#size-cells = <0>;
status = "okay";

wilc spi: wilc spi@O {

compatible = "microchip,wilcl1000", "microchip,wilc3000";
spi-max-frequency = <48000000>;
reg <0>;

interrupt-parent = <&pioC>;
interrupts = <27 0>;
reset-gpios = <&pioB 28 0>;
chip en-gpios = <&pioC 30 0>;
status = "okay";
}i
}i

The following example shows the change required for SPI and SDIO in DT-overlays.
DT-Overlay file for SPI:

github.com/linux4sam/dt-overlay-at91/blob/master/sama5d4_xplained/
sama5d4_xplained_wilc_spi.dtso

DT-Overlay files for SDIO:

github.com/linux4sam/dt-overlay-at91/blob/master/sama5d4_xplained/
sama5d4_xplained_wilc_sdio.dtso

mmcl: mmc@fc000000 {
pinctrl-names = "default";
pinctrl-0 = <&pinctrl mmcl clk _cmd dat0O &pinctrl mmcl datl 3>;
non-removable;
vmmc-supply = <&vcc mmcl reg>;
vgmmc-supply = <&vcc 3v3 reg>;
status = "okay";
wilc sdio@O({
compatible = "microchip,wilcl1000", "microchip,wilc3000", "atmel,wilc sdio";
reset-gpios <&pioB 28 0>;
chip en-gpios = <&pioC 30 0>;
irg-gpios = <&pioC 27 0>;
status = "okay";
reg = <0>;
bus-width = <4>;

}i
}:

spil: spi@fc018000 ({

cs-gpios = <&pioB 21 0>;

status = "okay";

wilc spi@0 {
compatible = "microchip,wilcl1000", "microchip,wilc3000";
reg = <0>;
reset-gpios <&pioB 28 0>;
chip en-gpios = <&pioC 30 0>;
irg-gpios = <&pioC 27 0>;
status = "okay";
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5.1

5.2

5.3

5.4

5.5

Vendor Specific HCl Commands

Some non-standard Host Controller Interface (HCl) commands are used by the ATWILC3000
Bluetooth core to provide extended services and options for the host.

Updating UART Parameters Command

When the host needs to change the UART settings of the Bluetooth controller, the command
mentioned in the table below is used to change the baud rate and flow control options.

Table 5-1. UART Parameters Command Structure

HCI Packet Indicator Op Code Parameters Length Parameters Payload

OxFC53 Baud rate (4bytes) Flow control (1byte)

Changing BD Address

The host uses the command mentioned in the following table to change the BD address. After
performing this command, a standard Reset command (Op Code 0x0c03) is performed to update
the new address.

Table 5-2. Command Structure to Change BD Address

HCI Packet Indicator Op Code Parameters Length Parameters Payload

0xFC54 BD Address (6 bytes)

Write Memory

The following table describes the write memory command structure. This command is used when
the Boot ROM is running on the host controller only to write a block of memory to the Bluetooth
controller. Its main function is to download the firmware to the controller.

Table 5-3. Write Memory Command Structure

HCI Packet Op Code Parameters Parameters Payload Data Block
Indicator Length

OxFC52 Address (4 bytes)  Size (4 bytes) Data block to be
written to the
memory

Vendor-Specific Reset

The following table describes the vendor-specific Reset. This command is used when the Boot ROM
is running on the host controller only. It is issued after new firmware is downloaded to the Bluetooth
controller's memory to start the command.

Table 5-4. Change BD Address Command Structure

HCI Packet Indicator Op Code Parameters Length Parameters Payload

OxFC55

Read Register
The following table describes the Read registers. This command is used to read registers from the
Bluetooth controller using UART.

Table 5-5. Read Register Command Structure

HCI Packet Op Code Parameters Parameters Payload
Indicator Length

0xFCO1 Register Address (4 0x20 0x01
bytes)
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5.6 Set BT TX Power

The following table describes how to set the BT TX power command structure. This command is
used to set the transmit power to a specific level.

Table 5-6. Set BT TX Power Command Structure

HCI Packet Indicator Op Code Parameters Length Parameters Payload

OxFC3B Reserved (2 bytes) TX Level (1 Byte)

The TX levels can be set to one of the following values, 0, 3, 6, 9, 12, 15, 18. Values other than those
recommended will be floored to the nearest supported level. A maximum level might be enforced by
the firmware to comply to RF regulations.
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6.1

6.2

6.2.1

6.2.2

6.2.3

Bluetooth Firmware Download
This chapter describes the different ways to download Bluetooth firmware for the ATWILC3000 only.

Using SDIO or SPI
As described in 1.1.8. AT Pwr Dev Character Interface, the power device module is used to download
the Bluetooth firmware using the command below.

echo BT POWER UP > /dev/wilc bt
echo BT DOWNLOAD FW > /dev/wilc bt

Using UART

The Bluetooth controller has a Boot ROM that starts execution as soon as the device is powered up.
It is used to receive the firmware, download it to the instruction memory and trigger the controller
to start executing it. The Boot ROM runs initially at 115200 bps baud rate, and flow control is
disabled. If the Bluetooth firmware is already running on the CPU, do not download firmware.

Firmware Download Detection

The host determines if the ATWILC Microprocessor Control Unit (MCU) is running firmware that is
downloaded or running from the Boot ROM. The host determines if a new version of firmware is

to be used. The detection is finished by reading the local version through the standard Read Local
Version HCl command Op Code 0x1001 and checking for byte number ' 7' in the HCI event packet
sent back from the Bluetooth controller as follows:

+ If byte 7 is 255, then the Boot ROM code is running on the CPU
+ If byte 7 is 6, then the firmware code is running on the CPU

Firmware is Already Downloaded
If the firmware is already downloaded, the host can perform the following:
+ Change the UART parameters like the baud rate and flow control options

+ Change the BD address of the Bluetooth controller if the BD address is not stored on the
controller

+ Send a Reset command. This is mandatory if the BD address is changed

Start Firmware Download
The download process goes through the following steps:
1. Send standard Reset command Op Code 0x0c03 to the controller.

2. Raise the controller baud rate to a higher baud rate to speed up the download process; this
step is done by issuing the vendor-specific UART Parameters Command to the controller with the
required baud rate. Disable the flow control at this point.

3. Raise the host baud rate to a matching baud rate.

Start downloading the firmware image to the controller IRAM starting at address 0x80000000
through the Write Memory vendor-specific HCl commands.

5. Send the vendor-specific reset HCl command to transfer the execution from the Boot ROM code
to the downloaded firmware code.

6. Update the host UART's baud rate and flow control settings to the initial settings that the
firmware operates and communicates with the host UART's settings.

7. Raise the controller baud rate and flow control settings to the required run time operational
settings.
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8. Raising the host UART settings to match the controller settings.

Change the BD Address of the controller if the BD Address is not stored on the Bluetooth
controller.
10. Send the standard HCI Reset command to the controller to operate with the new BD Address.
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7.1

Suspend/Resume
This chapter describes the required changes for the suspend and resume mechanism.

Host Wake-up

When the host is in Suspend mode, the controller wakes up the host on certain events using the

wake-up GPIO available on the host board. The wake-up GPIO can be identified using the following:

+ Ifthe host is using SDIO bus with in-band interrupt, WILC will use a separate interrupt line
through the IRQ to wake-up the host.

+ If the host is using SDIO bus with out of band interrupt, or SPI bus, IRQ line will be used by both
the buses to indicate new event to the host, and to wake up the host if it is in Suspend mode. For
more information on how to configure the host's GPIO number connected to ATWILC's IRQ pin,
refer 4.5. General Purpose IOs.

The example below shows how to configure the GPIO on PC27 as the wake-up GPIO for the
SAMAS5D4 by modifying the at91-sama5d4 xplained.dts file (dts file) as follows:

Modify the pinctrl@£fc06a000 block, the underlined text, to define PC27 as a GPIO:

pinctrl@fc06a000 {
board {
pinctrl key gpiol: key gpio 1 {
atmel,pins =
<ATO91 PIOC 27 ATO91 PERIPH GPIO AT91 PINCTRL PULL UP DEGLITCH>;
1i }i }i

Where, pinctrl1@fc06a000 is a part of “apb” block which itself is a part of “ahb” block.
Then, modify the gpio_keys block, underlined text to define PC27 as an active-high wake-up GPIO:

gpio_keys { compatible = "gpio-keys";
#address-cells = <1>;
#size-cells = <0>;

pinctrl-names = "default";
pinctrl-0 = <&pinctrl key gpio>;

pinctrl-1 <épinctrl key gpiol>;

pb_userl {

label = "pb userl";

gpios = <&pioE 8 GPIO ACTIVE HIGH>;

linux,code = <0x100>;

gpio-key,wakeup; }s
pb_suspend resume wakeup {

label = "pb suspend resume wakeup";

gpios = <s&pioC 27 GPIO ACTIVE HIGH>;
linux,code = <0x100>;
gpio-key,wakeup; }; Y
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Appendix A — Loading ATWILC Module

After the kernel is booted, call the modprobe/insmod command for loading the wilc-spi or wilc-sdio
module, if the ATWILC module is not built along with kernel. The sequence followed by both the
SDIO and SPl interfaces are almost same and are explained as follows.

modprobe/insmod command add or remove the modules from the Linux kernel. modprobe
command checks in the module directory /1ib/modules/ for all the modules, while the insmod
command checks the base directory of the driver that is mentioned as parameter.

During compilation, the build process extracts this information from all the drivers. Upon loading
the module, the device in the driver is compared with the devices declared in the device tree file.

Load the power sequence driver "pwrseq_sd8787.ko" module prior to loading the wilc-spi or wilc-
sdio module, in case the WILC1000/ 3000 did not power up properly at startup (i.e., did not
connect resistor R321 for the WILC3000 Shield Board mentioned in Chapter 4.2.1). Do not load
pwrseq_sd8787.ko if WILC1000/3000 is at power-on during startup.

While using the Microchip Common Linux Kernel (Linux4Microchip), the power sequence driver is
included in the kernel and is dependent on the WILC driver. Enable the PWRSEQ_SD8787 module in
the kernel configuration to enable the feature.

The pwseq_sd8787 driver can be downloaded from github.com/linux4microchip/linux/blob/master/
drivers/mmc/core/pwrseq_sd8787.c.

The DTS documentation can be found at github.com/linux4microchip/linux/blob/master/
Documentation/devicetree/bindings/mmc/mmc-pwrseqg-sd8787.yaml.

modprobe wilc-spi/ modprobe wilc-sdio

On receiving the modprobe command, the driver is loaded and the execution starts from the
module spi driver () * function for SPl or module driver () function for SDIO. This function
passes to the kernel, the structure containing the device_id, probe and remove function, and so
on. Once a device ID match is found in the DTS file, the probe function is called. Either the

wilc bus probe () Or linux sdio probe () function is called respectively for SPI/SDIO interface.

The probe function performs early initialization for modules and registers the device ATWILC with
the kernel.

The sequence of actions performed by the probe function is shown in the following figure:
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Figure 8-1. Sequence of Probe Function

Load the configuration from DTS file like the GPIOs, SPI
frequency, and so on.

~

Instantiate and allocate the SP1/SDIO module for ATWILC and
pass the instance to the ATWILC driver through
wilc_cfg80211_init( )

<

Initialize the ATWILC network driver

.

i) Register the ATWILC as Wi-Fi network device

i) Allocate memory for Wi-Fi operations

iii) Register network operation management hooks using
net_device_ops like —— mac_init, mac_open,

U

Provide the ATWILC device with the power on sequence using
the reset and chip enable pin

This concludes the probe operation and the success log is shown in the following figure.

Figure 8-2. modprobe/insmod Log
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0. ATWILC SPI CRC Support

For the SPI kernel module, the module parameter can enable the CRC check for the SPI bus

communication. The driver supports enabling Command (CRC7) and Data (CRC16) CRC check.

enable_crc7: module parameter enables Command CRC check.
enable_crc16: module parameter enables Data CRC check.
Note: By default both the Command and Data CRC are disabled

Below is the example on how to enable the Command and Data CRC check for the SPI during
module loading.

modprob wilc-spi enable crc7=1 enable crclé=1
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10.

Appendix B — ATWILC SDIO Communication

SDIO protocol provides communication over the SD bus and is based on command and data bit
streams that are initiated by a Start bit and terminated by a Stop bit.

Command is a token that starts an operation. A command is sent from the host either to a
single card (addressed command) or to all connected cards (broadcast command). A command is
transferred serially on the CMD line.

Response is a token that is sent from an addressed card, or (synchronously) from all connected
cards, to the hosts as an answer to a previously received command. A response is transferred
serially on the CMD line.

Data can be transferred from the card to the host or vice versa. Data is transferred via the data
lines.

Data transfer to/from the SD Card are done in blocks. Data blocks are always succeeded by CRC bits.

Single and multiple block operations are defined.
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11.

Appendix C— ATWILC SDIO Protocol Example

After successfully loading the ATWILC module, enter if config wlan0 up command to bring up
the Wi-Fi interface. It initializes ATWILC SDIO, reads the Chip ID, downloads Wi-Fi firmware and brings
up the WLAN interface.

Upon calling if config wlan0 up command, wilc mac_open () function is invoked first, in
whichwilc wlan initialize () is called to initialize WLAN interface wilc wlan init calls the
corresponding hif init () to bring up HIF layer. If SDIO interface is used wilc sdio init( ) is
called and if SPI interface isused wilc spi init () is called. The sequence of SDIO packets while
initializing WLAN interface in the ATWILC3000 is described in this section.

As per ATWILC's driver implementation, the first command to send in wilc sdio init ( ) function
is as follows.

Figure 11-1. Enable CSA

SDIO_FBR_ENABLE_CSA;

ret = wilc sdio cmd52(wilc, &cmd);
if (ret) {

dev_err(&func->dev, "Fail cmd 52, enable csa...\

CSA Enable bit controls access to the Code Storage Area for this function. If this bit is cleared to 0,
then any read or write access to the CSA shall be blocked. If this bit is set to 1, then access to the
CSAis allowed. This bit is cleared to 0 upon reset. The code will set 7t bit of Function Basic Registers
(FBR) of function 0 with address 0x100 to enable CSA.

Figure 11-2. Function Basic Register with Address 0x100

Address 7 6 5 4 3 | 2 | 1 | 0
0x100 Function 1 | Function 1 RFU RFU Function 1 Standard SDIO Function
CSA supports interface code
enable CSA

The corresponding SDIO logs are as follows.
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Figure 11-3. Enable CSA Command from Host

ARG 0xB0020080

DIR: from Host, CMD:0x34, ARG:0x80020080 and CRC:0x6C.
As per CMD52 format,

« Command starts with Start bit as ‘0’

+ Direction as ‘1" that is from host

+ CMDS52 identifier as 110100b

+ Argument value of 0x80020080 which has R/W flag as 1

« Function number as 0

+ RAWflaga ‘0

* Register address as 0x10

+  Write data as 0x80 (which sets CSA Enable bit of above said register)
+ CRCas‘0x6C

+ Endbitas ‘1.

ATWILC's response is as follows.

Figure 11-4. Enable CSA Response from Slave

ARG 0x00001080.

DIR: from Slave, CMD:0x34, ARG:0x1080 and CRC:0x5A

As per CMD52 response R5,

+ Start bit as ‘0’

+ Dir ‘0" which is from card to host

+ CMD52 identifier as 110100b

* Argument value of 0x00001080 which has response flag as 0x10
+ Function number as 0

+ RAWflaga ‘0

+ Register address as 0x10

*  Write data as 0x80 (same data which is sent in previous packet)
+ CRC as ‘Ox5A

+ Endbitas‘1’

Since RAW flag is set, the same register is read immediately to make sure if the bit is set. Read
command from the host is as follows.

@ MICROCHIP



Figure 11-5. Read CSA Command from Host

ARG 0x00020000

DIR: from Host, CMD:0x34, ARG:0x20000 and CRC:0x36

ATWILC's response is as follows.

Figure 11-6. Read CSA Response from Slave

- ARG 0X000010C7 - - CRC OX01

DIR: from Slave, CMD:0x34, ARG:0x10C7 and CRC:0x01. From the above log, C7 is returned as the
data which has CSA Enable bit as set.

Set function 0 block size as 512 in address 0x10-0x11 which is in Card Common Control Registers
(CCCR) of Common I/0 Area (CIA).

Figure 11-7. CCCR Register with Address 0x10-0x11

0x10- FNO Block Size I/0 block size for Function 0
0x11

Figure 11-8. Set Function 0 Block Size Command from Host

unc 8 block si

sdio_priv->block_size =

The above function is sent as two commands from the host.
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wilc _sdio_set block_s struct wilc *wilc, u8 func_num,
u32 block

sdio func *func = dev_to sdio func(wilc->dev);
sdio_cmd52 cmd;

cmd . function
cmd . raw
cmd . addr

dev_err(&fun
cmd . addr
return ret;

1
I

1Ze »

I0_FBR_BASE( 1;

The SDIO logs for above commands are as follows.

Figure 11-9. Set Function 0 Block Size Command from Host

ARG DX80002000 CRCOXD1

DIR: from Host, CMD:0x34, ARG:0x80002000 and CRC:0x01.

The response for the above command from ATWILC is as follows. It is sent for address 0x10, with
data as 0x00 (lower byte of 512, 0x0200).

Figure 11-10. Set Function 0 Block Size Response from Slave

ARG 0X00001000 CRC 0x1B

DIR: from Slave, CMD:0x34, ARG:0x1000 and CRC:0x1B.
The next CMD52 is sent for address 0x11, with data as 0x02 (higher byte of 512, 0x0200).
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Figure 11-11. Set Function 0 Block Size Command from Host

ARG DX8000Z202

It has DIR from Host, CMD:0x34, ARG:0x80002202 and CRC:0x05 .

The response for the above command from ATWILC is as follows.

Figure 11-12. Set Function 0 Block Size Response from Slave

ARG 0x00001002

It has DIR: from Slave, CMD:0x34, ARG:0x1002 and CRC:0x09

After setting function 0 block size successfully, enable function 1 by setting IOE1 bit (I/0 enable) in
Card Common Control Registers, with address as 0x02 and data as 0x02.

Figure 11-13. CCCR Register with Address 0x02 and 0x03

0x02 I/O Enable IOE7 IOEG IOES IOE4 | IOE3 I0E2 IOE1 RFU

0x03 I/O Ready IOR7 | IORE | IOR5 IOR4 | IOR3 IOR2 | IOR1 RFU

Figure 11-14. Enable Functionl I/O Register

cmd.data =
ret = wilc _sdio_cmd52(wilc, &cmd);
if (ret) {
dev_err(&func->dev,
"Fail cmd 52, set IOE register...)

goto 3

The SDIO logs are as follows.
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Figure 11-15. Enable Functionl I/O Register Command from Host

ARG 0x80000402 . . . ©RCOMD

DIR: from Host, CMD:0x34, ARG:0x80000402 and CRC:0x4D

The response from ATWILC for above command is as follows.

Figure 11-16. Enable Functionl I/O Register Response from Slave

ARG 0X00001002 = = _ CRC 0x09

DIR: from Slave, CMD:0x34, ARG:0x1002 and CRC:0x09

If RAW flag is set as ‘1', register with address ‘0x02’ is read using sdio readb () function
immediately after writing using sdio writeb ().

Figure 11-17. Read Functionl I/0 Register Command from Host

ARG OX0O0OD400 — ~CRCOx44

It has DIR: from Host, CMD:0x34, ARG:0x400 which has R/W flag as 0, function number as 0, RAW flag
a'0’, register address as 0x02, read data as 0x00 and CRC:0x44

Response from ATWILC is as follows.

Figure 11-18. Read Functionl I/O Register Response from Slave

ARG 0X0000100Z" - “CRCOX0S

As per CMD52 response R5, argument value of 0x00001002 which has response flag as 0x10, read
data as 0x02. The read data is as same as the one written previously. This means function 1 is
enabled (IE1) in CCCR.

After enabling function 1 as above, make sure function 1 is ready by reading IOR1 bit (I/0 Ready) in
CCCR with address 0x03. The register must return value of 0x02 to set the IOR1 bit.
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Figure 11-19. Read Functionl IOR Register

cmd . functi
cmd. raw =
cmd . add
loop =

g

SDIO logs are as follows.

Figure 11-20. Read Function1 IOR Register Command from Host

ARG 0X00000600

DIR: from Host, CMD:0x34, ARG:0x600 and CRC:0x52.

ATWILC's response are as follows.

Figure 11-21. Read Function1 IOR Register Response from Slave

ARG 0x00001002

DIR: from Slave, CMD:0x34, ARG:0x1002 and CRC:0x09.
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From above argument, read data is returned as ‘0x02’ which means IOR1 is set and function 1 is up.

Set function 1 block size as WILC SDIO BLOCK SIZE which is 512. Address 0x110-0x111 holds I/O
block size for Function 1. This is sent as two CMD52 commands.

Figure 11-22. Set Functionl Block Size

truct wilec *wilc, u8 func_num,

ict sdio_func *func = dev_to_sdio_func(wilc->dev);
uct sdio_cmd52 cmd;
ret;
read_write
cmd. function = 8;
cmd . raw
cmd .
cmd. |
ret ' 2(wilc, &cmd);
if |
"Failed cmd52, set

1
T

cmd. addr = SDIO_FBR_BASE( iz
cmd. de ( '

ret

if

SDIO logs are as follows.

Figure 11-23. Set Functionl Block Size Command from Host

ARG 0X80022000 = = ] CRC OXS5F

DIR: from Host, CMD:0x34, ARG:0x80022000 and CRC:0x5F
The above command set data is 0x00 (last byte of 512, 0x0200) to address 0x110.

ATWILC's response is as follows.
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Figure 11-24. Set Function1 Block Size Response from Slave

ARG 0x00001000 ' ' ' ' ~ CRCOXIB

DIR: from Slave, CMD:0x34, ARG:0x1000 and CRC:0x1B
The next command set data is 0x02 (first byte of 512, 0x0200) to address Ox111.

Figure 11-25. Set Function1 Block Size Command from Host

ARG 0x80022202"

DIR: from Host, CMD:0x34, ARG:0x80022202 and CRC:0x5B

ATWILC's response is as follows.

Figure 11-26. Set Function1 Block Size Response from Slave

ARG 0x00001002 = = s CRTOx08

DIR: from Slave, CMD:0x34, ARG:0x1002 and CRC:0x09

Set Interrupt enable for function 1. To set this IEN1 and IENM bit in CCCR register in address 0x04
needs to be set.

Figure 11-27. Card Common Control Registers (CCCR) with Address 0x04

| 0x04 | IntEnable | IEN7 | IEN6 | IEN5 [ 1EN4 | IEN3 [ IEN2 | IEN1 [ IENM |

I[ENX: Interrupt Enable for function x. If this bit is cleared to 0, any interrupt from this function shall
not be sent to the host. If this bit is set to 1, then this function’s interrupt shall be sent to the host if
the master Interrupt Enable (bit 0) is also set to 1.

IENM: R/W Interrupt Enable Master. If this bit is cleared to O, no interrupts from this card shall be
sent to the host. If this bit is set to 1, then any function’s interrupt shall be sent to the host.
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Figure 11-28. Enable FunctionO Interrupt

cmd
cmd. function = 8;
cmd.raw = 1

cmd . adc

cmd . d:

ret

if (ret)
v_err(&func->dev, "Fail cmd 52, set IEN register...\n
to ;

Commands sent from host to ATWILC are as follows.

Figure 11-29. Enable FunctionO Interrupt Command from Host

=EamRE e Gl g | i | L

DIR: from Host, CMD:0x34, ARG:0x80000803 and CRC:0x30

ATWILC's response is as follows.

Figure 11-30. Enable FunctionO Interrupt Response from Slave

ARG OX0O001003 - — 1 CRC 0X00

DIR: from Slave, CMD:0x34, ARG:0x1003 and CRC:0x00

Since RAW flag is set as 1, the same register is read again to make sure IE1 and IENM bits are set.
Commands sent from host to ATWILC are as follows.
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Figure 11-31. Read FunctionO Interrupt Enable Command from Host

ARG 0x00000800

DIR: from Host, CMD:0x34, ARG:0x800 and CRC:0x30

ATWILC's response is as follows.

Figure 11-32. Read FunctionO Interrupt Enable Response from Slave

ARG 0x00001002 = - ' | CRCOx00

DIR: from Slave, CMD:0x34, ARG:0x1003 and CRC:0x00. From above log, it is returning the data as
0x03 which indicates IE1 and IENM bits are set.

Read chip ID from the device to know if the device is ATWILC1000 or ATWILC3000.
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Figure 11-33. Read Chip ID from the Device

u32 wilc_get_ chipid(struct wilec *wilc, update)
I
!
u32 chipid;
ret;

u32 tempchipid = @;

if (chipid == @
ret = wilec->
&tempchipi

c start]: fail read reg
tempchip i

d

= tempchipid;
1
¥

return chipid;

Read register with address 0x3b0000 to see if the Chip ID is ATWILC3000 and if it is not, then read
register with address 0x1000 to get ATWILC1000 Chip ID. wilc->hif func->hif read reg() will
call either wilc sdio read reg() orwilc spi read reg() based on the hostinterface used.

Since SDIO interface is used, wilc_sdio_read reg () will be called. Address OxFO-OxFF is reserved
for Vendor Unique registers and CMD52 is used to access these registers and for others CMD53 is
used.

Before read/write operation, address pointer to Function CSA needs to be set first. These three bytes
make up a 24-bit pointer to the desired byte in the CSA to read or write. CSA is already enabled in
previous commands. Address 0x10C-0x10E holds pointer to Function 1 Code Storage Area (CSA).
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wilc_sdio_read_reg(struct wilc *wilc, u32 addr, u32 *data)

ruct sdic_func *func = dev_to_sdic func(wilc->»dev);
ruct wilc sdio *sdio priv = wilc-»bus data;

3
le3

ret

ret;

(addr »>= @xf && addr <= 8
struct sdio cmd52 cmd;

cmd.read_write = 8;
cmd . function = 8;
cmd.raw = 8;
cmd.address = addr;
ret = wilc_sdio _cmd52(wilc, &cmd);
if (ret) {
dev_err(&func->dev,
"Failed cmd 52, read reg (%B8x) ...\n", addr);
return ret;

= cmd.data;

return ret;

.read_write = 8;
.function = 8;
.address =
.block_mode = 8;
.dncrement = 1;
.count = 4;

buffer = (u8 *)data;

.block_size = sdio_priv->block size;
= wilc_sdioc cmd53(wilc, &cmd);
(ret) {
dev_err({&func->»dev,
"Failed cmd53, read reg (%88x)...\n", addr);
return ret;

2 _to_cpus(data);
urn @;

The following commands set address 0x3b000000 to address 0x10C-0x10E.

Figure 11-34. Set Pointer to Function 1 Code Storage Area Command from the Host
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DIR: from Host, CMD:0x34, ARG:0x80021800 and CRC:0x4C. It sets data 0x00 (last byte of
0x3b00000) to address 0x10CO.

ATWILC's response is as follows.

Figure 11-35. Set Pointer to Function 1 Code Storage Area Response from the Slave

ARG 0x00001000 : CRC 0x18B

DIR: from Slave, CMD:0x34, ARG:0x1000 and CRC:0x1B
Next command sets data 0x00 (second byte of 0x3b00000) to address 0x10DO.

Figure 11-36. Set Pointer to Function 1 Code Storage Area Command from the Host

ARG 0x80021A00 : : ] CRCOXSA

DIR: from Host, CMD:0x34, ARG:0x80021A00 and CRC:0x5A

ATWILCC response is as follows.

Figure 11-37. Set Pointer to Function 1 Code Storage Area Response from the Slave

ARG 0X00001000 : - CRCOXIE

DIR: from Slave, CMD:0x34, ARG:0x1000 and CRC:0x1B
The next command sets data 0x3B (first byte of 0x3b00000) to address 0x10EO.

Figure 11-38. Set Pointer to Function 1 Code Storage Area Command from the Host

ARG 0x80021C38 — — - o EeGREOXIS:
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DIR: from Host, CMD:0x34, ARG:0x80021C3B and CRC:0x18

ATWILC's response is as follows.

Figure 11-39. Set Pointer to Function 1 Code Storage Area Response from the Slave

ARG OxOOOO103B

DIR: from Slave, CMD:0x34, ARG:0x103B and CRC:0x63

Send CMD53 to read data from above set address by using byte transfer (Block mode=0). The
address 0x10F is a data access window to Function 1 Code Storage Area (CSA). Byte count for this
transfer is set as 4.

Figure 11-40. CMD53 to read data from Host

ARG 0x04021E04

DIR: from Host, CMD:0x35, ARG:0x4021E04 and CRC:0x73

ATWILC's response is as follows.

Figure 11-41. CMD53 Read Response from Slave

ARG 0X00001000 — — — —1  CRCOX2D

DIR: from Slave, CMD:0x35, ARG:0x1000 and CRC:0x2D

CHIP ID is returned from ATWILC using DAT[0]:DAT[3] lines. For example, ATWILC3000 Chip ID is
003000D0 and is returned as follows. Start and end bits, as well as the CRC bits, are transmitted for
every one of the DAT lines. CRC bits are calculated and checked for every DAT line individually.
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Figure 11-42. CHIPID Response from Slave

sdio init () function is executed successfully and the response from ATWILC is successfully sent
to the host. The ATWILC Initialization is done successfully. This can be seen in kernel logs as follows.

Figure 11-43. ifconfig wlanO up Command Logs

i 1fconf1g wlanB up
BA@1:1 wlanB: INFO [wilc_mac_open]IMAC OPEN[b6e498%1]1 wlanB

wlanB: INFO [wilc_init_host 1nt]Hogt[hﬁe49891][1a938ddh]
: INFO [wilc_mac_open]#*ee pe—init
= INFO [wilc_wlan 1n1t]In1t1a11g1ng WILC_Wlan
i H speed: 50000088
wilec ﬂd1o H :1: chipid BA1863 a8

IRQ GPIO is requested and initialized in the function init irg() . After this, kernel threads are
initialized for transmission and debugging using the wlan initialize threads () function. Its
logs are as follows.

Figure 11-44. ifconfig wlan0 up Command Logs

wilc_=dio mmcB:B001:1 wlan@: [wile_wlan_initialize JWILC Initialization done
wilc_sdio mmcB:0001:1 wlan@: [wlan_initialize_threads lInitializing Threads ...
wilc_sdio mmcB:0001:1 wlanB: [wlan_initialize_threads lICreating kthread for transmission

wilc_sdio mmcB:8001:1 wlanB: [wlan_initialize_threads ICreating kthread for Debugging
wilc_sdio mmcB:8001:1 wlanB: [init_irglIRQ request succeeded IRQ-NUM= 49

Download the Wi-Fi firmware based on device AWILC1000 or ATWILC3000. It is performed using two
functions wilc wlan get firmware () andwilc firmware download ().Once the firmwareis
downloaded successfully, start the firmware using 1inux wlan start firmware () function. If
there is an error in starting the firmware, this function will return a negative value.

Once firmware is started successfully, the firmware version can be seen from kernel log. Configure
firmware parameters such as operation mode, BSS type, power management and so on., in
linux wlan init test config().
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Figure 11-45. ifconfig wlan0 up Command Logs

wilc_sdio mmcBA:B@A1:1 wlanB: INFO [wilc_wlan_get_firmware lDetect chip WILCi888
wilc_sdio mmcBA:80A1:1 wlanB: INFO [wilc_wlan_get_firmware Jloading firmware mchpsuilclBBB@_wifi_firmware.bin
wilc_sdio mmc@:B086. wlanB: INFO [wilc_wlan_get_firmuware JWLAN firmware: mchpswilclBB@_wifi f irmuware.bin
wilc_sdio mmcBA:80A1:1: Unexpected interrupt (1> int=1
wilc_handle_isr,>> UNKNOWN_ INTERRUPT — BxHPR280EA
wilc_sdio mmc@:8801:1 wlanB: INFOQ [wilc_firmware dounload]Dounloadlng Firmware ...
wilc_wlan_firmuware dounloadDounloadlng firmuware size = 135844
wilc_wlan_firmuware_download Offset 1268388
wilc_wlan_firmware_download Offset = 135844
wilc_sdio mmcH:B88 wlanB: INFO [wilc_firmuware_downloadlDownload Succeeded
wilc_sdio mmcH:BA0H. wlan®@: INFO [wilc_start_firmwarelStarting Firmware ...
wilc_sdio mmcB:80A1:1 wlanB: INFO [wilc_start_firmware lWaiting for FW to get ready ...
cfg_indicate_rx: Info message received
wlan®@: INFO [wilc_start_firmuware IFirnuware guccessfully started
wlanB: INFO [wilc_wlan_initialize JWILC Firmuware Uer WILC_UWIFI_FWY_REL_15_4_1 Build:
wlan@: INFO [wilc_init_fw_configlStart configuring F1Pmuare
wlan@: INFO [wilc_mac_openlMac address: f8:fA:@5:e5:48:6e
wlan@: INFO [wilc_set_multicast_list]Setting mcast List with count =
1 wlan@: INFO [wilc_set_multicast_list]lEntrylB]1: 33:33:00:00:00:01
sdio wlan®@: INFO [wilc_set_multicast_list]lEntwyll1l: 33:33:00:00:80:82
wilc_sdio wlan@: INFO [wilc_set_multicast_list]Setting mcast List with count

wilc_sdio wlan@: INFO [wilc_set_multicast_list]lEntry[@A]: 33:33:00:80:88:81
wilc_sdio wlan@: INFO [wilc_set_multicast_list]Entryll]l: 33:33:80:80:0 2
wilc_sdio wlan@: INFO [wilc_set_multicast_list]Entryl[2]1: 81:80:5e:80:08:81
u11c odlD wlan@: INFO [set_power_mgmtldev [wlan@]
wlan®@: INFO [set_power_mgmt] Power zave Enabled= 8 ., TimeQut = -1
wlan@: INFO [wilc_set_multicast_listlSetting mcast List with count
wlan®@: INFO [wilc_set_multicast_list]Entwy[@A]l: 33:33:00:00:80:081
wlanB: INF0O [wilc_set_multicast_list]lEntrylil: 33:33:00:80:0
wilc_sdio wlan®@: INFO [wilc_set_multicast_listlEnteyl2 B1:A8:5e:80:8
wilc_sdio wlan®@: INFO [wilc_set_multicast_list1Enteyl3
# wilc_sdio mmcH:BA@1 wlanB: INFO [wilc_set_multicast_list]1Setti
wilc_sdio mmcB:8001 : wlan@: INFO [wilc_set_multicast_listlEntrylB
wilc_sdio wlan®@: INFO [wilc_set_multicast_listlEnteyll
wilc_sdio mmc@:8801:1 wlanB: INFO [wilc aet_multlcaat_llﬁt]Enth[%
— 4

H 1

= 33:33:ff:ebh:48:6e

g mcast List with count = 5.
: 33:33:00:00:AA:01

: 33:33:00:00:0

D B1:8A:5e:00:0

= 33:33:ff:ebh:48:6e

= 33:33:ff:00:80:88

wilc_sdio mmcBA:80A1:1 wlanB: INFO [wilc_set_multicast_list lEntryl
wilc_sdio mmcB:8081:1 wlanB: INFO [wilc_set_multicast_list1Entryl

1
1
n
1
1
1
1
1
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12. Appendix D — Troubleshooting Kernel Bootup Issue

If the .dtb and the zImage size is greater than the default size, the kernel does not boot up. Example
kernel log is as follows.

U-Boot 2017.03-linux4sam 5.6 (Jan 14 2019 - 15:10:15 -0700)

CPU: SAMASD44

Crystal frequency: 12 MHz
CPU clock : 600 MHz

Master clock : 200 MHz

DRAM: 512 MiB

NAND: 512 MiB

MMC: Atmel mci: O

In: serial

Out: serial

Err: serial

Net: ethO: ethernet@f8020000
Hit any key to stop autoboot: 0

NAND read: device 0 offset 0x180000, size 0x817c
33148 bytes read: OK

NAND read: device 0 offset 0x200000, size 0x3df7c8
4061128 bytes read: OK

## Flattened Device Tree blob at 21000000

Booting using the fdt blob at 0x21000000

Loading Device Tree to 3£951000, end 3£f95c77d ... OK

Starting kernel

The procedure to edit the environment commands to fix above error is as follows.

1. Pressany key whenthe Hit any key to stop autoboot: command is shown to stop
autoboot.
This "=>" symbol appears if successful.

2. Enter pri to print environment variables.

baudrate=115200

bootargs=console=ttyS0,115200

mtdparts=atmel nand:256k (bootstrap)ro, 512k (uboot)ro, 256k (env), 256k (env_redundant) ,256k (spar
e), 512k (dtb), 6M (kernew

bootcmd=nand read 0x21000000 0x00180000 0x0000817C; nand read 0x22000000 0x00200000
0x003DF7C8; bootz 0x22000000 - 0x21000000

bootdelay=1

ethaddr=fc:c2:3d:0c:8e:el

fdtcontroladdr=3£95dc50

stderr=serial

stdin=serial

stdout=serial

Environment size: 468/131067 bytes

3. Ifthe dtb and zimage is bigger than the default size, use the following command to adjust the
size.

editenv bootcmd

- Replace 0x0000817C to 0x0000al7C for bootcmd variable (dtb file size).
- Replace 0x003DF7C8 to 0x004DF7C8 (zImage file size).
- Enter saveenv command to save the command.
- Enter pri to print the saved environment variables.
4. Type boot to restart the booting process with the saved values.

@ MICROCHIP



13. Appendix E — Kernel Version Suggested For Firmware

The WILC release is tested against a specific Linux Kernel version, and is compatible with any other
Linux Kernel and platform that runs Linux.

The following table shows the Linux Kernel version tested with the WILC release:

WILC Driver Version Linux Kernel Version

15.3.1 4.9
15.4 5.4
15.4.1 5.4
15.5 5.10
15.6 5.10
15.7 5.15
16.0 5.15
16.1 6.1
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14. Appendix F — Multi-Kernel Support

From ATWILC 15.7 onwards, the kernel featurization code that allowed the driver to compile on older
kernel versions is removed. The kernel featurization code is provided as a separate patch.

To download and apply the Multi-Kernel Support patch, perform the following steps:
1. Clone the Linux kernel from linux4microchip github repository.

git clone https://github.com/linux4microchip/linux.git

2. Check out the required Linux4Microchip kernel, for example, the linux4microchip-2022.04 tag.
git checkout linux4microchip-2022.04 -b linux4microchip-2022.04
3. Download the Multi-Kernel Support patch for the specific ATWILC release

from files.linux4microchip.com, for example.files.linux4microchip.com/pub/wilc/wilc_15_7/linux/
linux-5.15-mchp/linux4microchip-2022.04/wilc_driver_multikernel.patch.

4. Apply the patch using the following command.

git am --3way wilc_driver multikernel.patch
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