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AT07926: Connecting Wireless Networks to the Internet
using Xively Technology

Atmel ATmega256RFR2

Description

This application note exhibits techniques to connect IEEE® 802.15.4 wireless
networks to the Internet. This example uses ATmega256RFR2 Xplained Pro demo
boards as edge devices on a wireless sub-network. The Atmel® Low-Cost Ethernet to
Wireless Gateway [1] serves as a bridge between the wireless sub-network and
conventional Ethernet LAN infrastructure. Xively’s cloud services tie the system
together with remote control applications on the World Wide Web. This document
describes how to start quickly with the provided sample applications and how to
modify them for a specific need.

Features

e Remote control of XPRO demos boards using the internet

e Sample firmware for ATmega256RFR2 XPRO Remote Nodes

e Sample firmware for Atmel Low-Cost Gateway Reference Board
e Sample Xively web application for control

¢ ATmega256RFR2-XPRO Edge Devices
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1. Introduction

The provided example shows Xively’s embedded C library running on the ATmega256RFR2, passing messages from
the edge devices to Xively's cloud service. The Low-Cost gateway reference design [1] is the bridge between the
wireless sub-network and Xively.

This particular implementation uses the Atmel Light Weight Mesh as the wireless sub-network. The ATmega256RFR2
supports several IEEE 802.15.4 network stacks including ZigBee® Pro, ZigBee Light Link, ZigBee HA, IEEE 802.15.4
MAC, and 6LoWPAN. This example exists in the user application layer and is not dependent on the lower layers of the
wireless sub-network. In other words this solution can be ported to other IEEE 802.15.4 networks as needed.

The sub-network and basic application are derived from Atmel application note AT03755 Android demo application to
control IEEE 802.15.4 devices [2]. For demonstration purposes, AT03755 implements simple indicator LEDS and GPIO
button detection. Wireless Edge Devices can take various forms such as battery powered sensors, actuators, indicators,
lights, thermostats, control panels and so forth. The firmware used on the ATmega256RFR2-XPRO Edge Device was
not modified and is documented in AT03755 [2]. Details on modification to the Gateway Application firmware are
detailed in this document.

Data (LED ON / LED OFF states), flows from the Xively service through to the edge devices via the lightweight mesh
network. The LED states are sent to Xively by a front-facing web application. The basic architecture is explained in
Figure 1-1.

Figure 1-1. Block Diagram
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The sample web application will allow you to control the LED on the Device. Other commands can easily be setup to
allow added functionality, but this is the default capability of the sample application. While both the application and
Xively support multiple devices, for simplicity only one edge device will be used in this demo.

AtmeL AT07926: Connecting Wireless Networks to the Internet using Xively Technology
[APPLICATION NOTE] 3

42275A-AVR-04/2014



2. Xively Setup

2.1 Xively Introduction

This example shows how Xively technology can be used to control edge devices on wireless sub-networks and how to
connect the wireless sub-network to conventional LAN infrastructure. Xively is a platform as a service for building
connected products. Through Xively’s messaging platform, you can control local lightweight mesh networks with
messages from anywhere in the world. Xively makes it easy to get started building connected experiences and you can
use it for this demo for free.

2.2 New Xively Account

The demo requires a Xively account. If you haven’t made a Xively account already, go to (https://xively.com/signup/) to
get one.

Now we will go through the process of adding a new device to the Xively Workbench, configuring it for our needs, and
finding the necessary information to connect Xively to our Low-Cost gateway.

2.3  Xively Device Creation
e Start off by going to the Develop tab
e Once in the Develop tab, press the ‘Add Device’ button

Figure 2-1. Adding Device
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e This will bring you to the “add new device” page; fill in a descriptive name for your device. “Atmel Gateway” is
a good one.

e Select whether you want your feed to be public or private
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e You can also add an optional description at this stage

e Finally click the “Add Device” button at the bottom to create your device

e You will be taken to the newly created Xively Workbench for your device

e The Xively Workbench is the center for all device development on Xively. It shows all your devices information

(such as the feed ID which we will need later), recent requests to and from that device, current channel values,
API keys, triggers, and more.

e Now that your device is setup, we are ready to move on. You will need two very important pieces of data from

this page, the Feed ID and the API key (see Figure 2-2), so make sure you keep the page open or copy these
down somewhere.

Figure 2-2. Feed ID and APl Key
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Gateway Firmware Setup

The hardware gateway creates a bridge between the lightweight mesh network and the Internet, and from there to
Xively. The gateway application is designed to be run on the ATmega256RFR2 Low-Cost Gateway reference design
[1]. We will pass data from the lightweight mesh devices directly to Xively by using the translation layer provided in this
gateway app. The gateway firmware queries data from Xively and passes relevant binary information to the devices in
the mesh.
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The gateway must be configured to talk to a specific Xively feed. By default, it is designed to be setup with only a single
Xively feed. However, this feed can pass data to multiple lightweight mesh devices.

For the purposes of this tutorial all the building and configuration of the code will use Atmel Studio 6.1.

2.5 Downloading Atmel Studio and Xively LCGW code

In addition to the core gateway functionality, we must also configure the Xively parameters before we can start building
the application and running it on the Low-Cost Gateway.

If you don’t have it already, download and install Atmel Studio 6.1 from Atmel.com/Studio. Once installed, ensure that
you do the “kits update” in order to ensure Xplained Pro support is up to date. In addition to the software, you will need
a JTAGICE dongle to program the gateway using the J1 5x2 100 mil header.

Figure 2-3. Unzipped Folder View

Uu I » lcgw_xively » - | +y ‘ | Search legw_sxavel) o)
Organize v Include in library » Share with = New folder = O @
_£| Documents “*  Name Date modified Type
a' Music Pa——
binaries 07/02/2014 14:35 File folder
b=/ Pictures _ - = -
= gateway_and_device 07/02/2014 14:35 File folder
E Videos - I - :
- » libxively 07/02/2014 14:35 ile folder
/& Computer
& Local Disk (C) < ¢ i ’
3 items

The file Icgw_xively v0.1.zip contains all the code needed to get started building a Low-Cost Gateway solution. Browse
to where the project was unzipped as shown in the figure, and open the ‘LcGw_ATmega256rfr2’ solution file.

Figure 2-4. Opening Solution File
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AtmeL AT07926: Connecting Wireless Networks to the Internet using Xively Technology
[APPLICATION NOTE] 6

42275A-AVR-04/2014


http://www.atmel.com/microsite/atmel_studio6/default.aspx
https://www.dropbox.com/sh/37f1cb9l2iwi9q4/gD-QOBRlWv

2.6

2.7

3.1

3.2

Xively Parameters Configuration

Now the project is ready to be configured with a specific Xively Feed and APl Key. Open the ‘appXivelyClient.h’ file, and
find the lines for ‘XI_API_KEY’ and ‘XI_FEED_ID’. Replace these with the API key and Feed ID from the Xively setup
step. This will connect the gateway with your Xively account.

Building and Programming the Gateway Application

Now the gateway application is ready to be built. To build it go to ‘Build > Build Solution’. The output screen will show
the build progress. Some Warnings may be thrown, but as long as there are no errors, your build has completed
successfully and the code is ready for flashing onto the gateway chip.

Device Firmware Setup

Overview

The device application is designed to run on the ATmega256RFR2 Xplained Pro board. The application allows the LED
on the board to be controlled with the web application built on Xively. This functionality can easily be expanded but is
the sole focus of this demo.

Programming Device Application

The Xplained Pro boards have embedded USB debugger and can be programmed with the Device Programming Tool
in Atmel Studio 6 and a USB Micro-B cable. The firmware running on the device has been reused from AT03755 [2].
You simply need to program the device with pre-compiled binary, which can be found in
‘lcgw_xively\binaries\Device_1.hex’. The recommended fuse settings are 0xC2, 0x9D, OxFE.

Physical Connection

At this point make sure the programmers are disconnected. The gateway is powered and connected to your LAN with
an Ethernet cable. You can reset the gateway with SW2 and look for LED status lights on the RJ48 Jack to verify
Ethernet activity. Next; power up the remote XPRO board using a battery pack, or USB cable. Reset the XPRO by
pressing the RESET button.
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5. Web Application

51 Web Application Setup

In order to use the dashboard app, you should already have a development device set-up on your Xively account. You
will need the API key as well as the feed ID (the same you have used in the gateway firmware configuration header
earlier). To access the demo version of the app, go to:

http://xively.github.io/lcgw_ctrl/#dashboard

You will be prompted for the feed ID and the API key, make sure you have entered both correctly. You can now
bookmark the URL, so you will not have to enter these credentials again.

Figure 5-1. Xively Workbench with Feed ID to Copy
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Figure 5-2. Xively Workbench (right) with APl to Copy
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AtmeL AT07926: Connecting Wireless Networks to the Internet using Xively Technology
[APPLICATION NOTE] 8

42275A-AVR-04/2014


http://xively.github.io/lcgw_ctrl/#dashboard

The page at xively.github.io says:
. Please enter Xively API key:
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Current version of the app consists of two views, named Dashboard and Commander. The Dashboard view is primary
user interface to the network, while the Commander is more advanced and allows a developer to send arbitrary
commands to the devices on the network; it is useful for testing newly added commands.

Figure 5-3. Dashboard View
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Figure 5-4. Commander View
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When you have loaded the Dashboard view in your browser, you should a toggle switch for each of the devices on the
network. If there are no buttons, it means that the gateway is not connected to the Internet. You may have to RESET

the gateway to initialize the application.
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5.2 Making Modifications
The app has been developed using state of the art web frameworks, the key part being AngularJS and Bootstrap. For
additional productivity, our developer chose to use Yeoman, Bower and Grunt, which are based on Node.js and Ruby,
so you will need to have Ruby and Node.js installed. To get started, refer to the latest version of README.md
document.

If you prefer to start from scratch, you can always use either Xively JavaScript library (XivelyJS) or any of the native
libraries.

AtmeL AT07926: Connecting Wireless Networks to the Internet using Xively Technology
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