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Utilizing Enhanced Software Write Protection in 24CS Series 

Serial EEPROMs
INTRODUCTION

Traditional I2C Serial EEPROMs utilize hardware-
based write protection that only allows locking or
unlocking the entire memory array via an external pin,
which severely limits the possible ways to protect data.
The 24CS Series devices address this limitation with
the addition of a 16-bit Configuration register, which
allows the write protection behavior to be configured
for legacy hardware write protection or enhanced
software write protection.

Legacy hardware write protection uses the Write
Protection (WP) pin to write-protect the entire memory
array when the WP pin is ‘1’. As the name suggests,

Legacy write protection mode behaves identically to

standard I2C Serial EEPROMs. However, many of
today's applications can benefit from greater flexibility
in managing data protection. For these applications,
the 24CS provides the option to use enhanced
software write protection, which allocates eight zones
within the memory array that can be independently set
to be write-protected. This added flexibility allows for
the 24CS Series devices to provide much more
granular data protection as required by the application. 

The desired write protection settings are set via the
Configuration register, which can be accessed by
sending commands to a specific device address and
word address. If desired, the Configuration register
can be locked so that it is set to read-only and can no
longer be modified, thereby making the current data
protection scheme permanent. This application note is
intended to demonstrate how to utilize the 16-bit
Configuration register to setup data protection in your
application.

Configuration Register Byte 0

The Configuration register format and bit definitions for
the Most Significant Byte (MSB) is seen in Register 1.
This byte contains status information along with bits for
setting the current write protection behavior and locking
the Configuration register.
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REGISTER 1: CONFIGURATION REGISTER – BYTE 0

R-0 U-0 U-0 U-0 U-0 U-0 R/W R/W

ECS — — — — — EWPM LOCK

bit 15 bit 8

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 15 ECS: Error Correction State bit

1 = The previously executed read operation did require the use of the Error Correction Code (ECC)
scheme

0 = The previously executed read operation did not require the use of the Error Correction Code
(ECC) scheme

bit 14-10 Unimplemented: Read as ‘0’

bit 9 EWPM: Enhanced Software Write Protection Mode bit

1 = Enhanced Protection: WP pin is treated as a don’t care and the memory array is protected in
accordance with the SWP bits defined in Register 2

0 = Legacy Protection (factory default): Entire memory array and Security register contents are
protected via the WP pin

bit 8 LOCK: Lock Configuration Register bit

1 = The Configuration register is set to read-only (permanent)
0 = The Configuration register can be written to (factory default)
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ERROR CORRECTION STATE (ECS) BIT

This bit is used when the user needs to determine
whether the on-chip Error Correction Code (ECC) logic
scheme has been invoked. The ECS bit will be set to
logic ‘0’ unless the previously executed read operation
required the use of the ECC logic scheme. When this
occurs, the ECS bit will set to logic ‘1’. The ECS bit will
continue to read a logic ‘1’ until another read operation
is issued and the use of the ECC logic scheme was not
required or a Power-on Reset (POR) event has
occurred.

ENHANCED SOFTWARE WRITE 
PROTECTION MODE (EWPM) BIT

This bit is used to select between Legacy Hardware
Write Protection mode (logic ‘0’) and Enhanced Soft-
ware Write Protection mode (logic ‘1’). Legacy Hardware
Write Protection mode allows the entire memory array to
be write-protected via the WP pin. 

Enhanced Software Write Protection is a software
write-protect feature where the memory array is divided
into eight separate zones. Each zone is independent
and is configured using the SWP[7:0] bits (Register 2). 

Legacy Write Protection Mode

When the EWPM bit is set to logic ‘0’, the 24CS Series
utilizes a legacy hardware data protection scheme that
allows the user to write-protect the entire memory
contents when the WP pin is asserted (high). No write
protection will be set if the WP pin is deasserted (low).

Enhanced Write Protection Mode

When the EWPM bit is set to logic ‘1’, the 24CS Series
is configured for a versatile software write protection
scheme by segmenting the EEPROM array into eight
independent zones. Each of the eight zones can be
write-protected by programming the corresponding bit
(see Register 2) in the Configuration register. The
protection behavior can be made permanent by locking
the Configuration register.

LOCK CONFIGURATION REGISTER (LOCK) 
BIT

This bit allows the user to lock the Configuration
register by setting it to read-only so that it can no longer
be modified. When the LOCK bit is set to logic ‘1’, the
current data protection scheme becomes permanent.

TABLE 1: LEGACY HARDWARE WRITE PROTECTION BEHAVIOR

WP Pin Protected Address Range

1 (high) Full Array

0 (low) None
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Configuration Register Byte 1

The Configuration register format and bit definitions for
the Least Significant Byte (LSB) is seen in Register 2.
This byte contains the eight independent Software
Write Protection Memory Zone (SWP[7:0]) bits.

SOFTWARE WRITE PROTECTION MEMORY 
ZONE (SWP[7:0]) BITS

These bits divide the memory array into eight separate
zones. Each zone can be set independently from the
other protection zones. The corresponding SWP bit
must be set to a logic ‘1’ to write-protect that zone.

REGISTER 2: CONFIGURATION REGISTER – BYTE 1

R/W R/W R/W R/W R/W R/W R/W R/W

SWP7 SWP6 SWP5 SWP4 SWP3 SWP2 SWP1 SWP0

bit 7 bit 0

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

If EWPM = 1:

bit 7 SWP7: Software Write Protection Memory Zone 7 bit

1 = Memory Zone 7 is write-protected
0 = Memory Zone 7 is not write-protected

bit 6 SWP6: Software Write Protection Memory Zone 6 bit

1 = Memory Zone 6 is write-protected
0 = Memory Zone 6 is not write-protected

bit 5 SWP5: Software Write Protection Memory Zone 5 bit

1 = Memory Zone 5 is write-protected
0 = Memory Zone 5 is not write-protected

bit 4 SWP4: Software Write Protection Memory Zone 4 bit

1 = Memory Zone 4 is write-protected
0 = Memory Zone 4 is not write-protected

bit 3 SWP3: Software Write Protection Memory Zone 3 bit

1 = Memory Zone 3 is write-protected
0 = Memory Zone 3 is not write-protected

bit 2 SWP2: Software Write Protection Memory Zone 2 bit

1 = Memory Zone 2 is write-protected
0 = Memory Zone 2 is not write-protected

bit 1 SWP1: Software Write Protection Memory Zone 1 bit

1 = Memory Zone 1 is write-protected
0 = Memory Zone 1 is not write-protected

bit 0 SWP0: Software Write Protection Memory Zone 0 bit

1 = Memory Zone 0 is write-protected
0 = Memory Zone 0 is not write-protected

If EWPM = 0:

bit 7-0 Unused

Note: In Legacy Hardware Write Protection
mode (EWPM = ‘0’), the SWP[7:0] bits are
ignored. However, a dummy value must
still be sent during the write sequence to
initiate the internal write operation.
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Accessing the Register

The value of the Configuration register can be
determined by executing a random read sequence to a
specific word address. Changing the value of the
Configuration register is accomplished with a byte write
sequence with specific data sent to the device.

DEVICE ADDRESS REQUIREMENTS

Accessing this register requires the use of ‘1011b’ (Bh)
as the device type identifier in the device address (see
Table 2). Following the device type identifier are the
hardware client address bits for which the values are
determined by the device address input pins A2, A1
and A0. Finally, bit 0 is the Read/Write Select (R/W) bit
where a logic ‘1’ is used for reading and a logic ‘0’ is
used for writing.

WORD ADDRESS REQUIREMENTS

When accessing the Configuration register, a 16-bit
word address must be sent to the device. All bits in the
word address are ignored except for bits A15, A11 and
A10. Bits A15 and A11 must be set to logic ‘1’ and bit
A10 must be set to logic ‘0’. Refer to Table 3 and
Table 4 for additional information.

TABLE 2: CONFIGURATION REGISTER DEVICE ADDRESS BYTE

Memory Region
Device Type Identifier Hardware Address Bits(1) Read/Write

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

Configuration Register 1 0 1 1 A2 A1 A0 R/W

Note 1: The hardware client address bits must be set to logic ‘0’ when using the SOT-23 package.

TABLE 3: CONFIGURATION REGISTER WORD ADDRESS BYTE 0

Word Address A15 A14 A13 A12 A11 A10 A9 A8

Word Address Byte 0 1 x x x 1 0 x x

TABLE 4: CONFIGURATION REGISTER WORD ADDRESS BYTE 1

Word Address A7 A6 A5 A4 A3 A2 A1 A0

Word Address Byte 1 x x x x x x x x
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WRITE OPERATION

When writing the Configuration register, a write
sequence must be sent to the device that includes both
data bytes (Byte 0 and Byte 1), along with a valid
confirmation byte. Figure 1 illustrates an example
Configuration register write sequence.

Confirmation Byte

In order for the internal write process to start, both data
bytes (Byte 0 and Byte 1), along with a confirmation
byte, need to be sent to the device. Sending anything
other than these three bytes will cause the write cycle
to abort and the contents of the Configuration register
will not change. 

The data of the confirmation byte depends on the value
being written to the LOCK bit. If the user intends to lock
the Configuration register (LOCK = ‘1’), the
confirmation byte must be 99h. If the user intends to
leave the register unlocked (LOCK = ‘0’), the
confirmation byte must be 66h. Table 5 illustrates the
valid data values for the confirmation byte. 

FIGURE 1: CONFIGURATION REGISTER WRITE

Note: The Configuration register cannot be
unlocked once it is locked.

TABLE 5: CONFIGURATION REGISTER CONFIRMATION BYTE

New LOCK Bit Value D7 D6 D5 D4 D3 D2 D1 D0

1 (locked) 1 0 0 1 1 0 0 1

0 (unlocked) 0 1 1 0 0 1 1 0
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READ OPERATION

When reading the Configuration register, a random
read sequence must be sent to the device.

Figure 2 illustrates an example of the Configuration
register read sequence. It is not possible to read the
contents of the Configuration register with a current
address read sequence as the correct word address
bytes must be sent to the device. 

FIGURE 2: CONFIGURATION REGISTER READ

Note: The 24CS Series will automatically roll
over from the second Configuration
register data byte to the first data byte if
the host continues to acknowledge the
data bytes during the read operation.
 2021 Microchip Technology Inc. DS00004254A-page 7



AN4254
CONCLUSION

This application note gives details on the flexible write
protection the I2C Configuration register offers. Details
related to I2C Configuration register and device
operation can be found in the appropriate device data
sheet found at www.microchip.com.
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Note the following details of the code protection feature on Microchip products:

• Microchip products meet the specifications contained in their particular Microchip Data Sheet.

• Microchip believes that its family of products is secure when used in the intended manner, within operating specifications, and 
under normal conditions.

• Microchip values and aggressively protects its intellectual property rights. Attempts to breach the code protection features of 
Microchip product is strictly prohibited and may violate the Digital Millennium Copyright Act.

• Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code protection does not 
mean that we are guaranteeing the product is “unbreakable”. Code protection is constantly evolving. Microchip is committed to 
continuously improving the code protection features of our products.
This publication and the information herein may be used only
with Microchip products, including to design, test, and integrate
Microchip products with your application. Use of this informa-
tion in any other manner violates these terms. Information
regarding device applications is provided only for your conve-
nience and may be superseded by updates. It is your responsi-
bility to ensure that your application meets with your
specifications. Contact your local Microchip sales office for
additional support or, obtain additional support at https://
www.microchip.com/en-us/support/design-help/client-support-
services.

THIS INFORMATION IS PROVIDED BY MICROCHIP "AS IS".
MICROCHIP MAKES NO REPRESENTATIONS OR WAR-
RANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED,
WRITTEN OR ORAL, STATUTORY OR OTHERWISE,
RELATED TO THE INFORMATION INCLUDING BUT NOT
LIMITED TO ANY IMPLIED WARRANTIES OF NON-
INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A
PARTICULAR PURPOSE, OR WARRANTIES RELATED TO
ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDI-
RECT, SPECIAL, PUNITIVE, INCIDENTAL, OR CONSE-
QUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY
KIND WHATSOEVER RELATED TO THE INFORMATION OR
ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS
BEEN ADVISED OF THE POSSIBILITY OR THE DAMAGES
ARE FORESEEABLE. TO THE FULLEST EXTENT
ALLOWED BY LAW, MICROCHIP'S TOTAL LIABILITY ON
ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION
OR ITS USE WILL NOT EXCEED THE AMOUNT OF FEES, IF
ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP
FOR THE INFORMATION. 

Use of Microchip devices in life support and/or safety applica-
tions is entirely at the buyer's risk, and the buyer agrees to
defend, indemnify and hold harmless Microchip from any and
all damages, claims, suits, or expenses resulting from such
use. No licenses are conveyed, implicitly or otherwise, under
any Microchip intellectual property rights unless otherwise
stated.
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