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ATWINC15X0 Certificates Update from Host via OTA
(HTTPS)

Introduction

Secure Sockets Layer (SSL) is a standard security technology for establishing an encrypted link between
a server and a client. SSL allows sensitive information to be transmitted securely. SSL certificates are one
of the fundamental pieces of public key cryptography. Public key cryptography uses a separate key for
encryption and decryption. Anyone can use the encryption key (public key) to encrypt a message.
However, decryption keys (private keys) are secret. This way, only the intended receiver can decrypt the
message.

Public key is intended to be distributed to anyone to decrypt the information that was encrypted with the
private key. SSL/Root certificates are small data files that digitally bind a public key to an organization’s
details. The SSL certificate to be present on both the server and client for SSL connection establishment.
The private key must be kept strictly protected and must only be accessible by the owner of the private
key.

When Wi-Fi® Network Controller (WINC) is installed in the field, it is required to renew the existing
certificates or required to install new certificates. This document provides the demo procedure for
uploading root (server) and local SSL certificates and private keys into ATWINC15x0 SPI flash from Host
MCU.

This example project implements getting the certificates and private keys from a remote secure server
over secure Wi-Fi link. Certificates are highly confidential files used for secure connection and must be
sent securely.
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1. Application Example Objective

The objectives of the application examples are as follows:

» Receiving the Root/TLS certificates/chain of certificates, private keys over secure HTTPS link on
Host MCU

*  Updating it on ATWINC15x0 SPI flash through SPI interface between Host MCU and ATWINC15x0

1.1 System Overview

The application is comprised of the following components:

Figure 1-1. Application Overview
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1.2 Prerequisites
The following are the hardware and software prerequisites:

Hardware Prerequisites
+  SAM D21 Xplained Pro (XPro) Evaluation Kit
*  ATWINC1500 extension (for more details, refer to User Guide)
*  Micro-USB cable (Micro-A/Micro-B)

Software Prerequisites
*  Atmel Studio 7.0 (for more details, refer, User Guide)
* Advanced Software Framework installed as part of Atmel Studio (for more details, refer to
Application Note)
*  OpenSSL can be downloaded from https://www.openssl.org/source/. Search for Windows
downloader at https://slproweb.com/products/Win320penSSL.html

© 2017 Microchip Technology Inc. User Guide DS50002703A-page 3


http://ww1.microchip.com/downloads/en/DeviceDoc/70005305A.pdf
http://ww1.microchip.com/downloads/en/devicedoc/atmel-42167-atmel-studio_user%20guide.pdf
http://ww1.microchip.com/downloads/en/appnotes/atmel-8431-8-and32-bit-microcontrollers-avr4029-atmel-software-framework-user-guide_application-note.pdf
https://www.openssl.org/source/
https://slproweb.com/products/Win32OpenSSL.html

ATWINC15X0

Note:
1. OpenSSL is used for demo purposes only. The user can choose their own HTTPS server.
2. The demo is tested with the latest version of Win64 OpenSSL v1.0.2L on the Windows machine.
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HTTPS Server Setup

TLS/SSL certificates must be securely sent over a Wi-Fi link. The HTTPS over SSL connection is used to
receive the certificates from the remote server. This link ensures that all data passed between the server
and client remain private and integral. This example implements HTTP protocol where ATWINC15x0 acts
as an HTTPS client. The OpenSSL as HTTPS server is used to send the certificate files to ATWINC15x0.

Generating Custom Server Certificate

To create an SSL connection, the server and the client require an SSL certificate. The following
procedure describes how to create and sign custom certificates using OpenSSL.

1. After installing OpenSSL, open a CMD prompt and navigate to the directory where OpenSSL is
installed (for example: C: \OpenSSL-Win64\bin).

2. Provide the following command to generate a server private key and public certificate:
openssl req -x509 -newkey rsa:2048 -nodes -keyout key.pem -out cert.pem -
days 365 -nodes

Result: The end of this step generates key.pem and cert.pem in the OpenSSL directory. In PEM
(ASCII) format, key . pem is the server private key and cert . pem is the server public certificate.
These two files need to be available on Server (OpenSSL) and cert . pem needs to be available on
Client (ATWINC15x0) for an SSL connection between server and client.

Downloading Server Public Certificate on ATWINC15x0
The generated public certificate cert .pem is to be downloaded on ATWINC15x0 for the SSL connection
between the ATWINC15x0 (client) and the OpenSSL (server).

The most known encodings for the X.509 digital certificates are PEM and DER formats. The current
implementation of the ATWINC15x0 supports only DER format. Perform the following steps to download a
server public certificate on ATWINC15x0:

1. If the certificate is not in DER format, it must be converted to DER format using the following

command.
openssl x509 -outform der -in cert.pem -out cert.cer

Note: The root_certificate_downloader script available as part of Firmware Update project is
in . cer extension.

2. The cert.cer is to be uploaded on ATWINC15x0 using Firmware Update Project. Copy and paste
cert.cerin src\firmware\Tools\root certificate downloader\binary

3. Follow the steps mentioned in Integrated Serial Flash Memory Download Procedure.
Note: If certificate upload fails with “(ERROR) Root Certificate Flash is Full” then the allocated
memory in SPI flash on ATWINC15x0 for certificates is full. Try after removing one or more
certificates from src\firmware\Tools\root certificate downloader\binary.

4. Now the ATWINC15x0 is ready for SSL connection with the OpenSSL server for receiving the
certificate files.
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Application Flow

ATWINC15x0 SPI Flash stores the root certificates and private keys. The certificate store in SPI flash is
divided into two sections. The M2M TLS ROOTCER FLASH SIZE section stores the remote (server)
public certificates (or chain of certificates). The M2M TLS SERVER FLASH SIZE section stores local
(ATWINC15x0) public certificate (or chain of certificates) private key pairs.

This example implements receiving certificates from a remote server over secure WiFi connection on
Host MCU. After receiving the certificates, Host MCU decrypts the certificates and private keys. The
unencrypted public certificate and private key are sent over SPI interface to ATWINC15x0 from the Host
MCU. The ATWINC15x0 stores the certificates and keys on a specific section of internal SPI flash.

The code implementations are found in the root tls cert folder as shown in the following figure.

Figure 3-1. Project Folder Structure
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4. Demo Flow
Perform the following steps to run the demo application.

1.

Follow the steps in Generating Customer Server Certificate and Downloading Public Server
Certificate on ATWINC15x0 and OpenSSL server’s public certificate to download on ATWINC15x0
using Firmware Update Project.

Connect the PC Wi-Fi with the Wi-Fi router.

Navigate to the directory where OpenSSL is installed (for example: C: \OpenSSL-Win64\bin).
OpenSSL server certificate and private key generated in Generating Customer Server Certificate,
which should be available in the OpenSSL directory.

Copy the public certificates, public certificate-private key pairs to be uploaded to OpenSSL
directory.
Note:

1. The certificates and keys can be generated by following the steps in Generating Customer
Server Certificate.

2. The ATWINC15x0 accepts certificates/keys only in DER format. For converting to DER
format, follow the steps in Downloading Public Server Certificate on ATWINC15x0.

Open CMD prompt and start OpenSSL as HTTPS server using the following command:
openssl s server —-key key.pem -cert cert.pem -accept 4443 -WWW

Note:
1. key.pemand cert.pem are generated in Generating Customer Server Certificate.

2. 4443 is the port number.

Connect SAM D21 XPro (ATWINC1500 XPRO is connected on the EXT1 header) to the PC using a
micro USB cable, as shown in the following figure.
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Figure 4-1. SAM D21 XPro connected with ATWINC1500 XPro
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8. Open “CERT_DOWNLOADER_OTA_HTTPS_DOWNLOAD_EXAMPLE” application from Atmel
Studio through File > New > Example Project.

9. This example build procedure is developed using the SAM D21 XPRO board, which is also valid for
other supported hardware platforms.

10. Configure the following code in main.h for the Access Point (AP) information to be connected.

/** Wi-Fi Settings */

#define MAIN WLAN SSID "DEMO AP" /* < Destination SSID */

#define MAIN WLAN AUTH M2M WIFI SEC WPA PSK /* < Security manner */
#define MAIN WLAN PSK "12345678" /* < Password for Destination SSID */

Note: OpenSSL server and the ATWINC15x0 must be connected to the same network for the
OpenSSL server-based demo.

11. Configure the HTTPS Server (OpenSSL) IP address and port number:

/** Content URI for download. */
#define MAIN HTTP FILE_URL https://192.168.43.34/
#define MAIN HTTP PORT NUMBER (4443)

12. Provide certificate/private key file names copied in step 3 along with the total number of certificates/
keys to be downloaded.

/** No of certificates to be written to WINC **/

#define NUM OF ROOT TLS CHAIN CERTIFICATES 5

/** Root Certificates to be uploaded */

/** Chain of TLS Certificates and private key to be uploaded */
certFileInfo root_tls_certs_name[NUM_OF ROOT_TLS CHAIN CERTIFICATES]=
{{ROOT_CERT, 0, (uint8 t*)"PROWL Root.cer"},
{ROOT_CERT, 0, (uint8 t*)"NMA Root.cer"},
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13.
14.
15.
16.

{TLS_RSA CERT, 2, (uint8 t*)"winc rsa.key"},
{TLS _RSA CERT,0, (uint8 t*)"winc rsa.cer"},
{TLS_RSA CERT,0, (uint8 t*)"WincRootCA.cer"}

bi

Note:
1.

2.

typedef struct

éertitypeit cert type;

uint8 t numOfChainCert;

uint8 t *filename;

} certFileInfo;

cert_type

— ROOT_CERT — Remote server certificate stored in M2M TLS ROOTCER FLASH SIZE
of flash section starts from M2M TLS ROOTCER_FLASH OFFSET. numOfChainCert
to be 0 for this cert_type. Even if there are chain of certificates, it is provided as
individual entry.

— TLS_RSA_CERT - Local (ATWINC15x0) RSA-based certificate stored in
M2M TLS SERVER FLASH SIZE of flash section starts from
M2M TLS SERVER FLASH OFFSET. In the array of certificate file names first entry of
TLS RSA CERT is the private key and the following entries are a chain of certificates.
Only the first entry must contain the numOfChainCert. The numOfChainCert in
public certificate entries is to be 0. In the above example “2” is numOfChainCert
where winc rsa.cer and WincRootCA. cer are the chain of certificate files.

— TLS_ECC_CERT - Local (ATWINC15x0) ECC-based certificate stored in
M2M TLS SERVER FLASH SIZE of flash section starts from
M2M_TLS_ SERVER FLASH OFFSET. In the ECC-based certificates, only the public
certificate along with public key is stored in ATWINC15x0. The private key is stored in
ECC508 (External Crypto engine). Similar to TLS_RSA_CERT, the first entry must
mention numOfChainCert. Here, the first entry will be a public certificate as the
private key is not stored in ATWINC15x0 for this certificate type.

Build the program and download it into the SAM D21 XPRO board.

Start the application.

ATWINC15x0 starts receiving the certificate files one by one and sends them to Host MCU.
After receiving all the certificates, the Host uploads on the ATWINC15x0 SPI flash.

Note:
1.

To write the certificates into ATWINC15x0, it is required to put ATWINC15x0 into downloader
mode. This halts any running ATWINC15x0 firmware. After the certificate download is
completed, ATWINC15x0 has to be re-initialized to start the Wi-Fi operations.

If the certificates upload fail with “(ERROR) Root Certificate Flash is Full” print message on
console, which shows the allocated memory (M2M TLS ROOTCER FLASH SIZE)is full. For
more details, refer to Erasing of Certificate Flash Section.

The verification of received certificates with the stored certificates can be enabled by defining

#define ENABLE VERIFICATION

This reads back the certificates from the ATWINC15x0 SPI flash and compares with the
received certificates. This requires FLASH SECTOR Sz (4 KB) of the Host MCU RAM for
comparison. Therefore, this is disabled by default in the demo application. After ensuring
sufficient RAM in Host MCU, this verification can be enabled.
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Figure 4-2. Demo Console Log Server Side
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Figure 4-3. Demo Console Log ATWINC15x0 Side
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Erasing of Certificate Flash Section

The demo application adds the new certificates in the free space and replaces the same certificate
location in case of certificate renewal. Certificates that already exist are not erased. This is implemented
to retain all the previously used certificates, so that they can be used in future.

The customer must have the knowledge of allocated memory for certificate storage and expected size of
the certificates in field. The following APIs are used to erase the complete certificate storage flash
section.

»  Forerasing M2M_TLS_ROOTCER_FLASH_SIZE section — programmer erase root cert();

*  Forerasing M2M_TLS_SERVER_FLASH_SIZE section —
programmer erase tls cert store();

These APIs need to be called before burn certificates () to erase the complete certificate Flash
section. If these APlIs are called, then all the stored certificates in Flash will be erased. Only the new
certificates received over-the-air will be stored when burn certificates () is called.
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The Microchip Web Site

Microchip provides online support via our web site at http://www.microchip.com/. This web site is used as
a means to make files and information easily available to customers. Accessible by using your favorite
Internet browser, the web site contains the following information:

*  Product Support — Data sheets and errata, application notes and sample programs, design
resources, user’s guides and hardware support documents, latest software releases and archived
software

* General Technical Support — Frequently Asked Questions (FAQ), technical support requests,
online discussion groups, Microchip consultant program member listing

* Business of Microchip — Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Customer Change Notification Service

Microchip’s customer notification service helps keep customers current on Microchip products.
Subscribers will receive e-mail notification whenever there are changes, updates, revisions or errata
related to a specified product family or development tool of interest.

To register, access the Microchip web site at http://www.microchip.com/. Under “Support”, click on
“Customer Change Notification” and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

*  Distributor or Representative

* Local Sales Office

»  Field Application Engineer (FAE)
*  Technical Support

Customers should contact their distributor, representative or Field Application Engineer (FAE) for support.
Local sales offices are also available to help customers. A listing of sales offices and locations is included
in the back of this document.

Technical support is available through the web site at: http://www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

*  Microchip products meet the specification contained in their particular Microchip Data Sheet.

*  Microchip believes that its family of products is one of the most secure families of its kind on the
market today, when used in the intended manner and under normal conditions.

*  There are dishonest and possibly illegal methods used to breach the code protection feature. All of
these methods, to our knowledge, require using the Microchip products in a manner outside the
operating specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is
engaged in theft of intellectual property.

*  Microchip is willing to work with the customer who is concerned about the integrity of their code.
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* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their
code. Code protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the
code protection features of our products. Attempts to break Microchip’s code protection feature may be a
violation of the Digital Millennium Copyright Act. If such acts allow unauthorized access to your software
or other copyrighted work, you may have a right to sue for relief under that Act.

Legal Notice

Information contained in this publication regarding device applications and the like is provided only for
your convenience and may be superseded by updates. It is your responsibility to ensure that your
application meets with your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY
OR OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS
CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR FITNESS FOR PURPOSE.
Microchip disclaims all liability arising from this information and its use. Use of Microchip devices in life
support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, AnyRate, AVR, AVR logo, AVR Freaks, BeaconThings,
BitCloud, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, Heldo, JukeBlox, KeeLoq, KeelLoq logo,
Kleer, LANCheck, LINK MD, maXStylus, maXTouch, MediaLB, megaAVR, MOST, MOST logo, MPLAB,
OptoLyzer, PIC, picoPower, PICSTART, PIC32 logo, Prochip Designer, QTouch, RightTouch, SAM-BA,
SpyNIC, SST, SST Logo, SuperFlash, tinyAVR, UNI/O, and XMEGA are registered trademarks of
Microchip Technology Incorporated in the U.S.A. and other countries.

ClockWorks, The Embedded Control Solutions Company, EtherSynch, Hyper Speed Control, HyperLight
Load, IntelliMOS, mTouch, Precision Edge, and Quiet-Wire are registered trademarks of Microchip
Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, BodyCom,
chipKIT, chipKIT logo, CodeGuard, CryptoAuthentication, CryptoCompanion, CryptoController,
dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial
Programming, ICSP, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, Mindi, MiWi,
motorBench, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient
Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PureSilicon, QMatrix, RightTouch logo, REAL
ICE, Ripple Blocker, SAM-ICE, Serial Quad I/O, SMART-I.S., SQI, SuperSwitcher, SuperSwitcher Il, Total
Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock, Wireless DNA, and ZENA are
trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.
Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

GestlIC is a registered trademark of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary of
Microchip Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.

© 2017, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.
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ISBN: 978-1-5224-2371-3

Quality Management System Certified by DNV

ISO/TS 16949

Microchip received ISO/TS-16949:2009 certification for its worldwide headquarters, design and wafer
fabrication facilities in Chandler and Tempe, Arizona; Gresham, Oregon and design centers in California
and India. The Company’s quality system processes and procedures are for its PIC® MCUs and dsPIC®
DSCs, KEELOQ® code hopping devices, Serial EEPROMSs, microperipherals, nonvolatile memory and
analog products. In addition, Microchip’s quality system for the design and manufacture of development
systems is ISO 9001:2000 certified.
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China - Shenyang
Tel: 86-24-2334-2829
China - Shenzhen
Tel: 86-755-8864-2200

China - Suzhou
Tel: 86-186-6233-1526

China - Wuhan

Tel: 86-27-5980-5300
China - Xian

Tel: 86-29-8833-7252
China - Xiamen

Tel: 86-592-2388138
China - Zhuhai

Tel: 86-756-3210040

India - Bangalore
Tel: 91-80-3090-4444
India - New Delhi
Tel: 91-11-4160-8631
India - Pune

Tel: 91-20-4121-0141
Japan - Osaka

Tel: 81-6-6152-7160
Japan - Tokyo

Tel: 81-3-6880- 3770
Korea - Daegu

Tel: 82-53-744-4301
Korea - Seoul

Tel: 82-2-554-7200
Malaysia - Kuala Lumpur
Tel: 60-3-7651-7906
Malaysia - Penang
Tel: 60-4-227-8870
Philippines - Manila
Tel: 63-2-634-9065
Singapore

Tel: 65-6334-8870
Taiwan - Hsin Chu
Tel: 886-3-577-8366
Taiwan - Kaohsiung
Tel: 886-7-213-7830
Taiwan - Taipei

Tel: 886-2-2508-8600
Thailand - Bangkok
Tel: 66-2-694-1351

Vietnam - Ho Chi Minh
Tel: 84-28-5448-2100

Austria - Wels

Tel: 43-7242-2244-39
Fax: 43-7242-2244-393
Denmark - Copenhagen
Tel: 45-4450-2828
Fax: 45-4485-2829
Finland - Espoo

Tel: 358-9-4520-820
France - Paris

Tel: 33-1-69-53-63-20
Fax: 33-1-69-30-90-79
Germany - Garching
Tel: 49-8931-9700
Germany - Haan

Tel: 49-2129-3766400
Germany - Heilbronn
Tel: 49-7131-67-3636
Germany - Karlsruhe
Tel: 49-721-625370
Germany - Munich
Tel: 49-89-627-144-0
Fax: 49-89-627-144-44
Germany - Rosenheim
Tel: 49-8031-354-560
Israel - Ra’anana

Tel: 972-9-744-7705
Italy - Milan

Tel: 39-0331-742611
Fax: 39-0331-466781
Italy - Padova

Tel: 39-049-7625286
Netherlands - Drunen
Tel: 31-416-690399
Fax: 31-416-690340
Norway - Trondheim
Tel: 47-7289-7561
Poland - Warsaw

Tel: 48-22-3325737
Romania - Bucharest
Tel: 40-21-407-87-50
Spain - Madrid

Tel: 34-91-708-08-90
Fax: 34-91-708-08-91
Sweden - Gothenberg
Tel: 46-31-704-60-40
Sweden - Stockholm
Tel: 46-8-5090-4654
UK - Wokingham

Tel: 44-118-921-5800
Fax: 44-118-921-5820
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