MICROCHIP AN4686

Watchdog Timer (WDT) on ATSAM E70/S70/V70/VT71
Devices Using MPLAB Harmony v3

Introduction

The Watchdog Timer (WDT) is used to ensure that a system can recover from unforeseen failures in firmware or
hardware. The WDT can detect abnormalities in the program execution and respond by resetting the microcontroller
(MCU). This brings the MCU to a well-defined and known state where normal operation can be resumed.

Based on the source clock, clock prescaler, and internal counter size (number of bits) of the WDT, the timeout period
can be configured up to a specified time period mostly up to an order of tens of seconds.

This document discusses the WDT theory of operations, modes, and clock sources. It also covers configuration and
code generation using MPLAB® Harmony v3.
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CLK

INT
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MCU

WDD

WDV

Watchdog Timer

Clock Source

Interrupt

Interrupt Service Routine
Microcontroller
Watchdog Delta Value

Watchdog Counter Value
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Theory of Operation

Theory of Operation

Once enabled, the WDT requires the application software to write a bit pattern to a WDT register within an allocated
time period. If the WDT clear register is not updated by the application within the allotted time, a system reset signal
is generated and an interrupt handler is activated.

Figure 2-1. Basic Principle of a WDT
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WDT Clock Source for ATSAM E70/S70/V70/V71 Devices

The WDT is built around a 12-bit down counter, which is loaded with the value defined in the field WDV of the Mode
Register (WDT_MR). The WDT uses the slow clock divided by 128 to establish the maximum watchdog period to be
16 seconds.

The maximum value for the WDT counter is OXFFF (or 4095). Using a clock source of 32 kHz (or a period of 31.25
us) and a prescaler value set to a maximum value of 128, will result in a clock period of 4 ms that it will further result
in a WDT timeout period of 16.38 seconds (4095 x 4 ms).

Figure 3-1. Clock Source for WDT on SAM E70/S70/V70/V71 Devices
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The clock source is fully configurable and must be used based on the system requirements and constraints. The
internal RC oscillator has a faster startup time compared with the external crystal oscillator, but at the same time is
characterized by a high tolerance that may vary with voltage supply, temperature, and the manufacturer process.

By default, the WDT starts by using the Slow RC Oscillator as a source. After startup the External Crystal Oscillator
can be enabled, this operation is characterized as a glitch-free transition. The reverse transition for a clock source is
only possible by shutting down the VDDIO power supply.

Modes of Operation

When enabled, the WDT is a timer which runs constantly, that is configured to a predefined time-out period. Before
the end of the time-out period, the WDT must be set back or else a system Reset is issued. The WDT has two
modes of operation, Normal mode and Window mode, both of these modes offer the option of Early Warning Interrupt
generation.
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Figure 3-2. WDT Behavior
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Normal Mode

The WDT can be used in Normal mode, which is when a single timeout period is set for the WDT. If the WDT is not
reset before the timeout occurs, the WDT will cause a system reset, or it will trigger an interrupt.

For the WDT available on the SAM E70/S70/V70/VV71 devices, this mode can be activated by programming a
WDT_MR.WDD value greater than or equal to the WDT_MR.WDV value. In such a configuration, restarting the
Watchdog Timer is permitted in the whole range [0; WDT_MR.WDV] and does not generate an error. This is the
default configuration on reset, the WDT_MR.WDD and WDT_MR.WDV values are equal.

Window Mode
For Window mode, the user must consider these two thresholds, and both parameters can be set within the
WDR_MR register.

+  WDD: Watchdog Delta Value.
*  WDV: Watchdog Counter Value.
To use this Watchdog mode and to avoid errors, the reload must occur while the watchdog counter is between ‘0’ and

WDD. Trying to restart the watchdog while the internal counter is above the WDD and below the WDV will result in a
fault event.
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WDT Configuration for SAM E70/S70/V70/V71 Devices

The WDT configuration permits the activation of different reactions based on the needs of the system. The
control and configuration are mostly done using the Timer Control Register (WDR_CR) and Timer Mode Register
(WDT_MR). The Watchdog feedback can be read from the Status Register, WDT_SR.

WDT Global Enabling/Disabling

After reset, the WDT is enabled by default. The user can either disable the WDT by setting the WDT_MR.WDDIS bit
or reprogram the WDT to meet the maximum Watchdog period the application requires.

While the processor is in a debug state or in Sleep mode, the counter may be stopped depending on the value
programmed for the WDT_MR.WDIDLEHLT and WDT_MR.WDDBGHLT bits. These bits will affect the WDT behavior
only if the global WDT disable bit (WDR_MR.WDDIS) is not set.

The following figure shows the WDT global enable or disable configuration settings in the MCC project graph.
Figure 4-1. WDT Global Enable/Disable
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WDT Configuration for Normal Mode

After reset, the normal mode is the default configuration on reset, the WDT_MR.WDD and WDT_MR.WDV values are
equal. To avoid fault events, the Watchdog counter must be reset before reaching a zero value.

The following figure shows the WDT normal mode configuration settings in the MCC project graph and the
corresponding generated code.
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WDT Configuration for SAM E70/S70/V70/V71 Devices

Figure 4-2. WDT Normal Mode
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Reloading of the Watchdog must occur while the Watchdog counter is within a window between zero and
WDT_MR.WDD. Any attempt to restart the Watchdog while the Watchdog counter is between WDT_MR.WDV and
WDT_MR.WDD results in a Watchdog error, even if the Watchdog is disabled.

The following figure shows the WDT window mode configuration settings in the MCC project graph and the

corresponding generated code.

Figure 4-3. WDT Window Mode
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The user reloads the Watchdog at regular intervals before the timer underflow occurs, by setting the
WDT_CR.WDRSTT bit. The Watchdog counter is then immediately reloaded from WDT_MR and restarted.

The WDT_CR register is write-protected. As a result, writing to the WDT_CR without the correct hard-coded key has

no effect.

The following figure shows the MPLAB Harmony v3 API that can be called by the user application to reload the WDT

counter.
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Figure 4-4. WDT Clear APl from MPLAB Harmony v3

vold WDT_Clear (volid)

{
WDT_REGS->WDT_CR = (WDT_CR_KEY PASSWD WDT_CR_WDRSTT_Msk);

Reading the WDT Status Bits
If an underflow occur, the wdt _fault signal to the Reset Controller is asserted if the WDT_MR.WDRSTEN bit is set.
In addition, the WDUNF bit is set in the Status register (WDT_SR).

Any attempt to restart the Watchdog while the Watchdog counter is between WDV and WDD results in a Watchdog
error, even if the Watchdog is disabled. The WDT_SR.WDERR bit is updated and the wdt _fault signal to the Reset
Controller is asserted.

Both status bits, WDT_SR.WDERR (Watchdog Error), and WDT_SR.WDUNF (Watchdog Underflow), are cleared on
read.
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WDT Timeout Calculation

The WDT is based on a source clock according to the configuration of the registers. For this clock a prescaler value
can also be applied to extend the period. With this new derived clock and with the WDT counter configured internally,
the user can calculate the final WDT timeout period.

The following table provides a basic SLCK value of 32 kHz and the resulting WDT timeout period by using various
SLCK prescaler and WDT counter values.

Table 5-1. Basic SLCK Value as Related to WDT Timeout Periods

SLCK (32 KHz) SLCK Prescaler | SLCK Period (us) Watchdog Counter Value WDT_MR[WDV] WDT Timeout Period (seconds)
511

0.016

1 31.25 2047 0.064
4095 0.128

511 0.032

2 62.5 2047 0.128
4095 0.256

511 0.064

4 125 2047 0.256
4095 0.512

511 0.128

8 250 2047 0.512
4095 1.024

511 0.256

16 500 2047 1.024
4095 2.048

511 0.511

32 1000 2047 2.047
4095 4.095

511 1.022

64 2000 2047 4.094
4095 8.190

511 2.044

128 4000 2047 8.188
4095 16.380

Note: WDT Timeout Period = (1/SLCK) * PRESCALER * WDT_COUNTER.

© 2022 Microchip Technology Inc. Application Note DSOOOO4686A-page 10
and its subsidiaries



AN4686
Intended Use of the Watchdog

Intended Use of the Watchdog

In general, it is recommended to issue a WDT reset from somewhere in the main loop of the firmware. Do not reset
the WDT in interrupt service routines, unless the interrupt routine checks a series of flags that confirms the correct
execution of various parts of the firmware. If these simple rules are followed, the WDT is hard to misuse.

The WDT window mode is a bit more challenging to use than the normal mode, as it involves more strict control

of the WDT Reset timing. In window mode the WDT must be reset from somewhere within the main loop, never in
interrupt service routines, as this will impair the closed window protection. Because the closed window defines the
minimum expected duration of the main loop (or subsections of the main loop), it can be used to catch cases where
parts of the main loop code is not executed, or cases where early exit from function calls occurs.

The internal clock for the WDT is not very accurate. The oscillator is designed to draw very little power to be able to
use the WDT even in long-life battery powered applications. The downside of low-power oscillators is low accuracy.
The internal clock source may vary over temperature and supply voltage, though this variation is significantly less
than the +30% device-to-device variations. Refer to the device data sheet for additional information.

The WDT interrupt can only be used if WDT_MR.WDRSTEN is cleared. If the reset exception has begun processing,
then the WDT interrupt will not occur. To prevent the WDT from being useless when WDT_MR.WDRSTEN is
disabled, the WDT_MR.WDFIEN bit is used. This allows an interrupt to be triggered on a fault or underflow. But
setting this is useless as well unless the WDT IRQ is enabled using the NVIC.
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Application Example

The following source code example demonstrates the usage of the Watchdog Timer for the SAM E70/S70/V70/V71
family of devices.

This example describes how to configure the WDT to initiate a reset after the timeout expires. To stop the application
and feed the WDT there is a switch configuration that will jump the execution into an infinite loop.

https://github.com/Microchip-MPLAB-Harmony/csp_apps_sam_e70_s70_v70_v71/tree/master/apps/wdt/wdt_timeout

To clone or download this application from Github, go to the repository csp_apps_sam_e70_s70_v70_v7, and then
click the Clone button to clone this repository or download as zip file.

Alternatively, the GitHub repository can be downloaded using the MCC content manager.

The application within the repository is in the following path apps/wdt/wdt_timeout/firmware. The full instructions set
to build, program, and run the application is detailed in the readme . md file.
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For additional information regarding Microchip products and services, visit the Microchip Website, or contact a local
Microchip sales representative.

» The MPLAB Harmony v3 Quick Docs repository provides standalone help pages for users to get started
developing applications on Microchip’s 32-bit SAM and PIC32 MCUs. Start from the index.html present in the
docs folder. The online version is available for download at microchip-mplab-harmony.github.io/quick_docs/

* Harmony Landing page: www.microchip.com/harmony

* How to Build an Application by Adding a New PLIB, Driver, or Middleware to an Existing MPLAB Harmony v3
Project: www.microchip.com/DS90003253

+ MPLAB Harmony v3 Developer Help page: microchipdeveloper.com/harmony3:start

* Various Timers in SAM Devices: http://ww1.microchip.com/downloads/en/DeviceDoc/
Various_Timers_%20on_SAM%20Device_DS90003230A.pdf
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The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

« Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative

* Local Sales Office

» Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip products:

* Microchip products meet the specifications contained in their particular Microchip Data Sheet.

» Microchip believes that its family of products is secure when used in the intended manner, within operating
specifications, and under normal conditions.

» Microchip values and aggressively protects its intellectual property rights. Attempts to breach the code
protection features of Microchip product is strictly prohibited and may violate the Digital Millennium Copyright
Act.

* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code
protection does not mean that we are guaranteeing the product is “unbreakable”. Code protection is constantly
evolving. Microchip is committed to continuously improving the code protection features of our products.

Legal Notice

This publication and the information herein may be used only with Microchip products, including to design, test,
and integrate Microchip products with your application. Use of this information in any other manner violates these
terms. Information regarding device applications is provided only for your convenience and may be superseded
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by updates. It is your responsibility to ensure that your application meets with your specifications. Contact your
local Microchip sales office for additional support or, obtain additional support at www.microchip.com/en-us/support/
design-help/client-support-services.

THIS INFORMATION IS PROVIDED BY MICROCHIP "AS IS". MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY

OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE,
OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, OR
CONSEQUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS USE
WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THE INFORMATION.

Use of Microchip devices in life support and/or safety applications is entirely at the buyer's risk, and the buyer agrees
to defend, indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual property rights
unless otherwise stated.
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Quality Management System

For information regarding Microchip’s Quality Management Systems, please visit www.microchip.com/quality.
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