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Authentication Counting

Atmel CryptoAuthentication

Features

e How to achieve high endurance counters in excess of 800,000 counts.

e How to disable the Atmel® CryptoAuthentication™ ATSHA204A device after a
pre-set number of authentications.
— Device Configuration
— System Software Operations
e How to count the number of authentications with the ATSHA204A.
— Device Configuration
— System Software Operations
o Applications applies to the Atmel CryptoAuthentication Devices:
— ATSHA204(A)
— ATECC108(A)
— ATECC508A

Introduction

With many consumable applications, there is a requirement to limit the number
authentications that can be performed on a slot. The limited use capability of Slot F
can be used if the total number of authentications is not greater than 128. To track
the number of authentications beyond 128, the technique of chaining SingleUse
slots can be used. This is made possible since the DeriveKey command on slot
numbers up to Slot 8 resets the UseFlag to FF. When Slot F is the last slot in the
authentication chain, this technigue limits the use of the device. This example will
chain Slots 7 to F.

Sometimes, only high endurance counting is required. To support applications
where the number of authentications is the only thing of interest without a
requirement for authentications to be limited, chaining SingleUse slots can be
used. When the last slot in the chain is also derivable and the rolling UpdateCount
is kept tracked, a rolling authentication counter can be achieved.
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1 Authentication Consumption by Chaining SingleUse Slots

With many consumable applications, there is a requirement to limit the number authentications that can be
performed on a slot. Slot F’s limited use capability can be used if the total number of authentications is not greater
than 128. To track the number of authentications beyond 128, the technique of chaining single use slots can be
used. This is made possible since the DeriveKey command on slot numbers less than eight resets the UseFlag
to FF. When Slot F is the last slot in the authentication chain, this technique limits the use of the device. This
example will chain Slots 7 and F.

1.1  Slot Configuration

The slot configurations are as follows:

Table 1-1. Slot Configuration

|
I

SlotConfig Bytes:  AF 3F
2 ReadConfig: AF (1010 1111), IsSecret, SingleUse
WriteConfig: 3F (0011 1111), DeriveKey, Use Parent, No Authorizing MAC, WriteKey=F
Key: Initialize to the result of DeriveKey.
SlotConfig Bytes:  AF 8F
F ReadConfig: AF (1010 1111), IsSecret, SingleUse
WriteConfig: 8F (1000 1111), IsSecret

Use Slot 7 as the primary authentication slot with either the Fixed-Challenge sequence or the Random-Challenge
authentication sequence. Either authentication will consume one UseFlag bit per authentication.

1.2 Consumption Tracking

Table 1-2. Consumption Timing

Step | To ATSHA204A | System Software

1 MAC or CheckMac Authentication

Read(UseFlag Slot 7)

If UseFlag is not zero, then do nothing further.

If UseFlag is zero, continue.

Nonce(Fixed)

(o) I B &) I N ~ S B GV I B\

DeriveKey(Slot 7)

Notes: Step 1: Consume one UseFlag bit.
Steps 2 thru 4: Check to see if the UseFlag is used up.
Step 5: Use the same constant value for the Nonce.
Step 6: Initiate a DeriveKey.

e  The same key is in Slot 7 after DeriveKey.

e Reset UseFlag in Slots 7 to FF.

e  Consume one LastKeyUse for Slot F.

LD E
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The equation that determines the number of authentications is as follows:

Number of Authentications:

#auths = ¥ (80VC,) + 8™(Crky)

Where: n = The number of chained slots.
C» = The count of UseFlagn bits consumed = 8 max (for Slots 0 to 7)

Crxv = The count of LastKeyUse bits consumed = 128 max

1.3 Consumption Chaining Examples

Use the table below to determine the number of chained slots for your application.

Examples:
n =1
#auths = Ci1 + 8 (Crxu)
n =2
#auths = Ci1 + 8C2 + 64 (Crxu)

The number of authentications that is possible when linking in this way is shown in the following table.

Table 1-3. Possible Authentications When Linking

1st Slot
#Auths Endurance
Chaining (n) Auth Calculation Count® Notes
1 SingleUse to Slot F | 8 + (8! x 128) 1,032 129
2 SingleUse to Slot F | 8 + (8! x 8) + (82 x 128) 8,264 1,033
3 SingleUseto Slot F | 8 + (8'x 8) + (82x 8) + (8%x 128) 66,120 8,265

Maximum recommended
528,968 66,121 number of slots to chain
together is “4” due to EE wear.

8+ (8'x8) +(82x 8) + (83x 8) +

4 SingleUse to Slot F (84x 128)

Maximum recommendation of
800,000 authentications
4,231,752 528,969 instead of 4,231,752 to stay
within the limit of the first slot
EE endurance.®

8+ (8'x8)+(82x8) +(83x8) +

5 SingleUse to Slot F (8%x 8) + (85x 128)

Note: 1. EEPROM Endurance is 100,000 maximum.
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2 Authentication Counter by Chaining SingleUse Slots

Sometimes, only high endurance counting is required. To support applications where the number of
authentications is the only thing of interest without a requirement for authentications to be limited, chaining
SingleUse slots can be used. When the last slot in the chain is also derivable and the rolling UpdateCount is kept
tracked, a rolling authentication counter can be achieved.

2.1  Slot Configuration

This example will chain Slots 6, 7, and 8. The slot configurations are as follows:

Table 2-1. Slot Configuration

I
T

SlotConfig Bytes:  AF 37

6 ReadConfig: AF (1010 1111), IsSecret, SingleUse
WriteConfig: 36 (0011 0111), DeriveKey, Use Parent, No Authorizing MAC, WriteKey=7
SlotConfig Bytes:  AF 38

7 ReadConfig: AF (1010 1111), IsSecret, SingleUse
WriteConfig: 37 (0011 1000), DeriveKey, Use Parent, No Authorizing MAC, WriteKey=8
SlotConfig Bytes:  8F 8F

8 ReadConfig: AF (1000 1111), IsSecret
WriteConfig: 8F (1000 1111), IsSecret

Use Slot 6 as the primary authentication slot with either the Fixed Challenge sequence or the Random Challenge
authentication sequence. Either authentication will consume one UseFlag bit per authentication.

Atmel Authentication Counting [APPLICATION NOTE] 5
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2.2 Authentication Counting

Table 2-2. Consumption Tracking
1 MAC or CheckMac Authentication
2 Read(UseFlag slot 6)
3 If UseFlag is not zero, then do nothing further.
4 If UseFlag is zero, continue.
5 Nonce(Fixed)
6 DeriveKey(slot 6)
6 Read(UseFlag slot 6)
7 If UseFlag is not zero, then do nothing further.
8 If UseFlag is zero, continue.
9 Nonce(Fixed)
10 DeriveKey(slot 7)
11 Read(UpdateCount slot 7)

1. Step 1: Consume one UseFlag bit.
Steps 2 thru 4: Check to see if the UseFlag is used up.
3. Step 5: Initiate a DeriveKey on Slot 6.
— Reset UseFlag in Slot 6 to FF.
— UpdateCount in Slot 6 is incremented (rolls to zero after FF).
— Consume one UseFlag for Slot 7.
— DeriveKey
4. Steps 6 thru 8: Check to see if the UseFlag is used up.
5. Step 5: Initiate a DeriveKey on Slot 7.
— Reset UseFlag in Slot 7 to FF.
— UpdateCount in Slot 7 is incremented (rolls to zero after FF).

The equation that determines the number of authentications is as follows:

Number of Authentications:

#auths = Y (8™V¢,) + 8"(UpdateCount,)

Where: n = The number of chained slots.
Cn = The count of UseFlagn bits consumed = 8 max (for Slots 0 to 7)

UpdateCount, = The UpdateCount for the slot = 256 max (for Slots O to 7)

6 Authentication Counting [APPLICATION NOTE] Atmel
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2.3  Authentication Counting Examples

Use the table below to determine the number of chained slots for the application.

Examples:
n =1
#auths = Ci1 + 8 (UpdateCounti)
n =2
#auths = Ci1 + 8C2 + 64 (UpdateCountz)
n =3
#auths = Ci1 + 8C2 + 64Cs + 512 (UpdateCounts)

The number of authentications that is possible before rolling the counter is shown in the following table.

Table 2-3. Possible Authentications Before Rolling the Counter
15t Slot
#Auths | Endurance
Chaining Auth Calculation Max Count
1 SingleUse Chained | 8 + (8! x 256) 2,056 257
2 SingleUse Chained | 8 + (81 x 8) + (8%2x 256) 16,456 2,057

Maximum recommended number
3 SingleUse Chained | 8 + (81 x 8) + (82 x 8) + (8% x 256) 131,656 16,457 of slots to chain together is “3”
due to EE wear.

Maximum recommendation of
800,000 authentications instead
1,053,256 131,657 of 1,053,256 to stay within the
limit of the first slot EE
endurance.

8+ (8'x8)+(82x8)+(8x8)+

4 SingleUse Chained (8% x 256)

Note: 1. EEPROM Endurance is 100,000 maximum.

3 Revision History

| 8863A | 04/2015 |Initia| document release. |
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