MICROCHIP CONFIDENTIAL

MICROCHIP AN3410
Design for PD System Surge Immunity PD701xx/PD702xx

Introduction

This document provides detailed design guidelines to sustaining high voltage or current surges per typical immunity
requirements in PoE PD systems using Microchip controllers PD701xx and PD702xx, as well as active diode bridge
PD70224.

The following table lists the Microchip PD interface family of devices.

Table 1. Microchip PD System Devices

Device Type Power Capability Integrates PWM

PD70100 IEEE 802.3at Type 1 (IEEE 802.3af) No
PD70101 IEEE 802.3at Type 1 (IEEE 802.3af) Yes
PD70200 IEEE 802.3at Type 2 No
PD70201 IEEE 802.3at Type 2 Yes
PD70210/A IEEE 802.3at Type 2 No

(2/4 pair) HDBaseT (95 W)

PD70211 IEEE 802.3at Type 2 Yes
(2/4 pair) HDBaseT (95 W)

PD70224 IEEE802.3bt Type 4 N/A
(2/4 pair) HDBaseT (95 W)

Surge immunity is a basic feature required in telecommunication systems to increase system reliability when exposed
to a surge event.

Surge protection is usually divided into the follwing two protection stages:
» Primary protection deals with high energy surges and is usually located between Equipment Under Test (EUT)
and an external cable, subjected to the surge event. However, it can also be implemented at the EUT front end.
It is used primarily for outdoor cable installations.
» Secondary protection deals with lower surge energies and is usually located within the EUT front end. It is used
mainly for indoor cable installations.

The protection stages do not protect from direct lightning strike events. They protect from common surge events
occurring near the telecommunication line. This application note enables the designer to implement a primary
protection mechanism for protection from indoor or outdoor surge events.
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Immunity Requirements

Various agencies around the world define different surge voltage levels, source impedance, and maximum surge
current. This application note provides information on IEC/EN 61000-4-5 (2014 Ed.3), ITU-T K21 (2019 Ed.), and
GR-1089, which are the most common surge immunity standards in PoE PD systems.

The IEC 61000-4-5 (Par. 6.3.3.3) states that due to the nature of unshielded wiring, coupling to symmetrical
interconnection lines (twisted pairs) is always in common mode, that is, between all lines to ground. However, ITU-T
K.21 and GR-1089 specify for unshielded PoE lines a differential mode surge as well. Currently, IEEE 802.3 does not
define the PoE surge requirements, so it is up to you to choose the standard that is the best fit for your application.

For indoor applications, IEC 61000 4-5 specifies 1.2/50 us—8/20 ys common mode surge waveform with voltage level
0.5 kV to 2.0 kV, depending on installation class. However, few may choose meeting higher levels of protection, such
as 4 kV, which are suitable for outdoors.

Common mode surge protection requires voltage limiting components that bridge the insulation between PoE domain
and earth ground. The IEC/UL 60950-1 (Par.5.2.2) states that these limiters should be disconnected for insulation
testing. Apart from this clause, subclause 6.1.2.1 of these standards specifies minimum rated operated voltage of
these limiters as a function of AC mains supply in the area where the equipment is installed, unless the equipment
qualifies for 6.1.2.2 exclusions. For a worldwide application, this requires minimum operation voltage of the surge
protectors over their expected life to be at least 360 V. Similarly, ITU-T now requires 500 Vpc insulation test without
removing any voltage limiters to verify the insulation is still good after the surge tests. For these reasons, voltage
limiting devices rated 500 Vpc or above are used in our common mode surge tests. A 100 m CAT5 cable is used as a
decoupling network.

The following table provides a summary of the analyzed test requirements, which are typical for indoor and outdoor
applications.

Table 1-1. Typical Surge Requirements for PoE

Standard and Wave Shape |Level Criteria | Type
Application

EN 61000 4-5 1.2/50 ps— +4 kV All lines | 2 Q internal plus 320 Q

(indoors) 8/20 s to earth * 90 V gas arrestor per
line, port On and port Off.
For more information, see

Figure 1-1.
2 EN 61000 4-5 10/700 ps +4 kV A All lines 15 Q internal plus 25 Q
(indoors > 300 m) to earth + 90V gas arrestor per

line, port On and port Off.
For more information, see

Figure 1-1.
3 ITU-T K21 1.2/50 ps— 2.5 kV (basic test) | A Lineto |2 Qinternal plus 10 Q,
8/20 ps 4 kV line port On and port Off. For
(intermediate) more information, see
+6 kV (enhanced) e 12
4 EN 61000 4-5 1.2/50 ps— 4 kV A Chassis 2 Q internal plus 18 uF,
(shielded cable)  8/20 ps to earth  port On and port Off. For
more information, see
Figure 1-3.
5 GR-1089 1.2/50 ps— +800 V A Lineto |2 Q internal plus 6 Q, port
8/20 ps line On and port Off. For more
information, see Figure
1-2.
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The following figures show the test setups for common mode and differential mode surges on PoE lines.
Figure 1-1. Example of Test Setup for Common Mode Surge in PoE PD Port
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For 1.2/50 ps test, the effective internal impedance of the combination generator in the following figure is 2 Q plus
external resistors Rc = 40 Q x n per line, where n = number of lines. For 4-pair cable, (n = 8) Rc = 320 Q. For 10/700
us tests, Rc = 25 Q. Coupling resistors are connected in series with 90 V gas tube discharges Bourns p/n: 2027-09-
BLF to allow PoE operation with connected generator.

Figure 1-2. Example of Test Setup for Transverse/Differential Mode Surge on PoE PD Port
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Here, R1 =10 Q for ITU K21, R1 = 6 Q for GR-1089.
The following figure shows an example of test setup for surges applied to shielded lines.
Figure 1-3. Example of Test Setup for Surges Applied to Shielded Lines
PSE EUT
L = 20 m (preferred)
Generator
Isolating Support Reference Ground Plane )
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Surge Protection Circuit Design

The following figure shows the circuit that allows immunity for the test levels, as listed in the Microchip PD System
Devices table (up to 4 kV common mode and up to 6 kV differential mode surges), tested with net amount of common
mode capacitors up to 10 nF.

Figure 2-1. Surge Protection Circuit
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The following table lists the parts that can be replaced by equivalent.
Table 2-1. Surge Protection Components per Port

VR1-VR4 Varistor 385 Vc/505 Vpc, 11.4 mm x 8.3 mm | Littelfuse V385SM7
27J 1200 A peak pulse x 6 mm (2-SMD)
current
2 Q1, Q2 SIDACtor thyristor DO-214 Littelfuse P0640SDLRP

800 A 8/20 us

(bi-directional)

2 C1,C2 1nF 100 V X7R 0603 Samsung CL10B102KC8NNC

Note:
1. Transient voltage suppressors (TVS) p/n 8.0SMDJ58CA made by Littelfuse can be used instead of SIDACtors
for Q1 and Q2 in the preceeding figure.
2. Surges can cause voltage transients in the DC-DC converter output. For sensitive circuits, additional TVS may
need to be installed across the output bus.

© 2020 Microchip Technology Inc. Application Note DS00003410B-page 6
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Surge Protection Circuit for Use with PD70224 Ideal Bridge

The following figure shows the circuit that allows immunity for up to 4 kV 1.2/50 us—8/20 ys common mode surge per
IEC 61000 4-5, tested with the net amount of common mode capacitors up to 10 nF.

Figure 2-2. Surge Protection Circuit for PD70224
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The following table lists the surge protection components and their description for PD70224 per port.
Table 2-2. Surge Protection Components for PD70224 per Port

VR1-VR4 Varistor 385 Vc/505 Vpc, 144 mm disc | Epcos B72214S2421K101
27 J 1200 A peak pulse
current
2 TVS1-TVS2 TVS Diode 58 VWM 5000 W SMD Littelfuse 5.0SMDJ58CA

(bi-directional)

2 C1, C2 1nF 100 V X7R 0603 Samsung CL10B102KC8NNNC
8 C3-C10 10 nF 100 V X7R 0603 TDK C1608X7R2A103K080AA

Avoid Additional Earth Ground Return Passes for Surge Current

Common mode TVS’s divert surge currents to the earth ground and prevents them from flowing through the PD
circuit. It is important to minimize additional low-impedance passes for the surge current downstream the rectifier
bridge. Such additional pass can be created by common mode capacitors in EMI filter or by a wall adapter, with an
internal output common mode capacitor or surge suppressor. When such adapter is connected after PD chip, a part
of surge current flows to the adapter output through the PD chip’s internal FET and can cause its damage.

Another example of unwanted additional ground return pass is a non-isolated PD-PSE system, in which PD front-end
feeds PSE through a boost converter. In such a system, when a surge voltage is injected on either the PD or PSE
connector, a portion of the surge current flows through common analog return of PD and PSE, and may damage the
circuit. If PD system is intended to power a PSE, there should be an isolation between the two. Such isolation is
provided by using an isolated flyback converter instead of boost. The compliance of the protection circuits in the
Surge Protection Circuit figure and the Surge Protection Circuit for PD70224 figure was tested with net amount of all
common mode capacitors up to 10 nF, and without auxiliary power sources.
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Surge Protection Circuit Design

23 Layout Considerations
Care should be taken on PCB layout with respect to surge immunity.
» Keep chassis traces close to RJ45 or ground screws (if any), and do not penetrate the PoE environment.
» Keep minimum of 80 mil creepage between chassis and PoE circuitry.

» Keep surge protection components as close as possible to RJ45 or chassis connection to minimize the high
current loops.

» Make connections of surge protectors by short heavy traces capable of withstanding surge currents.
» Do not use these traces for connecting other components.
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The revision history describes the changes that were implemented in the document. The changes are listed by
revision, starting with the most current publication.
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Updated the application note as per Microchip standards.
Updated the Microchip PD System Devices table in Introduction section.

Edited the Avoid Additional Earth Ground Return Passes for Surge Current
section.

Updated the Surge Protection Circuit and the Surge Protection Circuit for PD70224
figures.

Changed AN223 to AN3410.

Updated the Typical Surge Requirements for PoE table in the Immunity
Requirements section.

Updated the Surge Protection Circuit figure in the Surge Protection Circuit Design
section.

Updated the Surge Protection Components per Port table in the Surge Protection
Circuit Design section.

The format of this document was updated to the latest template.

Updated the Immunity Requirements and the Surge Protection Circuit Design
sections in this publication.

Fixed typo in TVS p/n in the Surge Protection Components per Port table in the
Surge Protection Circuit Design section.

Protection circuit for PD70224 and components list were added.

Updated the Surge Protection Components per Port table table and the Example
of Test Setup for Common Mode Surge in PoE PD Port figure in the Immunity
Requirements section, with note per IEC/EN 61000-4-5 Ed.3.

Clarified test conditions and added test setup for shielded cables.

This is the initial released version of this application note.
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The Microchip Website

Microchip provides online support via our website at http://www.microchip.com/. This website is used to make files
and information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

» Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to http://www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative

* Local Sales Office

»  Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: http://www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

* Microchip products meet the specification contained in their particular Microchip Data Sheet.

* Microchip believes that its family of products is one of the most secure families of its kind on the market today,
when used in the intended manner and under normal conditions.

» There are dishonest and possibly illegal methods used to breach the code protection feature. All of these
methods, to our knowledge, require using the Microchip products in a manner outside the operating
specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is engaged in theft of
intellectual property.

» Microchip is willing to work with the customer who is concerned about the integrity of their code.

» Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code
protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection
features of our products. Attempts to break Microchip’s code protection feature may be a violation of the Digital
Millennium Copyright Act. If such acts allow unauthorized access to your software or other copyrighted work, you
may have a right to sue for relief under that Act.

Legal Notice

Information contained in this publication regarding device applications and the like is provided only for your
convenience and may be superseded by updates. It is your responsibility to ensure that your application meets with

© 2020 Microchip Technology Inc. Application Note DS00003410B-page 10
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your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND WHETHER
EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY OR OTHERWISE, RELATED TO THE INFORMATION,
INCLUDING BUT NOT LIMITED TO ITS CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR
FITNESS FOR PURPOSE. Microchip disclaims all liability arising from this information and its use. Use of Microchip
devices in life support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting from such
use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual property rights unless
otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, Adaptec, AnyRate, AVR, AVR logo, AVR Freaks, BesTime,
BitCloud, chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, HELDO, IGLOO, JukeBlox,
KeelLoq, Kleer, LANCheck, LinkMD, maXStylus, maXTouch, MediaLB, megaAVR, Microsemi, Microsemi logo, MOST,
MOST logo, MPLAB, OptoLyzer, PackeTime, PIC, picoPower, PICSTART, PIC32 logo, PolarFire, Prochip Designer,
QTouch, SAM-BA, SenGenuity, SpyNIC, SST, SST Logo, SuperFlash, Symmetricom, SyncServer, Tachyon,
TempTrackr, TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA are registered trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, FlashTec, Hyper Speed Control,
HyperLight Load, IntelliMOS, Libero, motorBench, mTouch, Powermite 3, Precision Edge, ProASIC, ProASIC Plus,
ProASIC Plus logo, Quiet-Wire, SmartFusion, SyncWorld, Temux, TimeCesium, TimeHub, TimePictra, TimeProvider,
Vite, WinPath, and ZL are registered trademarks of Microchip Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, BlueSky, BodyCom,
CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController, dsPICDEM,
dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial Programming, ICSP,
INICnet, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, memBrain, Mindi, MiWi, MPASM, MPF,
MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient Code Generation, PICDEM,
PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE, Ripple Blocker, SAM-ICE, Serial Quad
1/0, SMART-1.S., SQI, SuperSwitcher, SuperSwitcher Il, Total Endurance, TSHARC, USBCheck, VariSense,
ViewSpan, WiperLock, Wireless DNA, and ZENA are trademarks of Microchip Technology Incorporated in the U.S.A.
and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered trademarks of
Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany || GmbH & Co. KG, a subsidiary of Microchip
Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2020, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.
ISBN: 978-1-5224-5794-7

Quality Management System

For information regarding Microchip’s Quality Management Systems, please visit http://www.microchip.com/quality.
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