MICROCHIP AN4041
3-Lead Contact Package Usage

Introduction

Authors: Jim Boomer, Randy Yach — Microchip Technology Inc.

The Microchip CryptoAuthentication™ devices are often used in product accessory or product ecosystem
management in a wide variety of markets. These include battery authentication, disposable cartridge authentication
or similar applications. When used in these applications, the only electronic device that is required on the cartridge is
often the authentication device. For this reason, the 3-lead Contact package was developed to eliminate the need for
a PCB board. The package itself is mounted by attaching the backside of the package to the item being authenticated
with the exposed pads facing outward. Connection to the electrical contacts of the authentication device is made
using mechanical pressure against the compression connectors or pogo pins (i.e., unsoldered connections).

Introducing an electronic device into a manufacturing environment that previously did not have one, will, in all
probability, create new challenges. More specifically, appropriate electrostatic discharge (ESD) control measures will
need to be applied to the manufacturing flow. The second portion of this application note is focused on understanding
the basics of ESD and ESD control measures. This application note must be viewed as a primer to ESD controls. It is
recommended that a customer lacking the expertise in ESD control work with an expert to develop a robust solution
that minimizes the potential of damage to the electronic device.

This application note provides general usage guidelines for the 3-lead Contact package option that is available with
symmetric and asymmetric CryptoAuthentication products.’

Table 1. 3-Lead Contact Package for CryptoAuthentication Products

Device Name Description m

ATSHA204A General purpose symmetric key-based cryptographic device with secure key storage

. . In Production
and cryptographic acceleration

General purpose asymmetric key-based cryptographic device with secure key

ATECC608B . .
storage and cryptographic acceleration

In Production

Notice: Check with Microchip for additional products that may be packaged using the 3-lead Contact

CAUTION
package.

1 The ATECC108A and ATECC508A devices are also provided in a 3-lead Contact package, but these devices
are no longer recommended for new designs.
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3-Lead Contact Package

The 3-lead Contact package is a relatively unique concept for integrated circuit packages. Typically, package
contacts are soldered down to a PCB board. This is not the case for the 3-lead Contact package. For this package,
the contacts are left open for connection via a compression or a pogo-pin connector and the backside of the package
is glued to an assembly. Detailed information on the package dimension can be found in 4. Appendix A — Package
Drawings.

Standard Usage
» Intended for use with removable or disposable accessories, modules or components.
» Electrical contact between the IC and the host system is accomplished with mechanical pressure contacts to
allow accessory removal and replacement.
* Used with common compression or pogo-pin connectors with a 2 mm pitch.

Figure 1-1. Contact Package Pinout
3-Lead Contact

(Top View)

’”m; 77777777 SDA
2 GND
3 Vee

Important: The pinout shown is common for all currently existing CryptoAuthentication devices that are
available in a 3-lead Contact package. It is recommended to always validate the package pinout via the
device data sheet.

Package Substrate Support

The 3-lead Contact package is intended to be permanently attached to a base substrate (circuit board, frame, system
enclosure, etc.) to provide mechanical support for the IC, as pressure is applied to make the electrical contact.

The embossed/recessed IC receptacle shown in Figure 1-2 is an example, not a required configuration, but it
illustrates the need for proper mechanical support for the IC to ensure reliable long-term operation under repeated
pressure connection cycles.
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Figure 1-2. Embossed/Recessed IC Receptacle Example

Attachment of Package to Substrate

The attachment of the IC to the substrate itself can be accomplished with the most standard epoxies or adhesives,
depending on the mechanical and environmental requirements of the system where it is used. The adhesive must be
applied in a pattern that spreads evenly along the package surface and does not leave large voids. The figure below
shows an approximate example.

Figure 1-3. Adhesive Attachment
Package Outline

Side View

The amount of adhesive deposited depends upon the properties of the adhesive used, and the relevant application
notes of the adhesive supplier must be referenced. To provide even coverage of the rear surface of the package to a
uniform depth of 0.2 mm requires the application of ~3 mm3 of adhesive. Proper deposition of adhesive may produce
even distribution beneath the package with no voids, as illustrated below:
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Figure 1-4. Correct — Even Adhesive Coverage

e Compression Connector

-

3-Lead CONTACT Device

Adhesive

If the deposition profile/pattern does not produce an even spread of adhesive, voids in the adhesive can result
in stress on the package when under pressure with the compression connector. The following figure illustrates an
example:

Figure 1-5. Incorrect — Uneven Adhesive Coverage Causing Voids

8 Compression Connector

- @

3-Lead CONTACT Device

Adhesive

Adhesive Selection

The choice of an adhesive is dependent upon many factors including the materials to be bonded, the environmental
conditions which the assembly will be stored and operated in, environmental regulations and the actual
characteristics of the adhesive. For this reason, a general recommendation of what adhesive can be used for a
given application cannot be made. See 5. Appendix B - Adhesives for an example of an adhesive that may be
acceptable for this application.

Connectors

The 3-lead Contact package can be used with either compression or pogo-pin connectors. The choice depends on
the overall solution of how the device must come into contact with the connector. The choice may also be different in
an end application vs. a manufacturing environment.

Compression Connectors
The 3-lead Contact package is intended to be used with 2 mm pitch compression connectors. They can be standard
off-the-shelf connectors or a custom connector can be created for a given application. The standard connectors listed
below, or those with similar dimensions and mechanical characteristics, can be used with this package:

* AVX Corporation 9155-800

«  Molex® 1050400001

Appendix C provides more details on these compression connectors.
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Pogo-Pin Connectors

Pogo-pin connectors can be used instead of compression connectors. Pogo pins are spring-loaded connectors.
Pins can come in different lengths and widths, and can have a different stroke length. Individual pogo pins can be
implemented in a design, or a connector of three pins can be implemented. The pogo pins must be placed on the 2
mm center for optimal placement.

* Mill-Max Mfg. Corporation 3-pin Through Hole Connector: 836-22-003-10-001101
» Preci-Dip 3-pin Surface Mount Connector: 821-S1-003-30-015101 has more details on these compression
connectors
Appendix D provides more details on these pogo-pin connectors.

Pogo pins, depending on the connector, can sometimes be readily replaced; so in a manufacturing environment,
this may be a preferred solution. Pogo-pin connectors, where the length of each pin can be different, provide some
additional flexibility in the manufacturing environment to minimize ESD damage (see 2.4 ESD System Design
Considerations).
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Manufacturing ESD Controls

Contact packages offer a unique ESD challenge because they are not attached to a PCB board, but can be exposed
to some challenging ESD stresses, starting with the manufacturing phase all the way through delivery to and use by
the customer. The following subsections provide some guidance on the various challenges that may be faced and
potential mitigation approaches.

ESD Basics

ESD events are a result of charge building up on a device, then discharging through some sort of conductive path.
The goal of ESD mitigation procedures is to try to minimize the build-up of charge and to control and direct the
discharge path.

Charge can build up and become trapped on an insulator or isolated conductor through normal handling and
movement of devices through any environment. The build-up of charge can happen in one of two ways:
triboelectrification or electrostatic induction.

Triboelectrification

Triboelectric charging occurs when two materials of differing electron affinities come into close contact, resulting in
a transfer of electrons from one material to the other. When these two materials come into contact, a weak bond is
formed and when the materials are, then, separated, electrons from one material will transfer to the other material,
leaving one object positively charged and the other negatively charged. The material that retains electrons and
becomes negatively charged is said to have a higher electron affinity. A ranking of different materials with respect to
their electron affinities can be found in a triboelectric series table (AlphalLab Inc. TriboElectric Series Table)

The total amount of charge stored on an object depends on the size of the object and its electron affinity in relation to
the other object.

Electrostatic Induction
Transfer of charge through electrostatic induction occurs when a charged object comes near a conductor. The electric
field induced from the proximity of the charged object causes a charge imbalance in the conductor.

If a metal object touches the conductor while in this state, there is a static discharge. If the charged object is, then,
taken away, it will, again, leave a charge imbalance in the conductor, leaving it charged in the opposite polarity state
and susceptible to another static discharge.

Electrostatic Discharge

An electrostatic discharge occurs when two objects, charged at different potentials, come into contact. ESD events
are very short events, on the order of less than 500 ns. Transients longer than this are typically classified as electrical
overstress (EOS). A charged object may not require direct contact but only needs to be in close enough proximity to
cause an arc to occur. An example of this is when walking across a room and touching a doorknob and feeling or
seeing an electric shock or spark.

ESD Models

Several models are often cited when specifying the ESD protection level for integrated circuits. The two most
prominent of these models are the Human Body Model (HBM) and the Charged Device Model (CDM). The purpose
of these models is to standardize a testing methodology that quantifies how susceptible a device is to damage
from an ESD event. The ratings are typically provided as a + voltage value. The magnitude of the voltage indicates
the passing voltage where no observed damage has occurred on a set of characterization samples. For any given
device, the higher the voltage magnitude, the lower the susceptibility to damage.

Human Body Model (HBM)
The HBM is the most commonly used model for characterizing an IC’s susceptibility to ESD damage. The model
seeks to emulate the discharge that will occur when a charged human touches an electronic contact of an IC.
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The HBM model and test procedures are overseen by the ESDAZ Association and JEDEC®™. The governing standard
is JS-001-2017: ESDA/JEDEC Joint Standard for Electrostitic Discharge Sensitivity Testing — Human Body Model
(HBM) — Component Level.

Charged Device Model (CDM)

The CDM is an alternative to HBM and is more applicable to a manufacturing environment where contact is most
likely between an electronic device and production equipment, such as handlers and a tester. CDM events are
common in a manufacturing environment where metal to metal contact is possible. The CDM test procedures and
models, like HBM, are overseen by JEDEC. The governing standard is JS-002-2018: ESDA/JEDEC Joint Standard
for Electrostatic Discharge Sensitivity Testing — Charged Device Model (CDM) — Device Level.

ESD Mitigation During Manufacturing

The two primary ways to reduce ESD events during the manufacturing flow and handling are charge mitigation and
discharge prevention. Charge build-up is commonly controlled through the use of ionizers and static dissipative work
surfaces at key points in the manufacturing flow. Unwanted discharge events can be controlled by using ESD safe
tools and gloves.

The Contact package allows the simple attachment of an electronic device to a disposable in an environment
that is not otherwise concerned about ESD precautions. It may feel like a daunting task to adapt a manufacturing
environment previously unconcerned with ESD controls to one that must support them, but when you weigh the
additional manufacturing costs against protecting the ecosystem from counterfeiting and cloning, the value of the
additional measures can readily be determined.

Tools and Techniques for Removing or Minimizing Charge

Grounding of Any manufacturing equipment that the devices may come in close proximity or contact with must
Equipment have their surfaces appropriately and properly grounded through static dissipative means.

Grounding of Workers that handle the equipment or the devices must be connected to ground through an ESD
Personnel grounding strap. Furthermore, the workers must make sure they are grounded and discharged
before touching the disposable unit. Straps are typically worn on the wrist.

Humidity It is recommended that the humidity level be kept between 40% and 60%. Charge build-up is

Controls more prone to happen when the air is very dry and the humidity is low. Low humidity levels
provide a scenario where you can have a strong ESD discharge, which may damage the device. If
the humidity level is high, you may have to worry about condensation issues in the manufacturing
environment.

lonizers lonizers are the only way to remove charge build-up from insulating surfaces. The ionizer will
force ionized air containing both positive and negative ions over the surface, thus causing any
charge build-up to be neutralized. It is very important that ionizers be monitored, calibrated and
maintained on a regular basis.

Care must be taken to ensure the proper placement of ionizers to make sure they provide a
verified benefit.

Tools for Measuring

As with any manufacturing environment, the appropriate tools must be utilized to measure the effectiveness of the
measures taken to ensure ESD controls. It is recommended that these tools be deployed initially to measure the
existing manufacturing environment characteristics. These tools can, then, be used to monitor and help mitigate
issues within the environment after the appropriate ESD controls are implemented.

2 ESD Association — A professional voluntary association dedicated to advancing the understanding of EOS and
the theory and practice of ESD avoidance.

3 Joint Electron Device Engineering Council (JEDEC) is a world wide body responsible for many electronic device
standards.
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ESD Event ESD event detectors are used to quantify and locate ESD events in a manufacturing
Detectors environment. ESD event detectors are actually radio receivers that are sensitive to the
characteristic RF energy transmitted when an ESD event occurs.

Tip: If you listen to the radio during a thunderstorm or sometimes when passing
under high-voltage power lines, you may hear static on your radio. This is an
example of the RF energy interfering with the primary signal. The ESD event detector
essentially detects the same type of phenomenon.

ESD Voltage ESD voltage meters and electric field meters are used to measure the static voltage or electric
Meters field strength from charge build-up on surfaces.

Surface This measures the resistance of a surface and the resistance between a surface and ground.
Resistivity and These meters can be used to verify the resistance of a surface to ensure that they remain in
Resistance a static dissipative range. They can also be used to verify that grounding straps are working
Checker appropriately.

Humidity A given humidity level must be maintained; therefore, it is important that this be monitored
Meters across the manufacturing floor. One or more humidity meters may need to be deployed in a

manufacturing environment.

ESD System Design Considerations

The following concepts are considered relative to an environment where the Contact package is the lone electronic
device being attached to a disposable item. There is no PCB that can help to provide ESD protection; therefore, the
Contact package alone must be considered.

ESD Protection Circuitry within the IC

ESD circuitry is built into the vast majority of integrated circuits. This circuitry provides some sort of clamping
mechanism from the signal pins to ground or to the supply. Often there is also a clamping mechanism from the supply
to ground. This circuitry is typically designed to achieve at least 2 kV HBM ESD protection but can often be designed
for 4 kV or 8 kV HBM direct contact. This circuitry is designed to safely dissipate high-voltage discharge events and
prevent damage to the device. The ESD circuitry is strategically placed on the die to shunt the high voltage directly to
ground before it can reach and damage the more sensitive internal circuitry.

Notice: The high-voltage value may actually be a large negative or positive voltage value. The ESD

AUTION A : . . )
cauTio circuitry is designed to prevent damage against either polarity.

System Design Considerations

The goal of ESD protection is to always try to dissipate charge to ground before it can do any damage to the device.
Additionally, preventing unwanted metal-to-metal contacts with the device pins will reduce possible ESD events. The
pins of the device, when mounted to a disposable product, may ideally be protected from inadvertent contact. Contact
may be from either an operator handling the device or machines, such as handlers and testers. When actual contact
to the pins of the device is made, the contact discharge must be controlled.

Important: These recommendations are above and beyond the manufacturing recommendations already
provided and must not be considered as an alternative method of protection.

All instances where the contacting of the pins may occur must be considered. This includes:
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« During initial manufacturing where the device may be tested or programmed prior to attaching to the disposable.
» During testing or programming after the device is attached to the disposable.
» During final usage after the disposable unit is connected to the host system.

Recessing the By providing a small shroud around the outline of the device, a degree of protection can be

Mounted provided from inadvertent contact. This may be done by hollowing out an area in the plastic

Device casing that the device is mounted to, which allows the device to be slightly countersunk into the
casing. Alternately, a small amount of plastic may be added around the device providing a small
shroud around the device.

Controlled Pin The goal is to always dissipate the charge to ground; therefore, it logically makes sense that the

Contact Order ground pin is the first to get connected to the system. This can be done by using pogo pins of
staggered lengths. Ideally, the ground signal would be the first to make contact, followed by the
supply pin and, lastly, the signal pin. If only two pin lengths are used, the ground pin must be
contacted first, followed by the supply and signal pin.

Product Packaging Considerations

ESD concerns carry over to the actual packaging and shipment of the disposable module with the device attached.
Also, there may be several shipping stages. The first stage may consist of shipping many modules in a given
package to the final packaging house, where they are broken out into single or small multipacks for final shipment to
the user. Each of these stages needs to be considered. The following recommendations must be considered:

ESD Bags An ideal option to protect the device on the module is to ship the entire module in an ESD
dissipative bag. This may not be cost effective or may not work well with a given module.

Covering the If the actual device is recessed, it may be feasible to place a small piece of plastic over
Mounted Device the enclosure to protect the contact pins. This would protect the device through the shipping
process with this plastic only being removed by the end consumer.

Conductive To help in removing any charge build-up, conductive packaging material may be used to
Packaging Material reduce the charge near the modules. This may be some type of ESD dissipative foam or
some material that is treated to reduce charge build-up.

ESD Coatings and An alternative to conductive packaging materials is to use more standard packaging materials
Sprays that are treated with special ESD coatings and sprays. These coatings are used to reduce
charge build-up.

© 2021 Microchip Technology Inc. Application Note DSOOOO4041A-page 10
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Summary

The 3-lead Contact package is a unique package for security devices targeted towards applications where electronics
are not typically included. Disposable and consumable products with this type of security device attached can be
authenticated and identified as from the original equipment manufacturer. This allows a corporation to protect the
ecosystem from clones and knock-off products.

Introducing this type of capability into a manufacturing flow that typically does not have sensitive electronics creates
some new manufacturing challenges in handling ESD events. This document provides a brief overview to indicate
where these challenges may occur in the manufacturing flow with suggestions on how to overcome them.
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Appendix A — Package Drawings

Figure 4-1. 3-Lead Contact Package

3-Lead Contact Package (LAB) - 6.54x2.5 mm Body [Contact]
Atmel Legacy Global Package Code RHB

Note:  For the most current package drawings, please see the Microchip Packaging Specification located at
http://lwww.microchip.com/packaging
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3-Lead Contact Package (LAB) - 6.54x2.5 mm Body [Contact]
Atmel Legacy Global Package Code RHB

Note:  For the most current package drawings, please see the Microchip Packaging Specification located at
http://www.microchip.com/packaging

Units MILLIMETERS

Dimension Limits| MIN | NOM | MAX
Number of Terminals N 3
Pitch e 2.00 BSC
Overall Height A 0.45 0.50 0.55
Standoff Al 0.00 0.02 0.05
Overall Length D 6.50 BSC
Overall Width E 2.50 BSC
Terminal Width b 1.60 1.70 1.80
Terminal Length L 2.10 2.20 2.30
Terminal-to-Terminal Spacing K 0.30 REF
Package Edge to Terminal Edge f 0.30 0.40 0.50
Package Edge to Terminal Edge 9 0.05 0.15 0.25

Notes:

1. Pin 1 visual index feature may vary, but must be located within the hatched area.
2. Dimensioning and tolerancing per ASME Y14.5M
BSC: Basic Dimension. Theoretically exact value shown without tolerances.
REF: Reference Dimension, usually without tolerance, for information purposes only.

Microchip Technology Drawing C04-21303 Rev A Sheet 2 of 2
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Appendix B - Adhesives

The following adhesive is an example of the type of adhesive that may be suitable for this application. More
information can be found on the product’s website: 3M Scotch Weld ™ Structural Plastic Adhesive DP8005.

Important: It is recommended that you contact the adhesive manufacturer to discuss the applicability of
any adhesive prior to use.

Figure 5-1. 3M Scotch Weld DP8005 Adhesive

Scotch-Weld™

Structural Plastic Adhesive
DP8005 Off-White « DPS005 Black

« Creates strong bond on low surface energy
plastics (LSE) such as polyolefin with minimal
or no surface prep required

« Resists many chemicals, water, humidity and
corrosion

« Formulated to bond multi-material assemblies
such as LSE plastics, thermoplastics
composites and metals

Scotch-Weld

« Medium viscosity allows controlled
dispensing
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6. Appendix C — Compression Connector Examples
Figure 6-1. AVX Corporation 9155-800
3-WAY BATTERY CONNECTOR - RIGHT
ANGLE 2 MM PITCH - WITH BOSS
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NOTES:
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2. FOR FULL PRODUCT DETAILS REFER TO SPECIFICATION 201-01-2014.
FOR APPLICATION DATA REFER TO SPECIFICATION 201-01-205.

FOR MATING PAD DETAILS REFER TO PAGE 44.

FOR PACKING DETAILS REFER TO PAGE 43

INSULATION MATERIAL: GLASS FILLED NYLON 46, UL94 V-O, COLOR BLACK.
CONTACT MATERIAL: BERYLLIUM COPPER.

CONTACT PLATING: SELECTIVE GOLD OVER NICKEL, PURE TIN ON TAILS.
BRACKET MATERIAL: TIN PLATED PHOSPHOR BRONZE.

. CONNECTOR OUTLINE.

10. COPLANARITY ON ALL CONTACT TAILS AND PADS 0.12 MM MAXIMUM.
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Figure 6-2. Molex® 1050400001
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Appendix D — Pogo-Pin Connector Examples

3-Pin Through Hole Pogo-Pin Connector

Full Data Sheet: www.mill-max.com/products/datasheet/sockets/836-22-003-10-001101

Figure 7-1. Mill-Max Mfg. Corporation 36-22-003-10-001101

PRODUCT NUMBER: 836-22-003-10-001101

836-22-0XX-10-001101
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DESCRIPTION

Spring-Loaded Pogo Pin Header Strip
PCBMount Spring-Loaded Header Vertical
Mount Through-Hole
Rows: Single Row (1)
Pitch:.079" (2.007 mm)
Stroke: .055° (1.397 mm)
Clip Grid: 10
Pin Window Pattern001
Plating Code: 22

Shell: 20p° Gold over 100" Nicke!

Inner Contact: (Spring) 10¢° Gold
Insulator Pin Clip Type: 101
Initial Height: .295° (7.493 mm) Mounting
Type: Through Hole Solder Mount Insulator
Information:

Nylon 46 High Temperature
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Appendix D — Pogo-Pin Connector Examples

3-Pin Surface Mount Pogo-Pin Connector
Figure 7-2. Preci-Dip 821-S1-003-30-015101

Basic modular connectors with spring-loaded contacts (SLC), surface mount. Contacts with hollow piston design for low profile.

TECHNICAL SPECIFICATIONS (For GENERAL SPECS, SEE PAGE 31)

INSULATOR
FLAMMABILITY
PISTON AND BARREL
SPRING

MAX. STROKE
FORCES

MECHANICAL LIFE
OPERATING CURRENT
CONTACT RESISTANCE

COPLANARITY
SMD TERMINATIONS

Black glass filled polyester PCT-GF30-FR

UL 94v-0

Brass CuZn36Pb3 (C36000)

Stainless steel X12 CrNi177, DIN 17224

1.4 mm

0.3 Ninitial 0.85N at '/, stroke
50'000 cycles

Max. 3.5 A

10 mQ (static measurement, halfway position)

Max. 0.1 mm (measured on 256 mm long connectors)

ORDERING INFORMATION ROHS COMPLIANT PARTS

PLATING CODE BARREL PISTON s PY-r Q r ol o5 specs
0.2 0 NNN number of poles. Replace NNN
S-NNN-¢ [
: 191-SS-016-3
821-SS-NNN-30-XXX101
Surface mount SLC co;nec:gr, low profile, single row Stroke S Nx2
AVAILABILITY FROM to 10 contacts —— 2.2 . I
i 22 A
(standard number of contacts: 10) k 20.8 D), A M
A Jﬁ* 2l 518
2.8
216

0.4
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The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

* Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative

* Local Sales Office

» Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

» Microchip products meet the specifications contained in their particular Microchip Data Sheet.

» Microchip believes that its family of products is secure when used in the intended manner and under normal
conditions.

* There are dishonest and possibly illegal methods being used in attempts to breach the code protection features
of the Microchip devices. We believe that these methods require using the Microchip products in a manner
outside the operating specifications contained in Microchip’s Data Sheets. Attempts to breach these code
protection features, most likely, cannot be accomplished without violating Microchip’s intellectual property rights.

» Microchip is willing to work with any customer who is concerned about the integrity of its code.

» Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code
protection does not mean that we are guaranteeing the product is “unbreakable.” Code protection is constantly
evolving. We at Microchip are committed to continuously improving the code protection features of our products.
Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act.
If such acts allow unauthorized access to your software or other copyrighted work, you may have a right to sue
for relief under that Act.
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Legal Notice

Information contained in this publication is provided for the sole purpose of designing with and using Microchip
products. Information regarding device applications and the like is provided only for your convenience and may be
superseded by updates. It is your responsibility to ensure that your application meets with your specifications.

THIS INFORMATION IS PROVIDED BY MICROCHIP “AS IS”. MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY

OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE
OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL OR
CONSEQUENTIAL LOSS, DAMAGE, COST OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS USE
WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THE INFORMATION. Use of Microchip devices in life support and/or safety applications is entirely at the buyer’s risk,
and the buyer agrees to defend, indemnify and hold harmless Microchip from any and all damages, claims, suits, or
expenses resulting from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, Adaptec, AnyRate, AVR, AVR logo, AVR Freaks, BesTime,
BitCloud, chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, HELDO, IGLOO, JukeBlox,
KeeLoq, Kleer, LANCheck, LinkMD, maXStylus, maXTouch, MediaLB, megaAVR, Microsemi, Microsemi logo,
MOST, MOST logo, MPLAB, OptoLyzer, PackeTime, PIC, picoPower, PICSTART, PIC32 logo, PolarFire, Prochip
Designer, QTouch, SAM-BA, SenGenuity, SpyNIC, SST, SST Logo, SuperFlash, Symmetricom, SyncServer,
Tachyon, TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA are registered trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

AgileSwitch, APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, FlashTec, Hyper Speed
Control, HyperLight Load, IntelliMOS, Libero, motorBench, mTouch, Powermite 3, Precision Edge, ProASIC,
ProASIC Plus, ProASIC Plus logo, Quiet-Wire, SmartFusion, SyncWorld, Temux, TimeCesium, TimeHub, TimePictra,
TimeProvider, WinPath, and ZL are registered trademarks of Microchip Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, Augmented Switching,
BlueSky, BodyCom, CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController,
dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, Espresso T1S, EtherGREEN, IdealBridge,
In-Circuit Serial Programming, ICSP, INICnet, Intelligent Paralleling, Inter-Chip Connectivity, JitterBlocker, maxCrypto,
maxView, memBrain, Mindi, MiWi, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach,
Omniscient Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE,
Ripple Blocker, RTAX, RTG4, SAM-ICE, Serial Quad I/O, simpleMAP, SimpliPHY, SmartBuffer, SMART-I.S., storClad,
SQl, SuperSwitcher, SuperSwitcher Il, Switchtec, SynchroPHY, Total Endurance, TSHARC, USBCheck, VariSense,
VectorBlox, VeriPHY, ViewSpan, WiperLock, XpressConnect, and ZENA are trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered trademarks of
Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary of Microchip
Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2021, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.
ISBN: 978-1-5224-8331-1
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Quality Management System

For information regarding Microchip’s Quality Management Systems, please visit www.microchip.com/quality.

© 2021 Microchip Technology Inc. Application Note DSOOOO4041A-page 21
and its subsidiaries


http://www.microchip.com/quality

MICROCHIP
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Corporate Office Australia - Sydney India - Bangalore Austria - Wels

2355 West Chandler Blvd. Tel: 61-2-9868-6733 Tel: 91-80-3090-4444 Tel: 43-7242-2244-39
Chandler, AZ 85224-6199 China - Beijing India - New Delhi Fax: 43-7242-2244-393
Tel: 480-792-7200 Tel: 86-10-8569-7000 Tel: 91-11-4160-8631 Denmark - Copenhagen
Fax: 480-792-7277 China - Chengdu India - Pune Tel: 45-4485-5910
Technical Support: Tel: 86-28-8665-5511 Tel: 91-20-4121-0141 Fax: 45-4485-2829
www.microchip.com/support China - Chonggqing Japan - Osaka Finland - Espoo

Web Address: Tel: 86-23-8980-9588 Tel: 81-6-6152-7160 Tel: 358-9-4520-820
www.microchip.com China - Dongguan Japan - Tokyo France - Paris
Atlanta Tel: 86-769-8702-9880 Tel: 81-3-6880- 3770 Tel: 33-1-69-53-63-20
Duluth, GA China - Guangzhou Korea - Daegu Fax: 33-1-69-30-90-79
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Fax: 678-957-1455 China - Hangzhou Korea - Seoul Tel: 49-8931-9700
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Tel: 774-760-0087 Tel: 86-25-8473-2460 Tel: 60-4-227-8870 Germany - Karlsruhe
Fax: 774-760-0088 China - Qingdao Philippines - Manila Tel: 49-721-625370
Chicago Tel: 86-532-8502-7355 Tel: 63-2-634-9065 Germany - Munich
ltasca, IL China - Shanghai Singapore Tel: 49-89-627-144-0
Tel: 630-285-0071 Tel: 86-21-3326-8000 Tel: 65-6334-8870 Fax: 49-89-627-144-44
Fax: 630-285-0075 China - Shenyang Taiwan - Hsin Chu Germany - Rosenheim
Dallas Tel: 86-24-2334-2829 Tel: 886-3-577-8366 Tel: 49-8031-354-560
Addison, TX China - Shenzhen Taiwan - Kaohsiung Israel - Ra’anana

Tel: 972-818-7423 Tel: 86-755-8864-2200 Tel: 886-7-213-7830 Tel: 972-9-744-7705
Fax: 972-818-2924 China - Suzhou Taiwan - Taipei Italy - Milan

Detroit Tel: 86-186-6233-1526 Tel: 886-2-2508-8600 Tel: 39-0331-742611
Novi, Ml China - Wuhan Thailand - Bangkok Fax: 39-0331-466781
Tel: 248-848-4000 Tel: 86-27-5980-5300 Tel: 66-2-694-1351 Italy - Padova
Houston, TX China - Xian Vietnam - Ho Chi Minh Tel: 39-049-7625286
Tel: 281-894-5983 Tel: 86-29-8833-7252 Tel: 84-28-5448-2100 Netherlands - Drunen
Indianapolis China - Xiamen Tel: 31-416-690399
Noblesville, IN Tel: 86-592-2388138 Fax: 31-416-690340
Tel: 317-773-8323 China - Zhuhai Norway - Trondheim
Fax: 317-773-5453 Tel: 86-756-3210040 Tel: 47-72884388

Tel: 317-536-2380 Poland - Warsaw

Los Angeles Tel: 48-22-3325737
Mission Viejo, CA Romania - Bucharest
Tel: 949-462-9523 Tel: 40-21-407-87-50
Fax: 949-462-9608 Spain - Madrid

Tel: 951-273-7800 Tel: 34-91-708-08-90
Raleigh, NC Fax: 34-91-708-08-91
Tel: 919-844-7510 Sweden - Gothenberg
New York, NY Tel: 46-31-704-60-40
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