MICROCHIP

EEC1005

Enterprise Storage Backplane Management Processor

» Complete Universal Storage Backplane Manage-
ment Processor
- SFF-TA-1005 Universal Backplane Manage-
ment (UBM) over 12C

- Provides SFF-8654 compliant Host Facing
Connector (HFC) communication support
over 12C

- HFC connection responds to all standard
UBM commands from the host

- Integrates the UBM FRU non-volatile mem-
ory on the UBM FRU 12C Address

- Provides SFF-8639 compliant U.2 Drive Fac-
ing Connector (DFC) Support

- Provides SFF-TA-1001 compliant U.3 Drive
Facing Connector (DFC) Support

- Support for SES over UBM

» Supports 12C communication to Baseboard Man-
agement Controller

» Up to 8 12C ports for UBM and BMC host inter-
faces

- SFF-8485 Support

- Implements up to 4 Hardware Accelerated
SGPIO Legacy Interfaces for SAS/SATA
backplane implementations

» Secure Boot

- EEC1005 code is authenticated by a secure
boot loader prior to loading from internal flash

- Hardware accelerated crypto blocks provide
fast secure boot

- Secure Firmware update
- Key revocation

» Supports Storage LED Management as per SFF-
8489 IBPI specifications by default

» Custom LED patterns can be configured

» Scalable Solution for up to 16 Hard Drives on a
Single Device

- SGPIO Host Interfaces support up to 16
drives (SAS/SATA drive types)

- UBM Host Interfaces support up to 12 drives
(NVMe drive types)

- Upto 6 HFCs
» Supports multiple backplanes on a single chassis

» Support for NVME Hot plug and Power Disable for
drives

Integrated NV Memory for:

- UBM FRU (Field Replaceable Unit) for every
HFC

- General Purpose FRU
- NV Configuration Memory

Configurable Interfaces using a single analog
configuration pin

- Host interface (SGPIO vs UBM)

- Number of HFCs and Drive Facing Connec-
tors (DFCs)

- Other supported features
Monitors system PERST
- One pin per DFC for PERST support

Monitors for drive insertion from IFDET and
PRSNT signals

- IFDET2 support (for SFF-TA-1001)
Package Options

- 144 pin WFBGA RoHS Compliant package
- 84 pin WFBGA RoHS Compliant package

© 2020 Microchip Technology Inc.
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TO OUR VALUED CUSTOMERS

It is our intention to provide our valued customers with the best documentation possible to ensure successful use of your Micro-
chip products. To this end, we will continue to improve our publications to better suit your needs. Our publications will be refined
and enhanced as new volumes and updates are introduced.

If you have any questions or comments regarding this publication, please contact the Marketing Communications Department via
E-mail at docerrors@microchip.com. We welcome your feedback.

Most Current Data Sheet
To obtain the most up-to-date version of this data sheet, please register at our Worldwide Web site at:
http://www.microchip.com

You can determine the version of a data sheet by examining its literature number found on the bottom outside corner of any page.
The last character of the literature number is the version number, (e.g., DS30000000A is version A of document DS30000000).

Errata

An errata sheet, describing minor operational differences from the data sheet and recommended workarounds, may exist for cur-
rent devices. As device/documentation issues become known to us, we will publish an errata sheet. The errata will specify the
revision of silicon and revision of document to which it applies.

To determine if an errata sheet exists for a particular device, please check with one of the following:
* Microchip’s Worldwide Web site; http://www.microchip.com
* Your local Microchip sales office (see last page)

When contacting a sales office, please specify which device, revision of silicon and data sheet (include -literature number) you are
using.

Customer Notification System
Register on our web site at www.microchip.com to receive the most current information on all of our products.

DS00003488A-page 2 © 2020 Microchip Technology Inc.
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EEC1005

1.0 GENERAL DESCRIPTION

EEC1005 is a generic, easily configurable, True Universal Backplane Management (UBM) device that can be used on
hard drive backplanes to provide complete storage enclosure management and reporting to computing host systems
using industry standard communication protocols.

EEC1005 supports a variety of host interfaces to accommodate SAS/SATS/NVMe backplane. The SFF-8654 slimline
connector (Host facing Connector) can be used to route SAS signals in which case the HBA will manage SAS/SATA
drives, the same connector protocol (physically a different connector) can be used to route PCle signals in which case
the HBA will manage NVME drives. In both cases UBM will be used as management protocol with support of SGPIO
as well on SAS Slimline (Configuration dependent).The device supports using U.2 and U.3 Drive facing Connectors.
EEC1005 also supports Multiple Backplanes on a single chassis.

EEC1005 supports 2 or 3 LED IBPI blinking patterns for up to 16 drives. Customized LED blink pattern can also be pro-
grammed through the FRU.

The EEC1005 has a secure boot loader that authenticates and decrypts the Flash boot image (UBM application) using
the AES-256, ECDSA P-256, SHA-256 cryptographic hardware accelerators. EEC1005 hardware accelerators support
128-bit and 256-bit AES encryption, ECDSA and EC_KCDSA signing algorithms, 1024-bits to 4096-bits RSA and
Elliptic asymmetric public key algorithms, and a True Random Number Generator (TRNG). Additionally, the device
offers lockable OTP storage for private keys and IDs.

EEC1005 is available in 84 pin and 144 pin WFBGA packages.

© 2020 Microchip Technology Inc. DS00003488A-page 3
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2.0 UBMBACKPLANE ARCHITECTURE

EEC1005 on the back plane communicates to the Host through SGPIO or 12C interface over the Host facing Connector
(Host attach configuration) or dedicated cable (Direct attach configuration). It detects hard drive being installed in the
backplane and notifies the host of the insertion/removal/failure of the drive. It also blinks Leds for each hard drive’s sta-
tus.

There are different types of Backplanes based on:

1. Number of drives the back plane supports

2. Type of host communication (For eg. 12C or SGPIO)

3. Type of Drive slots (For eg. U.2 or U.3)

The different configurations of the backplane that EEC1005 supports is covered in Section 3.0, "Configurations".

21 Direct Attach UBM Backplane

A direct attach configuration is enabled when user connects the backplane directly to mother board and the drives are
not managed by an HBA. In this case the drives are managed either by BMC or PCle Switch/Expander for switch-based
configurations.EEC1005 can be used in Direct attach configurations using UBM as the management protocol from BMC
(BMC Emulation) or Switch/Expander.

EEC1005 based backplane architectures are capable of supporting Y-cable configurations where the PCle lanes from
a single Host HFC will be split into 2x backplane HFC's, this allows splitting on PCle clocks using clock buffers as shown
in the following diagram.

DS00003488A-page 4 © 2020 Microchip Technology Inc.
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FIGURE 2-1: DIRECT ATTACH CONFIGURATION
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2.2 Host Attach UBM Backplane

A Host attach configuration is enabled when user connects the backplane directly to SMARTROC/HBA and the drives
are managed by an HBA. EEC1005 can be used in Host attach configuration as in FIGURE 2-2: “Host Attach Configu-
ration”. Each HFC is connected to a Host through a cable to communicate with EEC1005.

EEC1005 based backplane architecture supports NVME PERST functionality by allowing the Host to directly control the
PERST signal. This allows the Host to directly control the reset behavior of NVME drive without adding any latency. The
PERST signal will be driven from HFC and then split into 2 signals to control 2 drives from a single signal.

Note:  The hardware bifurcation of the PCle lanes is application dependent. Usually each HFC bifurcates x8 lanes
into two x4 connections.

© 2020 Microchip Technology Inc. DS00003488A-page 5
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HOST ATTACH CONFIGURATION

FIGURE 2-2
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3.0

CONFIGURATIONS

Multiple Backplane architectures are supported using EEC1005 that are configured by firmware based on an analog
value sampled at one of EEC1005 input ADC pin (Config Pin) at startup. Table 3-1, “EEC1005 Configuration select” pro-
vides the complete list of Configurations selectable based on the analog value on CONFIG_PIN. The analog value can
be set by a resistor divider network, the values of the resistors are user defined.The configuration is fixed for a Back-
plane and is not runtime modified.

TABLE 3-1: EEC1005 CONFIGURATION SELECT
. . HFC DFC SAS/

EEC1005 Config Pin Count Total® HFC - SAS | HFC - PCle | DFC Total SATA DFC PCle
4 Drive SGPIO 84 1 1 0 4 4 0
8 Drive SGPIO 84 1 1 0 8 8 0
12 Drive SPGIO 144 2 2 0 12 12 0
16 Drive SPGIO 144 2 2 0 16 16 0
4 Drive UBM U.2 84 3 1 2 4 4 4
8 Drive UBM U.2 84 5 1 4 8 8 8
8 Drive UBM U.2 (Full 144 5 1 4 8 8 8
Feature)
8 Drive UBM U.3 (Mini- 84 4 4 4 8 8 8
mum Feature)
8 Drive UBM U.3 (Full 144 4 4 4 8 8 8
Feature)
12 Drive UBM U.2 PCle | 144 6 0 6 12 0 12
Only (Full Featured)
12 Drive UBM U.3 PCle | 144 6 0 6 12 0 12
Only (Full Featured)
8 Drive UBM+SGPIO U.2 (144 5 1 4 8 8 8

a. HFC Total is the number of a particular configuration.

© 2020 Microchip Technology Inc.
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40 PACKAGE INFORMATION

4.1 144 Pin WFBGA/WC Package

Note:  For the most current package drawings, see the Microchip Packaging Specification at http://www.micro-
chip.com/packaging.

144-Ball Very, Very Thin Fine Pitch Ball Grid Array (WCX) - 10x10 mm Body [WFBGA]

Note:  For the most current package drawings, please see the Microchip Packaging Specification located at
http://www.microchip.com/packaging
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EEC1005

144-Ball Very, Very Thin Fine Pitch Ball Grid Array (WCX) - 10x10 mm Body [WFBGA]

Note:  For the most current package drawings, please see the Microchip Packaging Specification located at
http://www.microchip.com/packaging
(o]
o o
o [o] o)
(] [e] o (o]
(o] [e] o (o] o
(o] [e] (o] (o]
o o (o] o o
o o o o
o) (o] (o] o (o]
(] [e] o [e]
(o] (o] o (o] o
(o] [e] o (o]
[e] o] o o (o]
o o (o] o
(o] (o] (o] o (o]
[o] o o) [o]
[e] o (] o [
(o] (o] o (o]
[e] o (o] [e] (o]
[e] [e] o [e]
(o] o o
o o)
[e]
Units MILLIMETERS
Dimension Limits|  MIN | Nom | MAX
Number of Terminals N 144
Pitch € 0.80 BSC
Overall Height A - | - [ o080
Standoff A1 0.17 REF
Mold Package Thickness A2 035 | 040 | 045
Overall Length D 10.00 BSC
Exposed Pad Length D1 8.80 BSC
Overall Width E 10.00 BSC
Exposed Pad Width E1 8.80 BSC
Terminal Diameter b 020 | 025 | 030
Notes:

1. Pin 1 visual index feature may vary, but must be located within the hatched area.
2. Package is saw singulated
3. Dimensioning and tolerancing per ASME Y14.5M
BSC: Basic Dimension. Theoretically exact value shown without tolerances.
REF: Reference Dimension, usually without tolerance, for information purposes only.

Microchip Technology Drawing C04-416A Sheet 2 of 2
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144-Ball Very, Very Thin Fine Pitch Ball Grid Array (WCX) - 10x10 mm Body [WFBGA]

Note:  For the most current package drawings, please see the Microchip Packaging Specification located at
http://www.microchip.com/packaging
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SILK SCREEN
C1
RECOMMENDED LAND PATTERN
Units MILLIMETERS
Dimension Limits|  MIN_ | NOM | MAX
Contact Pitch E 0.80 BSC
Contact Pad Spacing C1 8.80
Contact Pad Spacing C2 8.80
Contact Pad Width (X20) X 0.25
Notes:

1.

Dimensioning and tolerancing per ASME Y14.5M
BSC: Basic Dimension. Theoretically exact value shown without tolerances.
2. For best soldering results, thermal vias, if used, should be filled or tented to avoid solder loss during

reflow process

Microchip Technology Drawing C04-2416A
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84 Pin WFBGA/SX1 Package

4.2

.MICro-

[lwww

For the most current package drawings, see the Microchip Packaging Specification at htt

chip.com/packaging.
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APPENDIX A: PRODUCT BRIEF REVISION HISTORY

TABLE A-1:  REVISION HISTORY

Revision

Section/Figure/Entry

Correction

DS00003488A (05-06-20)

Initial document
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THE MICROCHIP WEB SITE

Microchip provides online support via our WWW site at www.microchip.com. This web site is used as a means to make
files and information easily available to customers. Accessible by using your favorite Internet browser, the web site con-
tains the following information:

» Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQ), technical support requests, online discussion
groups, Microchip consultant program member listing

» Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of semi-
nars and events, listings of Microchip sales offices, distributors and factory representatives

CUSTOMER CHANGE NOTIFICATION SERVICE

Microchip’s customer natification service helps keep customers current on Microchip products. Subscribers will receive
e-mail notification whenever there are changes, updates, revisions or errata related to a specified product family or
development tool of interest.

To register, access the Microchip web site at www.microchip.com. Under “Support”, click on “Customer Change Notifi-
cation” and follow the registration instructions.

CUSTOMER SUPPORT

Users of Microchip products can receive assistance through several channels:

« Distributor or Representative

* Local Sales Office

+ Field Application Engineer (FAE)

+ Technical Support

Customers should contact their distributor, representative or field application engineer (FAE) for support. Local sales

offices are also available to help customers. A listing of sales offices and locations is included in the back of this docu-
ment.

Technical support is available through the web site at: http://www.microchip.com/support

© 2020 Microchip Technology Inc. DS00003488A-page 13


http://www.microchip.com
http://www.microchip.com
http://www.microchip.com

EEC1005

PRODUCT IDENTIFICATION SYSTEM

Not all of the possible combinations of Device, Temperature Range and Package may be offered for sale. To order or
obtain information, e.g., on pricing or delivery, refer to the factory or the listed sales office.

xxxx@ . [x®
|

Temp Range/ Tape and Reel

X-)|(_X-

PART NO.(") -

Device Total Version/

Temperature Range: 1/ = -40°C to +85°C (Industrial)

Package: wC 144 pin WFBGA 10x10mm body,
0.80mm pitch
SX1 84 pin WFBGA 7x7mm body,
0.65mm pitch
Tape and Reel Blank = Tray packagin%
Option: TR = Tape and Reel 3)

SRAM Revision Package Option
Device: EEC1005(" UBM Controller
Total SRAM: H 256KB
Version/ B# B = Version, # = Version Revision Number
Revision:

Example:

a) EEC1005-/WC = EEC1005 with 12-drive UBM
solution provided with FW

Note 1:

These products meet the halogen maximum
concentration values per IEC61249-2-21.
All package options are RoHS compliant.
For RoHS compliance and environmental
information, please visit http://www.micro-
chip.com/pagehandler/en-
us/aboutus/ehs.html

Tape and Reel identifier only appears in the
catalog part number description. This identi-
fier is used for ordering purposes and is not
printed on the device package. Check with
your Microchip Sales Office for package
availability with the Tape and Reel option

DS00003488A-page 14
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Note the following details of the code protection feature on Microchip devices:
. Microchip products meet the specification contained in their particular Microchip Data Sheet.

. Microchip believes that its family of products is one of the most secure families of its kind on the market today, when used in the
intended manner and under normal conditions.

. There are dishonest and possibly illegal methods used to breach the code protection feature. All of these methods, to our
knowledge, require using the Microchip products in a manner outside the operating specifications contained in Microchip’s Data
Sheets. Most likely, the person doing so is engaged in theft of intellectual property.

. Microchip is willing to work with the customer who is concerned about the integrity of their code.

. Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code protection does not
mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection features of our
products. Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act. If such acts
allow unauthorized access to your software or other copyrighted work, you may have a right to sue for relief under that Act.

Information contained in this publication regarding device applications and the like is provided only for your convenience and may be
superseded by updates. It is your responsibility to ensure that your application meets with your specifications. MICROCHIP MAKES NO
REPRESENTATIONS OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY OR
OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS CONDITION, QUALITY, PERFORMANCE,
MERCHANTABILITY OR FITNESS FOR PURPOSE. Microchip disclaims all liability arising from this information and its use. Use of Micro-
chip devices in life support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend, indemnify and hold
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