MICROCHIP TB3222
EEPROM Emulation for Flash-Only Devices

Introduction

When migrating from 8-bit MCUs to 32-bit MCUs, one of the biggest obstacles is the lack of real
EEPROM memory in majority of 32-bit MCUs. Several software emulation layers exist to address this
issue. However, while providing a seamless emulation of the EEPROM interface, they all have significant
drawbacks like excessive wear on the underlying Flash memory and may result in complete data loss in
case of power interruption while the write is ongoing.

A better approach is described in this document. This approach requires minor changes to the application
flow, but yields a robust EEPROM emulation with minimal wear of the MCU Flash memory.
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The Problem

The Problem

Given the lack of an EEPROM in the majority of modern 32-bit MCUs, the only available location for
storing the variable data is the Flash memory.

The disadvantage of the Flash memory is that it cannot be erased or written in single bytes, as is typically
done for EEPROM memory. Flash memory can only be erased and written in large blocks. A typical erase
block size may be 256 to 8192 bytes, and a typical write block is 64 to 512 bytes. Some Flash
implementations support partial writes, a mode where an erased block may be written multiple times as
long as bits only changed from “1” (erased state) to “0” (programmed state). Even if the Flash supports
partial writes, it often comes with further limitations. In some cases, there is a limit on the number of
partial writes that may be performed before an erase is necessary. In other cases, writes must happen in
some specific alignment and size combinations.

Additionally, the Flash memory allocated for the data storage is often located in the same Flash array as
the application code. This leads to the need to pause the application execution while data is written. The
implementation proposed here enables the user to define the point at which this block is going to happen.
On the other hand, MCU manufacturers recognize this problem, and in many modern MCUs there is a
separate data Flash section available for this use. In some cases, the main Flash array is split into
multiple independent banks, which can be written while other banks are available for reading and code
execution.
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The Solution

The proposed solution is to combine all the variables to be stored persistently in a structure along with a
few service members. The structure can be mapped to the address in the Flash memory or copied into
the SRAM for faster access and possibility of cumulative updates.

The following code shows a typical structure for the data layout. The first part shows the original
structure, and the second part shows the layout after two version updates in addition to the original
version.

typedef struct
{

uint32 t counter;
uint8 t version;
// User Values

uint32 t Cric)

} EepromLayout vl;

typedef struct
{

uint32 t counter;
uint8 t version;

// Version 1 User Values
uint32 t crci;

// Version 2 User Values
uint32 t CEC28

// Version 3 User Values
uint32_t crc3;

} EepromLayout v3;

The version field identifies the version of the structure. Applications that do not have firmware updates
and implement a fixed layout, may omit the version field.

The counter field is a monotonically incrementing counter. Along with CRC field, the highest counter value
identifies the recent valid version of the structure. The 32-bit value will never overflow in practice,
because the counter is only incremented on writes, and the Flash write endurance is limited.

The size of the structure for CRC calculation may be inferred from the version field, or explicitly defined at
part of the structure.

The robustness of this approach comes from allocating the storage for multiple copies of the structure.
Multiple copies may be allocated in the same erase block if the Flash supports partial writes, but the care
must be taken to allocate at least two erase blocks. At the same time at least two copies must be
allocated. This will ensure data protection against damage in case of power interruptions when one of the
blocks must be erased.

Allocating multiple copies has an additional benefit of implementing wear leveling at no additional cost.

The size of the data allocated for each copy must be enough to cover the current size of the structure. It
must also be big enough to cover possible future extensions with the new versions. Updating the
allocation size with the firmware update to a new version is possible but may be complicated.

At the time of the initialization, the application must iterate over all possible copies of the structure. On
each iteration it must calculate the CRC of the current copy and compare the counter field to the best

candidate so far. The copy with the higher counter and version values and the valid CRC value is the

recent valid data that must be loaded into SRAM and used by the application.

If no valid copy is found, the application must initialize all fields to their default value. This can only
happen on a freshly programmed device.
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The application may detect that the copy is valid, but the version of the structure is lower than currently
supported by the application. This will happen on the first boot after the firmware update that changes the
layout of the data. In this case parts of the data from the old version should be loaded as is, and the new
fields should be initialized to the default values. The version field should be updated to the latest value,
after that the structure will be saved in the new version format the next time it is written.

Applications that support firmware updates must support all prior versions of the structure in order to load
the data in the old format. If a firmware downgrade is supported, then the application must preserve the
layout of the data structure to be compatible with the old versions. This includes keeping and updating the
CRC values for all previous versions. If firmware downgrade is not possible, then only one CRC may be
used for the recent version of the structure.

If firmware downgrade is supported, then the version field indicates the latest version. After firmware
downgrade, the application may see an unsupported version set in the version field. In this case it must
assume that the version was set by the recent firmware and use the CRC alone as an indicator for the
validity of the data.

When saving the data to the Flash, the index of the next entry to be written is calculated as (C + 1) % N,
where C is the index of the current valid entry and N is the total number of entries allocated for the
persistent storage.

After a structure is saved, if the new index is pointing to another erase block, the application may choose
to erase the next block ahead of time. This will move erase operation to the time of the last write, making
the next write much faster.

Typically write operation is much faster than erase. Erasing the block ahead of time may give enough
time to the application to detect power failure and save the currently unsaved data.

After the initialization, the application cannot assume that the next block was properly erased after the
previous write, since it may have been interrupted by the power failure. Application must always perform
an erase in this case, even if the Flash appears to be erased.
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Practical Implementation Considerations

The following figure shows a typical memory layout. In the memory layout, eight copies are allocated, that
is, four copies for each erase block. In the first case the entry with the index 2 (Counter = 10) is the recent
copy. After the data is updated, the entry with the index 3 (Counter = 11) will be the recent.
Simultaneously the erase block ‘1’ is erased, because it will contain the next written entry. All entries are
used in a round-robin fashion, ensuring equal wear of the Flash memory.

Figure 3-1. Memory Layout

0 Counter=8 Counter=8
1 Counter=9 Counter=9
Erase Block O
2 Counter=10 Counter=10
3 Counter=11 \
4 Counter=4 1
5 Counter=5
Erase Block 1
B Counter=56
7 Counter=7

Y

To limit the number of Flash erase cycles, an actual write must be initiated by the application. This may
happen on each field update, or after several fields were updated simultaneously. Additionally, the
application may choose to save updated values periodically after a set timeout. Any changes to the data
within the same timeout period will be written simultaneously saving Flash erase cycles.

In cases, when EEPROM access is rare and mostly read-only, for example, when EEPROM is used to
store calibration data, it may make more sense to access the data directly from the Flash without
maintaining a copy in the SRAM. In this case a temporary copy of the data structure must be created in
the SRAM every time the data must be saved.

Special care must be taken when the persistent memory is allocated in the separate data section of the
device that is accessible for writes while the main Flash is available for the code execution. In this case
the code is executed in parallel with the Flash write and erase operations, which minimized the impact of
the EEPROM emulation on the code execution. However, the EEPROM emulation code must keep track
of the fields that are changed during the ongoing write. The data saving code may either create a copy of
the data that is being saved, or block execution of the update operations while Flash access is in
progress.
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The Microchip Website

Microchip provides online support via our website at http://www.microchip.com/. This website is used to
make files and information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design
resources, user’s guides and hardware support documents, latest software releases and archived
software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests,
online discussion groups, Microchip design partner program member listing

* Business of Microchip — Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products.
Subscribers will receive email notification whenever there are changes, updates, revisions or errata
related to a specified product family or development tool of interest.

To register, go to http://www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

« Distributor or Representative

* Local Sales Office

* Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also
available to help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the web site at: http://www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

* Microchip products meet the specification contained in their particular Microchip Data Sheet.

* Microchip believes that its family of products is one of the most secure families of its kind on the
market today, when used in the intended manner and under normal conditions.

» There are dishonest and possibly illegal methods used to breach the code protection feature. All of
these methods, to our knowledge, require using the Microchip products in a manner outside the
operating specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is
engaged in theft of intellectual property.

» Microchip is willing to work with the customer who is concerned about the integrity of their code.

* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their
code. Code protection does not mean that we are guaranteeing the product as “unbreakable.”
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Code protection is constantly evolving. We at Microchip are committed to continuously improving the
code protection features of our products. Attempts to break Microchip’s code protection feature may be a
violation of the Digital Millennium Copyright Act. If such acts allow unauthorized access to your software
or other copyrighted work, you may have a right to sue for relief under that Act.

Legal Notice

Information contained in this publication regarding device applications and the like is provided only for
your convenience and may be superseded by updates. It is your responsibility to ensure that your
application meets with your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY
OR OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS
CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR FITNESS FOR PURPOSE.
Microchip disclaims all liability arising from this information and its use. Use of Microchip devices in life
support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, Adaptec, AnyRate, AVR, AVR logo, AVR Freaks,
BesTime, BitCloud, chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR,
HELDO, IGLOO, JukeBlox, KeelLoq, Kleer, LANCheck, LinkMD, maXStylus, maXTouch, MedialLB,
megaAVR, Microsemi, Microsemi logo, MOST, MOST logo, MPLAB, OptoLyzer, PackeTime, PIC,
picoPower, PICSTART, PIC32 logo, PolarFire, Prochip Designer, QTouch, SAM-BA, SenGenuity, SpyNIC,
SST, SST Logo, SuperFlash, Symmetricom, SyncServer, Tachyon, TempTrackr, TimeSource, tinyAVR,
UNI/O, Vectron, and XMEGA are registered trademarks of Microchip Technology Incorporated in the
U.S.A. and other countries.

APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, FlashTec, Hyper Speed
Control, HyperLight Load, IntelliMOS, Libero, motorBench, mTouch, Powermite 3, Precision Edge,
ProASIC, ProASIC Plus, ProASIC Plus logo, Quiet-Wire, SmartFusion, SyncWorld, Temux, TimeCesium,
TimeHub, TimePictra, TimeProvider, Vite, WinPath, and ZL are registered trademarks of Microchip
Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyin, AnyOut, BlueSky,
BodyCom, CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController,
dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial
Programming, ICSP, INICnet, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, memBrain,
Mindi, MiWi, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient
Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE,
Ripple Blocker, SAM-ICE, Serial Quad I/0, SMART-L.S., SQI, SuperSwitcher, SuperSwitcher I, Total
Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock, Wireless DNA, and ZENA are
trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered
trademarks of Microchip Technology Inc. in other countries.
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GestlIC is a registered trademark of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary of
Microchip Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2019, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.
ISBN: 978-1-5224-4756-6

Quality Management System

For information regarding Microchip’s Quality Management Systems, please visit http:/
www.microchip.com/quality.
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