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INTRODUCTION

This application note introduces the concept of High-availability Seamless Redundancy (HSR), explains how it works,
and aims to offer guidance and reference on how to implement it with the KSZ9477 Ethernet switch. This document is
intended for users familiar with the HSR protocol and Microchip KSZ9477. It mainly focuses on a single-ring network
scenario and does not cover connected-ring scenarios. The performance measurement data showed in this application
note is based on EVB-KSZ9477 where an external processor, SAMA5D3, manages the switch.

SECTIONS

This application note covers the following sections:

General Information

HSR Support

Hardware HSR

HSR System Implementation
KSZ9477 Chip Limitations
Processor Selection

REFERENCES

Refer to following documents when using this application note:

KSZ9477S 7-Port Gigabit Ethernet Switch with Ring Redundancy, SGMII and RGMII/MII/RMII Interfaces
Data Sheet

IEC 62439-3 Clause 5
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GENERAL INFORMATION

Redundancy Options

To protect against communication failure, some Layer 2 redundancy protocols, such as STP/RSTP, Link Aggregation,
and DLR, etc. have been developed. All these protocols are normally second/sub-second recovery and do not provide
zero-packet loss during switchover.

HSR Overview
High-availability Seamless Redundancy is a standard defined in IEC 62439-3 Clause 5 targeting applications that
require short reaction time and high availability.

The typical HSR topology is a ring. The source node duplicates all the frames it wants to send. It sends the frames using
two different paths to their destination. In case of one network component failure, such as a link or a node failure, the
frames will still reach their destination.

Frames forwarding in the ring carry the HSR tag inserted by the source node, which contains a sequence number. The
doublet of source MAC address and sequence number uniquely identifies copies of the same frame. See Figure 1.

FIGURE 1: HSR-TAGGED PACKET FORMAT

HSR-Tagged Packet Format

6 Bytes 6 Bytes 4 Bytes 6 Bytes 2 Bytes
DA | SA| VLAN | HSRTag | TL | Payload | FCS

16 4 12 16
892F Path ID | LSDU Size | Sequence Number |

HSR Advantages

HSR is a low-cost, zero-recovery redundancy protocol. This feature makes it highly suitable for real-time and mission-
critical applications. See Table 1.

TABLE 1: REDUNDANCY PROTOCOLS COMPARISON

Protocol Switch-Over Time Comments

Link Aggregation Less than 50 ms Only for link failure protection

Spanning Tree Several seconds Commonly used but has the largest fail-over time (Note 1)

Device Level Ring Less than 50 ms Use beacon packets to detect failure.

Parallel Redundancy Protocol |Zero Double the switch, cable, and data. This is mostly used in
star topology.

HSR Zero Double data. No single point of failure. This is mostly used
in ring topology.

Note 1: Do not enable Spanning Tree Protocol (STP) on the HSR ring ports.
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HSR SUPPORT

Software HSR Implementation

In the software-based HSR implementation, the HSR tag needs to be inserted in every frame sent out. These frames
are also duplicated and sent to two ports. When the frame is received, the software needs to check duplicates and drop
them. Because of this, the software has to maintain a database for received frames within a certain time.

Hardware HSR Implementation

In contrast with pure software implementation, hardware-based HSR implementation allows offloading of some CPU
work, such as HSR frame duplication, hardware frame forwarding, and HSR sequence number checking, among others.
Switches that can Implement Hardware HSR

The Microchip KSZ9477 is a highly recommended Ethernet switch for developing the hardware-based HSR.
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HARDWARE HSR

HSR Principle

Below are the two node types used in HSR:

1. Doubly Attached Node for HSR (DANH): A DANH has two Ethernet ports to connect to one HSR ring. When
sending frames, DANH-node sends a duplicate of each frame into the network, one to each of the directions in
the ring. When receiving, it accepts the first copy and discards the second, thus eliminating the duplicate.

2. Redundancy Box (RedBox): RedBox is an entity that has three Ethernet ports. Two ports are connected to an
HSR ring, and one port is a traditional Ethernet port. RedBoxes are used to connect non-HSR nodes and non-
HSR network segments (Single Attached Nodes or SAN) to HSR networks. RedBoxes forward the frames over
the ring-like DANH nodes and act as proxies for all SANs that access them.

Frame Forwarding In HSR Network

UNICAST FRAME FORWARDING DECISION

When a unicast packet reaches the destination node, it is consumed by the receiver and not forwarded. If a unicast
frame does not match any node in the ring, it will be dropped and stopped being forwarded by one middle-node with
the duplicate frame discard function enabled. In case it is forwarded back to the originating node, it is going to be
dropped because the source MAC address matches the node address. See Figure 2.

FIGURE 2: UNICAST FRAME FORWARDING DECISION
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Note 1: Solid arrows: red = “A” - Frame, green = “B”- Frame, and blue = Non-HSR Format Frame
2: Void arrows = unicast frame not being received
3: Cross = Frame removed from the ring
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MULTICAST/BROADCAST FRAME FORWARDING DECISION

A multicast/broadcast packet is forwarded by each node because there could be multiple potential receivers. Usually, a
multicast/broadcast packet is dropped and stopped being forwarded by one middle-node with duplicate frame discard
function enabled. If somehow a multicast frame is forwarded back to the originating node, it is dropped because the
source MAC address matches the node address. See Figure 3.

FIGURE 3: MULTICAST/BROADCAST FRAME FORWARDING DECISION
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2: Cross = Frame removed from the ring
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KSZ9477 Implementation Algorithm and Programming

Figure 4 shows how HSR is implemented with KSZ9477. In this process, the CPU software is required to attach the
HSR tag to a packet and send it to both A and B ports with the tail tag mechanism. The KSZ9477 hardware forwards
the packet to both port A and port B based on the egress tail tag port map (tail tag will be removed and will not be sent
out on the wire). While receiving, KSZ9477 provides the hardware a duplicate discard functionality.

FIGURE 4: OVERVIEW OF THE KSZ9477 HSR IMPLEMENTATION
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SELECTING TWO PORTS TO PARTICIPATE IN THE HSR RING

Any two ports of the KSZ9477 may be used as ports for participation in the HSR ring. In a related registers setting,
HSR ports are selected by setting two bits, as appropriate, in the HSR Port Map register. For instance, to select port 1
and port 2, bit[6:0] should be set as 0x3.

Note: The HSR Port Map register is required to be set once regardless of its default value. I

TX PACKET DUPLICATION FROM HOST TO SWITCH

All frames in an HSR network are generated by the CPU software, including the HSR tag and sequence numbers. Tail
tagging must be utilized for the CPU to indicate the two destination ports for each generated frame. It is a method that
communicates ingress and egress port information between the CPU and the switch. Tail tagging is useful for spanning
tree protocol, IGMP/MLD snooping, IEEE 1588, and other applications. The tail tag is inserted at the end of the packet,
between the payload and the 4-byte CRC/FCS.

To enable tail tagging in a related registers setting, set the Tail Tag Enable bit in a Port Operation Control 0 register at
address 0xN020 for port “N”. When this bit is set for one port, that port is referred to as the “host” port. Note that tail
tagging applies only to the host port and never to any other ports of the switch. Then, in the two tail tag bytes (which
refer to Transmit Tail Tag Format in the KSZ9477S Data Sheet), the host processor adds to each packet and determine
the egress ports with bits [6:0]. The Lookup bit 10 should not be set.
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RX PACKET DUPLICATION DISCARDING

Hardware-assisted duplicate frame discard is implemented in KSZ9477 by utilizing a two-way set-associative on-chip
memory with 512 entries for storing and managing variables relating to received frames. Entries are indexed by a
combination of the source and destination addresses as reduced by a hash function. Tracking is performed
independently for each of the two ring ports. For each received frame, the HSR sequence number is extracted and
compared to values in the table. If a matching frame has already been received on the other port, the frame is dropped.
If not, then standard forwarding rules apply.

In a related registers setting, duplicate discard function is enabled by setting bit 7 in the Global HSR AME Control 0
register (0x0644). Meanwhile, bit 6 in the Global HSR AME Control O register needs to be turned off.

PREVENTING PACKET LOOP IN THE RING BY SELF-ADDRESS FILTERING

Self-address filtering is used to ensure that frames cannot traverse the ring more than once. When this feature is
enabled, the source address of all received frames is compared to the node's own MAC address. If there is a match,
the frame will not be forwarded and will be discarded.

In a related registers setting, self-address filtering can be enabled for all ports by setting bit 6 in the Switch Lookup
Engine Control 1 register. Alternatively, it can be enabled on a per-port basis by setting bit 3 in the Port Control 2
register. Both this port enable bit and the global enable bit must be set to activate self-address filtering. The local MAC
address is programmed in Global Switch MAC Address registers (Switch MAC Address 0 register through Switch MAC
Address 5 register).
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HSR SYSTEM IMPLEMENTATION

DANH-Node or RedBox

The EVB-KSZ9477 can operate as both DANH-node and RedBox in a typical HSR ring topology. Below is an HSR per-

formance report of the EVB-KSZ9477.

THE EVB-KSZ9477 OPERATING AS DANH-NODE

Test Topology

The operation of EVB-KSZ9477 as a DANH-NODE in a ring topology is illustrated in Figure 5.

FIGURE 5: EVB-KSZ9477 AS DANH-NODE TEST TOPOLOGY
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Device Configuration

All devices have almost the same configuration except for IP address/MAC address. On each device, run the commands

in Figure 6 for the Uboot prompt:

FIGURE 6: COMMANDS FOR UBOOT PROMPT

setenv multi dev 0
setenv ethl ports 3
setenv ethl proto hsr
setenv ethl vlan 0x7e
saveenv

boot
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Test Design

In this scenario, all frames originate from the SAMA5D3 processor. Use the Iperf3 tool to simulate TX/RX process of
real application traffic. In destination node KSZ9477-3, run the #iperf3 -s command to operate as a server.

In source node KSZ9477-1 in Figure 5, iperf operates as a client, and UDP is used as a traffic type to measure the band-

width. See Table 2.

TABLE 2: TEST RESULTS OF EVB-KSZ9477 OPERATING AS DANH-NODE
UDP Buffer Length Ethernet Packet Size Maximum Packet per CPU Usage
(including 6 bytes HSR tag, Bandwidth Second
without FCS)
16 64 776 Kbits/sec 6062 pps Close to 100%
80 128 3.98 Mbits/sec 6221 pps Close to 100%
208 256 9.96 Mbits/sec 5983 pps Close to 100%
464 512 22.2 Mbits/sec 5971 pps Close to 100%
976 1024 45.1 Mbits/sec 5778 pps Close to 100%
1464 1512 67.1 Mbits/sec 5730 pps Close to 100%
8192 8240 124 Mbits/sec 1885 pps Close to 100%

THE EVB-KSZ9477 OPERATING AS REDBOX

Test Topology

The operation of EVB-KSZ9477 as a RedBox in a ring topology is shown in Figure 7.

FIGURE 7: EVB-KSZ9477 AS REDBOX TEST TOPOLOGY
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Device Configuration

All devices have almost the same configuration except for IP address/MAC address. On each device, run the following
commands on the Uboot prompt. See Figure 8.

FIGURE 8: DEVICE CONFIGURATION COMMANDS

setenv multi dev 1

setenv ethl ports 3
setenv ethl proto hsr
setenv ethl vlan 0x7e
setenv eth2 proto redbox
setnev eth2 vlan 0x7f

saveenv

boot

Test Design

Smartbits are used to simulate SANs (Singly Attached Nodes), which rely on RedBox to work with HSR networks. See
Table 3.

TABLE 3: TEST RESULTS OF EVB-KSZ9477 OPERATING AS REDBOX

Packet Size TX Speed Maximum Throughput CPU Usage
64 bytes 1000 Mbps 0.936%, 9.36Mbps Close to 100%
128 bytes 1000 Mbps 1.55%, 15.5Mbps Close to 100%
256 bytes 1000 Mbps 2.86%, 28.6Mbps Close to 100%
512 bytes 1000 Mbps 5.25%, 52.5Mbps Close to 100%

1024 bytes 1000 Mbps 9.58%, 95.8Mbps Close to 100%
1500 bytes 1000 Mbps 12.99%, 129.9Mbps Close to 100%

KSZ9477 CHIP LIMITATIONS

e Software is required to implement the duplicate discard function when the number of nodes is even and
the HW based duplicate discard is enabled in the switch.

The switch has to know that a packet has come before it can determine that a duplicate happened the next time the
same packet arrives again. The arrival of the first packet is recognized at the end of its transmission, while the second
packet is looked up just after the VLAN tag is received. For instance, the duplicate packet arrives before the first
packet is completely received (so the recognition of the first packet has not happened yet). Given this situation, the
switch does not have the record to remove the duplicated packet. This only happens when these two packets overlap
inside the switch. Therefore, the difference between the arrival times of the two packets would probably be either in
ns or ps.

For example, a 64-byte packet has the packet receiving time of (8 + 64) x 80 ns = 5.76 us for 100 Mbps port. The first
packet arrived. If the first 24 bytes of the duplicate packet arrive before the previous packet is completely received,
the first packet cannot be discarded. In this case, the second packet needs to arrive at least (8 + 64 —24) x 80 ns =
3.84 ps later than the first packet’s arrival. There is a shorter time required in Gigabit port (1/10 of it), but this depends
on the length of the packet.

This scenario happens when both the original packet and the duplicate packet enter the switch at about the same
moment (with only ns-to-us level difference), so the device cannot handle it. It should not happen frequently in net-
work rings of more than 2 nodes. With the duplicate discard function enabled in the switch, it will remove most of the
duplicate packets, and the software just needs to handle the rest of the packets.

* Some MAC controllers do not understand the HSR tag, so hardware checksum generation may fail and the

function has to be disabled. This affects the network performance for UDP and especially TCP packets

when running on Linux®.
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PROCESSOR SELECTION

When a device such as EVB-KSZ9477 operates as DANH in the TX direction, all application traffic originates from the
CPU. The CPU is also expected to add an HSR tag on all application traffic. In the RX direction, the CPU is responsible
to strip the HSR tag before delivering traffic back to application layer.

When a device like EVB-KSZ9477 operates as RedBox, the CPU plays a traffic relay role between the Non-HSR net-
work and HSR network. In particular, the CPU relays traffic in a software bridging manner. The CPU also handles the
work of adding and removing the HSR tag.

Therefore, both conditions above show that the HSR bandwidth performance is limited to the capabilities of the CPU
processor, so choosing the most suitable processor is crucial to achieving optimum results.

© 2020 Microchip Technology Inc. DS00003474A-page 11



AN3474

APPENDIX A: APPLICATION NOTE REVISION HISTORY

TABLE A-1:  REVISION HISTORY

Revision Level & Date

Section/Figure/Entry

Correction

DS00003474A
(05-20-2020)

Initial Release
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NOTES:
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THE MICROCHIP WEBSITE

Microchip provides online support via our WWW site at www.microchip.com. This website is used as a means to make
files and information easily available to customers. Accessible by using your favorite Internet browser, the website
contains the following information:

» Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

» General Technical Support — Frequently Asked Questions (FAQ), technical support requests, online discussion
groups, Microchip consultant program member listing

» Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

CUSTOMER CHANGE NOTIFICATION SERVICE

Microchip’s customer notification service helps keep customers current on Microchip products. Subscribers will receive
e-mail notification whenever there are changes, updates, revisions or errata related to a specified product family or
development tool of interest.

To register, access the Microchip web site at www.microchip.com. Under “Support”, click on “Customer Change Notifi-
cation” and follow the registration instructions.

CUSTOMER SUPPORT

Users of Microchip products can receive assistance through several channels:

« Distributor or Representative

» Local Sales Office

 Field Application Engineer (FAE)

» Technical Support

Customers should contact their distributor, representative or Field Application Engineer (FAE) for support. Local sales

offices are also available to help customers. A listing of sales offices and locations is included in the back of this
document.

Technical support is available through the web site at: http://microchip.com/support
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