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Note the following details of the code protection feature on Microchip devices:
. Microchip products meet the specification contained in their particular Microchip Data Sheet.

. Microchip believes that its family of products is one of the most secure families of its kind on the market today, when used in the
intended manner and under normal conditions.

. There are dishonest and possibly illegal methods used to breach the code protection feature. All of these methods, to our
knowledge, require using the Microchip products in a manner outside the operating specifications contained in Microchip’s Data
Sheets. Most likely, the person doing so is engaged in theft of intellectual property.

. Microchip is willing to work with the customer who is concerned about the integrity of their code.

. Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code protection does not
mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection features of our
products. Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act. If such acts
allow unauthorized access to your software or other copyrighted work, you may have a right to sue for relief under that Act.

Information contained in this publication regarding device applications and the like is provided only for your convenience and may be
superseded by updates. It is your responsibility to ensure that your application meets with your specifications. MICROCHIP MAKES NO
REPRESENTATIONS OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY OR
OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS CONDITION, QUALITY, PERFORMANCE,
MERCHANTABILITY OR FITNESS FOR PURPOSE. Microchip disclaims all liability arising from this information and its use. Use of
Microchip devices in life support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend, indemnify and
hold harmless Microchip from any and all damages, claims, suits, or expenses resulting from such use. No licenses are conveyed, implic-
itly or otherwise, under any Microchip intellectual property rights.
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Object of Declaration:

OTP Programmer

EU Declaration of Conformity

This declaration of conformity is issued by the manufacturer.

The development/evaluation tool is designed to be used for research and development in a laboratory
environment. This development/evaluation tool is not a Finished Appliance, nor is it intended for
incorporation into Finished Appliances that are made commercially available as single functional units to
end users under EU EMC Directive 2004/108/EC and as supported by the European Commission’s Guide
for the EMC Directive 2004/108/EC (8" February 2010).

This development/evaluation tool complies with EU RoHS2 Directive 2011/65/EU.

For information regarding the exclusive, limited warranties applicable to Microchip products, please see
Microchip’s standard terms and conditions of sale, which are printed on our sales documentation and
available at www.microchip.com.

Signed for and on behalf of Microchip Technology Inc. at Chandler, Arizona, USA

ﬁ&lj_é@ J&A&%ng_b_d,
Derek Carlson Date

VP Development Tools
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Preface

NOTICE TO CUSTOMERS

All documentation becomes dated, and this manual is no exception. Microchip tools and
documentation are constantly evolving to meet customer needs, so some actual dialogs
and/or tool descriptions may differ from those in this document. Please refer to our web site
(www.microchip.com) to obtain the latest documentation available.

Documents are identified with a “DS” number. This number is located on the bottom of each
page, in front of the page number. The numbering convention for the DS number is
“DSXXXXXA”, where “XXXXX” is the document number and “A” is the revision level of the
document.

For the most up-to-date information on development tools, see the MPLAB® IDE online help.
Select the Help menu, and then Topics to open a list of available online help files.

INTRODUCTION
This chapter contains general information that will be useful to know before using the
OTP Programmer. ltems discussed in this chapter include:

* Document Layout

» Conventions Used in this Guide

* The Microchip Web Site

» Development Systems Customer Change Notification Service
» Customer Support

» The Microchip Web Site

DOCUMENT LAYOUT

This document describes how to program the OTP using the OTP programmer utility.
The manual layout is as follows:

* Chapter 1. “Introduction”
* Chapter 2. “OTP Programming”
* Chapter 3. “Appendix”

© 2013 Microchip Technology Inc. DS50002223A-page 7
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CONVENTIONS USED IN THIS GUIDE

This manual uses the following

documentation conventions:

DOCUMENTATION CONVENTIONS

Description

Represents

Examples

Arial font:

Italic characters

Referenced books

MPLAB® IDE User’s Guide

Emphasized text

...Is the only compiler...

Initial caps A window the Output window
A dialog the Settings dialog
A menu selection select Enable Programmer
Quotes A field name in a window or | “Save project before build”
dialog
Underlined, italic text with A menu path File>Save
right angle bracket
Bold characters A dialog button Click OK

A tab

Click the Power tab

N‘Rnnnn

A number in verilog format,
where N is the total number of
digits, Ris theradixand nis a
digit.

4'b0010, 2'hF1

Text in angle brackets < >

A key on the keyboard

Press <Enter>, <F1>

Courier New font:

Plain Courier New

Sample source code

#define START

Filenames autoexec.bat

File paths c:\mccl8\h

Keywords _asm, _endasm, static
Command-line options -Opa+, -Opa-

Bit values 0, 1

Constants OxFF, ‘A’

Italic Courier New

A variable argument

file.o, where file can be
any valid filename

Square brackets [ ]

Optional arguments

mccl8 [options] file

[options]

Curly brackets and pipe
character: { | }

Choice of mutually exclusive
arguments; an OR selection

errorlevel {0]|1}

Ellipses...

Replaces repeated text

var_name [,
var_name. . .]

Represents code supplied by
user

void main (void)
{
}

DS50002223A-page 8
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THE MICROCHIP WEB SITE

Microchip provides online support via our web site at www.microchip.com.
This web site is used as a means to make files and information easily avail-
able to customers. Accessible by using your favorite Internet browser, the
web site contains the following information:

* Product Support — Data sheets and errata, application notes and
sample programs, design resources, user’s guides and hardware sup-
port documents, latest software releases and archived software

» General Technical Support — Frequently Asked Questions (FAQs),
technical support requests, online discussion groups, Microchip con-
sultant program member listing

» Business of Microchip — Product selector and ordering guides, latest
Microchip press releases, listing of seminars and events, listings of
Microchip sales offices, distributors and factory representatives

DEVELOPMENT SYSTEMS CUSTOMER CHANGE NOTIFICATION SERVICE

Microchip’s customer notification service helps keep customers current on
Microchip products. Subscribers will receive e-mail notification whenever
there are changes, updates, revisions or errata related to a specified prod-
uct family or development tool of interest.

To register, access the Microchip web site at www.microchip.com, click on
Customer Change Notification and follow the registration instructions.

The Development Systems product group categories are:

+ Compilers — The latest information on Microchip C compilers, assem-
blers, linkers and other language tools. These include all MPLAB C
compilers; all MPLAB assemblers (including MPASM assembler); all
MPLAB linkers (including MPLINK object linker); and all MPLAB librar-
ians (including MPLIB object librarian).

+ Emulators — The latest information on Microchip in-circuit emula-
tors.This includes the MPLAB REAL ICE and MPLAB ICE 2000 in-cir-
cuit emulators.

* In-Circuit Debuggers — The latest information on the Microchip in-cir-
cuit debuggers. This includes MPLAB ICD 3 in-circuit debuggers and
PICkit 3 debug express.

* MPLAB IDE - The latest information on Microchip MPLAB IDE, the
Windows Integrated Development Environment for development sys-
tems tools. This list is focused on the MPLAB IDE, MPLAB IDE Project
Manager, MPLAB Editor and MPLAB SIM simulator, as well as general
editing and debugging features.

* Programmers — The latest information on Microchip programmers.
These include production programmers such as MPLAB REAL ICE
in-circuit emulator, MPLAB ICD 3 in-circuit debugger and MPLAB PM3
device programmers. Also included are nonproduction development
programmers such as PICSTART Plus and PIC-kit 2 and 3.

DS50002223A-page 9 © 2013 Microchip Technology Inc.
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CUSTOMER SUPPORT

Users of Microchip products can receive assistance through several channels:
+ Distributor or Representative

* Local Sales Office

 Field Application Engineer (FAE)

» Technical Support

Customers should contact their distributor, representative or field application
engineer (FAE) for support. Local sales offices are also available to help cus-
tomers. A listing of sales offices and locations is included in the back of this
document.

Technical support is available through the web site at:
http://www.microchip.com/support

DOCUMENT REVISION HISTORY
Revision A (November 2013)

« Initial release of this document.
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Chapter 1. Introduction

1.1 INTRODUCTION

This document is a guide to program the OTP available in SEC1110 and SEC1210
ASIC’s. The programming of the OTP is achieved using OTP Programmer.exe

application via USB interface.
This application is supported under Windows 7 and Windows XP SP3.

© 2013 Microchip Technology Inc. DS50002223A-page 11
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Chapter 2. OTP Programming

21

HOW TO PROGRAM THE OTP

Enumerate the evaluation board in Boot ROM mode. For more information, please

refer to application note, AN0O02-EVB SECxxxx.

a) Launch the OTP Programmer.exe application

b) The device list (box at the left top) should list a device (1)

c) Select the operation “Download Firmware (Hex/Bin file>OTP)” in the operations
List. (box below the device list) (2)

Note: Selecting “Download to OTP and Boot from OTP” in the operations list sets
OTP_ROM_EN bit (in OTP) and triggers auto boot from the OTP
immediately after programming.

d) Click on Browse, located at the right side and select the bin file to be downloaded
(not a hex file) (3)

e) Click on Execute (4)

f) A notification will be shown when the firmware is downloaded

© 2013 Microchip Technology Inc. DS50002223A-page 13
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FIGURE 2-1: STEPS TO PROGRAM OTP

(¥ Main Row " BootRow " RedundantRow
Address(dec) Row Data (hex) [b0b1b3 ... b1]

r B
B OTP Pregrammer Q |Lﬂ
QTP Commands
i* 166B 1 IXB t Sector
Sector -0 =

Modify OTP Params |
Start Address End Address Verify
Modify OTP Spedial Regster | | [ [0 Batch Program
I™ Soskfalledbits [~ Usexdataread _BatchVesify
ADATA Read [ Write Irvaoke Function Call

addressihex) 3000 Lengthided) [ 1 Address{hex) Ivoke Functen |

Trim Int. Osc.

™ Auto execute on Device Detection
¥ verify Select File

J

[T Config Address

(OTPProgrammer started [Mar 16 13:22:10]
Initiaksing the Boot ROM Device ...

Started Monitoring for OTP characterizsabon ...
Obtained Chip ID 0x 38

Boot ROM Device initialsation completed successfdy
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2.2

HOW TO ENABLE CODE EXECUTION FROM OTP

Note:

Before enabling execution from OTP, make sure that all the programming
operations are completed. A Boot ROM device will not enumerate after
power cycling the device and enabling the OTP execution. Note that pro-
gramming is only possible if Boot ROM device is available.

a)

FIGURE 2-2:

In the main dialog click on the button “Modify OTP Special
Register” (5)

ENABLING OTP AFTER PROGRAMMING

'd
| . OTP Programmer

Device List

Scan WinlSB Device

SMSC WinUSB Device 0 VID : 424 FID : 101

OTP Commands:

# 18E  3xB

& Main Row " BootRew ¢ RedundantRow
Address(dec) Row Data (hex) [b0b1b2 ... b15]
R

_Read |

5 Modfy OTP Special Register

Program
Start Address  End Address  Verify

I I e

EBatch Program

R

XDATA Read [ Write

Address(hax) 131}:-0

Selact Operation

Lo nad l‘.ﬂ" =
Duownicad to OTP and Boot
Upload Firmware (OTP -> i |
Download Hex /Bin fle -> SR
XData Read

CTPProgrammer started [Mar
Iritisksing the Boot ROM Devil
Started Monitoring for OTP |
Obtained Chip ID 038
Baot ROM Device initiaksabon] |

| OTP Special Register Control Panel -

T E ]
LOCK Sector
™ Mook
[~ Sector0 [~ Sector 2
[T Sector 1 [ Sector 3| | B

Trim Control Misc Numbers
0SC48_FTRIM 0000 I™ Program FTRIM WAFER_NUM 0000 | |
OSCI2KHZ_FTRIM | 0000 LOT_MUM 0000 =
BGTRIM [o =] I Pogamsomm || pcpe [0 ||
XY Coordinates
X_COORD ’E ¥_COORD I'E | Execute
Serial Number

UNIQUE_SMO | 00000000

=D e |
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b) In the newly launched “OTP Special Register Control Panel”, tick the
check box “OTP_ROM_EN” under “Misc Control” group (6)

c) Click on Update (7).
d) Turn off the board
e) Power on the board, code execution is from OTP

Note 1: Values in “OTP Special Register Control Panel” dialog are read
from/written to OTP boot rows 0 & 2 of sector 0.

Note: Hence the values could only be modified such a way that a bit ‘0’ becomes
bit ‘1’. The reverse is not possible.

2: Once the "OTP_ROM_EN"is setin OTP, the Boot ROM is no lon-
ger given control. As a result, the OTPProgrammer.exe cannot be
used to read/write to OTP.

DS50002223A-page 16 © 2013 Microchip Technology Inc.
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Chapter 3. Appendix

3.1 WHATTO DO IN CASE OF A PROGRAMMING ERROR

All user operations and errors encountered by OTP Programmer application is logged
into “OTP Programmer.log” file.

For analysis and debug of issues with OTP Programmer and its operation this log file
is required. It will be created in the same folder as that of the “OTP Programmer.exe”

© 2013 Microchip Technology Inc. DS50002223A-page 17
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China - Shenyang
Tel: 86-24-2334-2829
Fax: 86-24-2334-2393

China - Shenzhen
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Fax: 886-3-5770-955
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Tel: 886-2-2508-8600
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Fax: 66-2-694-1350
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Fax: 43-7242-2244-393
Denmark - Copenhagen
Tel: 45-4450-2828

Fax: 45-4485-2829
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Tel: 33-1-69-53-63-20
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Tel: 49-2129-3766400
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Tel: 49-89-627-144-0
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Tel: 49-7231-424750
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Tel: 39-0331-742611
Fax: 39-0331-466781
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Tel: 39-049-7625286
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Tel: 31-416-690399
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