MICROCHIP AN4895
PolarFire EDAC and Scrubbing of Fabric RAMs

Introduction

The CoreEDAC IP generates Error Detection And Correction (EDAC) circuitry for both internal (on-chip) and external
RAM blocks. The user data is fed to the EDAC encoder, which calculates the parity bits and appends these to

the user data, forming a codeword. The codeword is stored into the RAM. During user read, the read codeword is
decoded first, which detects and corrects errors (if any), discards parity bits, and outputs the corrected user data
word. Scrubbing periodically checks every memory location using the ECC decoder. If a location contains a corrupted
word, the decoder detects and corrects the word. The scrubbing circuitry then writes the corrected word back to the
same location. To provide normal access to the RAM and prevent decreasing performance, scrubbing is only done
during idle periods. The scrubbing circuitry sets a proper write address and write enable signals, writing the corrected
codeword back to the RAM. Writeback occurs only upon detecting an error.
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EDAC and Scrubbing of Fabric RAMs

To program the application design note, use the following option:

Using the job file: To program the device using the job file provided along with the design files, see 5. Appendix 1:
Programming the Device Using FlashPro Express.

Design Requirements
The following table lists the hardware and software requirements for this application note design.

Table 1-1. Design Requirements

Requirement Version

Operating System 64-bit Windows® 10
Hardware

PolarFire® Evaluation Kit (MPF300-EVAL-KIT) Rev D or later
12V/5A AC power adapter and cord

USB 2.0A to mini-B cable for UART and
programming

Software

Libero® SoC Refer to the readme . txt file provided in the design files for the

FlashPro Express software versions used with this reference design.

Important: Libero SmartDesign and configuration screen shots shown in this guide are for illustration
purpose only. Open the Libero design to see the latest updates.

Prerequisites
Before you start, perform the following steps:

1. Download the design files from:
www.microchip.com/en-us/application-notes/AN4895

2. Download and install Libero SoC from: Libero SoC Documentation

Application Note Design

EDAC detects a 1-bit error or 2-bit error when data is read from the memory. If EDAC detects the 1-bit error, the
EDAC controller corrects the same error bit. If EDAC is enabled for all the 1-bit and 2-bit errors, corresponding
error counters get incremented. To demonstrate this, an error is introduced manually and detection and correction is
observed. The application note design shows how to use CoreEDAC IP with internal uSRAM s for the following:

» Detect and correct single-bit errors

» Detect double-bit errors

* Perform auto memory scrubbing and on-demand memory scrubbing

The following figure shows the block diagram of the design.
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Figure 1-1. Block Diagram
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You can use the similar approach for on-chip LSRAMSs. This application note design does not demonstrate the use of
EDAC with external memories.

The following steps describes how to use CoreEDAC IP with on-chip LSRAMSs:

1.

Configure CoreEDAC IP to use internal yuSRAM blocks and set the memory depth to 1 kb. To induce an error
into the memory, enable error inject test port. To correct the errors, enable scrubbing logic.

Use the user RTL logic to write and read 1 kb data to and from the memory. This logic also monitors the status
flags set by the CoreEDAC controller to monitor the scrubbing requests and to detect single-bit and double-bit
errors.

Universal Asynchronous Receiver and Transmitter (UART) is used to interface with GUI to provide commands
to the design and display the error counters and status flags.

The application note design performs the following operations using the GUI.
— Memory Write: Initializes 1 kb yYSRAM memory with incremental data

— Memory Read: Reads 1 kb data from ySRAM memory to verify the memory is initialized. Initially, the
memory is not corrupted; hence the error counters must be zero.

— Inject Error: Injects Single-bit or double-bit error in memory locations
— Memory Read: Reads the data from corrupted uSRAM memory
+ Single-bit error: The relevant counter is incremented and the corrected data is available
* Double-bit error: The relevant counter is incremented and the erroneous data is available
— Memory Scrub: Performs memory scrubbing and corrects single bit errors in the YSRAM memory

— Single Memory Write: You can access the entire 1 kb memory through this operation. You can provide
the memory address and the data to be written during this operation.

— Single Memory Read: You can access the entire 1 kb memory through this operation. You can provide
the memory address and the data to be read during this operation.

— Loop Test: You can use this option to perform the operations from step to step in one click

Design Description
This application note design involves implementation of the following tasks:

Writing data to uSSRAM
Reading data from ySRAM
Corrupting one or two bits
Reading the data
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Important: In the case of a 1-bit error, the EDAC controller corrects the error. In the case of a 2-bit
error, the EDAC controller does not correct the error.

This application note design implements the following tests:

* 1.3.1.1. Loop Test
* 1.3.1.2. Manual Test

Important: These tests are applicable to both 1-bit and 2-bit errors.

Loop Test

The PolarFire FPGA executes the loop test when it receives the loop test command from the GUI. Initially, all the
error counters and EDAC related registers are placed in the RESET state.

For each iteration, following steps are executed:

1. 1 Kb incremental data is written into the memory.

1 Kb data is read from the memory.

50 single bit errors are injected into the memory.

The memory is read and the error count is displayed.

Scrubbing is performed on the memory and the scrubbing correction count is displayed.
1-bit or 2-bit error detection and correction is sent to the GUI.

ook whN

Manual Test

This method allows manual testing for enabling or disabling EDAC and the write or read operation. Use this method
to introduce 1-bit or 2-bit errors to any location within the uSRAM. Enable the EDAC and write the data to the
specified address using the GUI fields. Disable the EDAC and write 1-bit or 2-bit corrupted data to the same address
location. Enable the EDAC and read the data from the same address location. The corresponding error counter is
displayed on the GUI. The GUI Serial Console logs all the actions performed in PolarFire.

As shown in the following figure, the CoreEDAC IP is configured with the following options:

* Internal uSRAM blocks are selected and the memory depth is set to 1 Kb
« Error injection is enabled for inducing errors into the memory
» Scrubbing logic is enabled for correcting errors

» Triple Redundancy is also enabled for the generation of three independent sets of the EDAC circuitry and the
majority vote logic for protecting the EDAC from the soft errors

» Scrubber is enabled to detect the data errors and repair them
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Figure 1-2. CoreEDAC IP Configuration
)

| Configuration

I RAMblock : | Internal ~ I
User Data
width (bits) : |3 Encoded width (bits) : 13
Depth (words) : Approx. Max RAM depth : 245760

Click on "Check Configuration” to check availability of Depth entered

Use Triple Redundancy Use single Read,Write dock I [ Create error injection test port I

Encoder [ Decoder

Limit encoder latency to : |0 Clock cydes v Actual Latency : 0 Clock cydes
Limit decoder latency to : | 0 Clock cydes ~ Actual Latency : 0 Clock cydes

[ rrovide RAM read address with the data

Error Scrubber
I Use scrubber to detect data errors Allow scrubber to repair detected errors I
Min Refresh Period : 10240 Read Clocks Refresh Period :  1.02E+006 Read Clocks
Start Address : l:l Binary Divider Width :
v Acress : Tieout:

Protected RAM (generated)

RAM Type :  Micro SRAM ~

[ mnitialize RAM with 0 [ Use pipeline register for read data
Testbench ;| User ~
License : RTL
Check Configuration oK Cancel

1.3.1.3 Scrubbing Refresh Period

The refresh period defines how often the scrubbing session runs. The following figure shows the block diagram of the
refresh period timer.

Figure 1-3. Refresh Period Timer

DIV_WIDTH bits

Arbitrary Divider

read clk — Binary Divider ——dec — Counts up to ——timeout

TMOUT_SET

The timer is driven by the RCLK signal. The binary divider that has a configurable bitwidth of DIV_WDTH, generates
a relatively slow signal, dec. The frequency of the dec signal equals the frequency of the read clock divided by
2DIV_WDTH Thg dec signal serves as an input to the configurable arbitrary divider. It divides dec frequency by arbitrary
number TMOUT_SET. As a result, the circuitry generates a timeout output signal once per TMOUT_SET x 2DIV_WDTH
RCLK periods.
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The refresh period must be more than 10 times the scrubbing time that is, DIV_WDTH and TMOUT_SET parameters

must satisfy the following condition:

TMOUT_SET * 2DIV_WDTH > 10 * (SCRUB_AMAX - SCRUB_AMIN)

The timeout signal initiates another scrubbing session. As the user access takes priority over scrubbing, there might

be an exception.

For more information about setting the refresh period timer, scrubbing, and scrubbing refresh period, see
CoreEDAC_HB. The Maximum User Word Sizes Fault-Tolerant RAM Accommodates table in this handbook explains

DIV_WDTH, TMOUT_SET, SCRUB_AMAX, and SCRUB_AMIN parameters.

Clocking Structure

In this design, there is one clock domain. The on-board 50 MHz crystal oscillator is connected to the PF_CCC
block which generates 100 MHz clock that provides clock source to CORERESET_PF, COREUART, UART_IF, and
COREEDAC modules. The following figure shows the clocking structure of the design.

Figure 1-4. Clocking Structure

Clock Domain 1

On chip 50 MHz Oscillator

v

v

v

CORERESET
_PF_CO

COREUART_CO

UART_IF

COREEDAC_CO
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1.5 Reset Structure

In this design, the reset signal of COREUART, UART_IF, and COREEDAC blocks are issued using the
CORERESET_PF module. The CORERESET_PF module releases active low reset when the PF_CCC lock and
PF_INIT_MONITOR INIT_DONE are asserted. The following figure shows the reset structure of the design.

Figure 1-5. Reset Structure

FPGA_POR_N
PF_INIT
N »  RESET_N
MONITOR | INIT_DONE COREUART
A\ 4
PF_ccc | PLL LOCK > CORERESET PF FABRIC_RESET_N R
g | UART_IF
RESET_N RESET_N
»| COREEDAC
NGRST
g RST

1.6 Hardware Implementation
The following figure shows the implementation of PolarFire EDAC and scrubing design in Libero SoC.

Figure 1-6. Hardware Implementation

PF_INIT_MONITOR_C1_0

cccccccccc

COREEDAC_C0_0

CORERESET_PF_C0_0

COREUART_C0_0 UART_IF_0

COREEDAC_CO

UART_IF
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Setting Up the Hardware

To set-up the hardware, perform the following steps:

1. Ensure that the following Jumper Settings are set on the board. The following table lists the descriptions of the

Jumper pins.
Table 2-1. Jumper Settings

R N )

J18, J19, J20, J21, and J22 | Short pin 2 and 3 for programming the PolarFire® FPGA through FTDI Closed
J28 Short pin 1 and 2 for programming through the on-board FlashPro5 Open

J26 Short pin 1 and 2 for programming through the FTDI SPI Closed
J4 Short pin 1 and 2 for manual power switching using SW3 Closed
J12 Short pin 3 and 4 for 2.5V Closed

Connect the power supply cable to the J9 connector on the board.

Power on the board using the SW3 slide switch.
Ensure that the USB to UART bridge drivers are automatically detected. You can verify this in the device

manger of the host PC.

1
2.
3. Connect the USB cable from the Host PC to J5 (FTDI port) on the board.
4
5

6. As shown in following figure, the port properties of COM5 show that it is connected to USB Serial Converter C.
Hence, COMS is selected in this example. The COM port number is system specific.

Figure 2-1. Device Manager

A Device Manager
File Action View Help

e @ E BE

I Display adapters
¥ rirmware
¥ Human Interface Devices
“® |DE ATA/ATAPI controllers
= Keyboards
L1 Memory technalogy devices
@ Mice and other pointing devices
[ Monitors
I Network adapters
K7 Other devices
W Ports (COM & LPT)
i@ FlashPros Port (COM3)
FlashPro5 Port (COM4)
W FlashProS Port (COM6)
= Print queues
n Processors
I Proximity devices
07 Security devices
lt Software components
B software devices
i| Sound,video and game controllers
9‘. Storage controllers
i3 System devices
§ Universal Serial Bus controllers

<

The following figure shows the PolarFire board setup.

FlashPro5 Port (COMS5) Properties

FlashPro5 Port (COMS)
e (cous)

Device status.

[This device is working properly.

) Change settings

Manufacturer: Microsemi

Location: on USB FP5 Serial Converter G

General Port Settings Driver Details Events

Device type: Ports (COM & LPT)

Cancel
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Figure 2-2. PolarFire Board Setup
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Running the Demo

The PolarFire EDAC application is a simple Graphic User Interface (GUI) that runs on the host PC to communicate
with the PolarFire Device. Before running the demo, ensure to set up the hardware and program the device using
FlashPro Express. For more information, see 2. Setting Up the Hardware and 5. Appendix 1: Programming the
Device Using FlashPro Express.

To run the EDAC demo, perform the following steps:
1. Run the setup.exe file available at the following design files location:
<$Download Directory>\mpf an4895 v2022p3 df\EDAC_PF GUI\setup.exe
2. Follow the installation wizard to install the GUI application.

3. After installing the GUI, invoke the EDAC GUI from All Programs > EDAC Demo > EDAC PF GUI. Navigate
to COM Connect and select the COM port.

4. Open the PolarFire EDAC GUI and select the COM port.
Figure 3-1. Selecting the COM Port

EDAC Demo POLARFIRE"
MicrocHIP FPGA
COM Connect Memory Writs  Memory Read Log  Read Data
coM ¥ j E Write Read a
Erord  OM3
com4
sing|  COM3 Double Error 0 Clear Counts
COoMe
Single LPT1
Addr Refresh Wirite Data: 0x| Write
Single Memory Read
Address: 0x| g Read Data: 0x | ( Read
Inject Error Loop Test
Error Type | Single Loop Test
Inject Error
Address: 0x| Memary Writy
Single Bit Error Memory Serubbing Mémow Rea w
Inject Error
Correction Count| g Scrub Memory Reac Clear Log

5. After selecting the COM port, click Connect icon as highlighted in the following figure. The log window
displays connection successful message.

Figure 3-2. Device Connection Successful Message

EDAC Demo POLARFIRE"
MicrocHIP FPGA
COM Connect Memory Write Memory Read Leg Read Data
COM % COMS j n Write Read ~

Device is Connected to GUI Successfully

Error Counts

Single Error|

Single Memory Write

Double Error| g

Clear Counts

Address: 0x| Write Data: 0x | Write
Single Memory Read
Address: 0x| Read Data: 0x| Read
Inject Error Loop Test
Error Type | Single| Loop Test
Inject Error
Address: 0x Memory Writs
Memaory Reac
Single Bit Error Memory Scrubbing emary v
Inject Error
Carrection Count| Scrub Memory Reac, Clear Log
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6. Click Write as highlighted in the following figure to write 1 kb incremental data into the memory. The log

window displays the write successful message.
Figure 3-3. Write Incremental Data to Memory

Error Counts
single Error | Double Error 0

Single Memory Write

Clear Counts

Single Bit Error Memory Scrubbing

Correction Count | ) Scrub

Address: 0x| g Write Data: 0x| Write
Single Memory Read

Address: 0x| g Read Data: 0x Read
Inject Error Loop Test

Error Type | Single| v Loop Test

Inject Error
Address: 0x| Memory Writi
Memory Reac

Inject Error
Memory Reac

EDAC Demo PoOLARFIRE"
MicrocHIP FPGA
COM Connect Memory Write  Memory Read Log ' Read Data
comicoms [ n Read 2

Device is Connected to GUI Successfully
Writing 1KB Incremental Data to
Memory is Successful

Clear Log

7. Click Read as highlighted in the following figure to read 1 kb data. The read data is displayed in the Read
Data tab and the single bit errors and double bit errors are displayed in their respective fields. Also, the log

window displays the read successful message.

Figure 3-4. Read Incremental Data from Memory

Error Counts
Single Error Double Error O

Single Memory Write

Clear Counts

Single Bit Error Memory Scrubbing

Correction Count | g Scrub

Address: 0x| g Write Data: 0x| Write
Single Memory Read

Address: 0x| g Read Data: 0x Read
Inject Error Loop Test

Error Type | Single| v Loop Test

Inject Error
Address: 0x| g Memory Writ:
Memory Reac

Inject Error

Memory Reac

EDAC Demo POLARFIRE’
MicrocHIP FPGA
COM Connect Memory Write Memory Read Log Read Data
COM % COMS5 j n Write Read 00 00 01 02 03 04 05 06 07 ~
08 08 09 0A OB OC 0D OE OF

10 10 11 12 13 14 15 16 17
18 18 19 1A 1B 1C 1D 1E 1TF
20 20 21 22 23 24 25 26 27
28 28 29 2A 2B 2C 2D 2E 2F
30 30 31 32 33 34 35 36 37
38 38 39 3A 3B 3C 3D 3E 3F
40 40 41 42 43 44 45 46 47
48 48749 4A 4B 4C 4D 4E 4F
50 50 51 52 53 54 55 56 57
58 58 5% 5A 5B 5C 5D 5E SF
60 60 61 62 63 64 65 66 67
68 68 69 6A 6B 6C 6D 6E 6F
70 70 71 72 73 74 75 76 77
78 78 79 7A 7B 7C 7D 7E 7TF
80 80 81 82 83 84 85 86 87
88 83 89 8A 8B 8C 8D 8E 8F

90 90 91 92 93 94 95 96 97

8. For a single memory location, enter the address and data to be written and click Write as highlighted in the

following figure.
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Figure 3-5. Writing OxAA at Address 0x48

MicrocHIP
COM Connect Memory Write Memory Read
COM % coMs j Write Read

Error Counts

Single Errar| Double Error| g Clear Counts

Single Memory Write

EDAC Demo

Address: 0x| 45 Write Data: 0x| AA Write
Single Memory Read

Address: 0x| Read Data: Ox| Read
Inject Error Loop Test

Error Type | Single| Loop Test

Inject Error
Address: 0x| g Memory Writs
Memory Reac|

Single Bit Error Memory Scrubbing =
Inject Error

Correction Count| g Scrub Memory Reac

POLARFIRE"
FPGA

Log Read Data

Device is Connected to GUI Successfully
Writing TKB Incremental Data to
Memaory is Successful

1KB Memory Read Successful

Writing OxAA at Address 0x48 is
Successful

Clear Log

9. Forreading a single location, provide the memory address and click Read as highlighted in the following

figure. The corresponding data is displayed in the GUI.
Figure 3-6. Reading Value at 0xAA at Address 0x48

MicrocHIP
COM Connect Memory Write Memory Read
COM & COM5 j n Write Read

Error Counts

Single Error| g Double Error | Clear Counts

Single Memory Write

EDAC Demo

Address: 0x| 48 Write Data: 0x| gAA Write
Single Memory Read

Address: 0x| 48 Read Data: 0x| pa Read
Inject Error Loop Test

Error Type | Single| Loop Test

Inject Error
Address: 0x| g Memory Writs
Memory Reac

Single Bit Error Memeory Scrubbing -
Inject Error

Correction Count| Scrub Memory Reac

POLARFIRE"
FPGA

Log Read Data

Device is Connected to GUI Successfully
Writing 1KB Incremental Data to
Memory is Successful

1KB Memory Read Successful

Writing OxAA at Address 0x48 is
Successful

Reading Value OxAA at Address 0x48 is
Successful

Clear Log

10. For injecting a single bit error, provide the memory address and click Inject Error as highlighted in the

following figure.
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Figure 3-7. Single Error Injection at Address 0x48

MicrRocHIP

COM Connect

EDAC Demo

Memory Write Memory Read

COM % coMs j Write Read

Error Counts

Single Error|

Single Memory Write

Address: 0x| 45

Single Memory Read

Address: 0x| 45

Inject Error

Double Error| g Clear Counts

Error Type Single| ~

Address: 0x| 48

Write Data: 0x| AA Write
Read Data: Ox| gA Read
Loop Test
Loop Test
Inject Error
Memory Writs
Memory Reac|

Single Bit Error Memory Scrubbing

Correction Count

Inject Error
Scrub Memory Reac

Log

Read Data

POLARFIRE"

FPGA

Device is Connected to GUI Successfully
Writing TKB Incremental Data to
Memory is Successful

1KB Memory Read Successful

Writing OxAA at Address 0x48 is
Successful
Reading Value OxAA at Address 0x48 is
Successful
Single error Injection at address 0x48 is
Successful

Clear Log

11. After Injecting a single bit error, click Read as highlighted in the following figure. The Single Error count is

updated to 1.

Figure 3-8. Single Error Count

MicrocHIP

COM Connect

EDAC Demo

Memory Write Memory Read

COM % COMS j n Write Read

Error Counts

Single Error | 1

Single Memory Write

Double Error | Clear Counts

Address: 0x| 48 Write Data: 0x| AA Write
Single Memory Read

Address: 0x| 48 Read Data: 0x| pp Read
Inject Error Loop Test

Error Type | Single| ~ Loop Test

Inject Error
Address: 0x| 48 Memory Writi
Memory Reac

Single Bit Error Memory Scrubbing

Correction Count|

Inject Errar
Scrub Memory Reac

POLARFIRE"
FPGA

Log Read Data
00 00 01 02 03 04 05 06 OF ~
08 08 09 0OA OB OC 0D OE OF
10 10 11 12 13 14 15 16 17
18 18 19 1A 1B 1C 1D 1E 1F
20 20 21 22 23 24 25 26 27
28 28 29 2A 2B 2C 2D 2E 2F
30 30 31 32 33 34 35 36 37
38 38 39 3A 3B 3C 3D 3E 3F
40 40 41 42 43 44 45 46 47
48 AA'49 4A 4B 4C 4D 4F 4F
50 50 51 52 53 54 55 56 57
58 58 59 5A 5B 5C 5D 5E 5F
60 60 61 62 63 64 65 66 67
68 68 69 6A 6B 6C 6D 6E 6F
70 70 71 72 73 74 75 76 77
78 78 79 TA 7B TC 7D TE ¥F
80 80 81 82 83 84 85 86 &7
88 88 83 8A 8B B8C 8D 8E 8F
90 90 91 92 93 94 95 96 97,

12. The Memory Scrubbing detects and corrects single bit errors. Click Scrub as highlighted in the following figure
to perform scrubbing on the memory. After you complete the scrubbing, the Correction Count displays the
number of single bit errors corrected during scrubbing.
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Figure 3-9. Single Bit Error Memory Scrubbing

EDAC Demo PoOLARFIRE
MicrocHIP FRGA
COM Connect Memory Write Memory Read Log Read Data
comgcoms 5l Write Read 00 00 01 02 03 04 05 06 07 ~
08 08 09 0A OB OC 0D OE OF
Error Counts 10 10 11 12 13 14 15 16 17
18 18 19 1A 1B 1C 1D 1E 1F
single Error| O Double Error | Clear Counts 20 20 21 22 23 24 25 26 27

28 28 29 2A 2B 2C 2D 2E 2F

Single Memory Write 30 30 31 32 33 34 35 36 37

Address: 0x| 48 Write Data: 0% | AA Write 38 38 39 3A 3B 3C 3D 3E 3F
40 40 41 42 43 44 45 46 47
Single Memory Read 48 AA'49 4A 4B 4C 4D 4E 4F
Address: 0x | 48 Read Data: Ox| pAp Read 50 50 51 52 53 54 55 56 57
58 58 59 5A 5B 5C 5D 5E 5F
Inject Error Loop Test 60 60 b1 62 63 64 65 86 B7

68 68 69 6A 6B 6C 6D BE 6F

Error Type  Single v Loop Test
ng'e ITee: (@ 70 70 71 72 73 74 75 76 77
Address: 0x| 48 Memory Writ 78 78 79 7A 7B 7C 7D TE 7F
Memory Reac 80 80 81 82 83 84 85 86 87
Single Bit Ei M Serubbi
SR Inject Errar 88 88 89 BA 8B 8C 8D 8E &F
Correction Count| 1 Serub Memory Reac 90 90 91 92 93 94 95 96 97 ,

Important: One single bit error is introduced in step 11. Hence, during scrubbing, the single bit
error is corrected, and the correction value is updated to “1”.

13. For injecting Double bit error, select the Error Type to Double, provide the memory address and click Inject
Error as highlighted in the following figure.

Figure 3-10. Double Error Injection at Address 0x48

EDAC Demo POLARFIRE"
MicrocHIP FPGA
COM Connect Memory Write Memory Read Log | Read Data
COM % coMs j n Write Read A
Device is Connected to GUI Successfully
Error Counts Writing 1KB Incremental Data to
Memory is Successful
single Error| Double Error Clear Counts 1KB Memory Read Successful
Writing OxAA at Address 0x48 is
Single Memory Write Succ?“‘“’“ .
Reading Value OxAA at Address 0x48 is
Address: 0x| 48 Write Data: 0% AA Write Successful
Single error Injection at address 0x48 is
Single Memory Read Successful

1KB Memory Read Successful

Address: Ox| 48 Read Data: 0x| AA Read Single Bit Error Memory Scrubbing

N Successful
Inject Error Loop Test Double error Injection at address 0x48 is

Errar Type | Doubl| v Loop Test S

Inject Error

Address: 0x| 48 Memory Writ

Single Bit Error Memory Scrubbing Mgmory Reac i
Inject Error
Correction Count | 1 Scrub Memory Reac Clear Log

14. Click Read as highlighted in the following figure. The Double Error is updated to “1”, indicating a double bit
error exists in the memory. The Single Error is zero because the single bit error is corrected during scrubbing
as mentioned in the previous step.
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Running the Demo

Figure 3-11. Double Error Count

EDAC Demo POLARFIRE"
MicrocHIP FPGA
COM Connect Memory Write Memory Read Log Read Data
oMb coms ] n Write Read 00 00 01 02 03 04 05 06 07 ~
08 08 09 0A OB OC 0D OE OF
Error Counts 10 0 11 12 13 14 15 16 17
18 18 19 1A 1B 1C 1D 1E 1F
Single Error | () Double Error | q Clear Counts 20 20 21 22 23 24 25 26 27
5 X 28 28 29 2A 2B 2C 2D 2E 2F
Single Memory Write 30 30 31 32 23 34 35 36 37
Address: 0x| 48 Write Data: Ox pp Write 38 38 39 3A 3B 3C 3D 3E 3F
40 40 41 42 43 44 45 46 47
Single Memory Read 48 22749 4A 4B 4C 4D 4E 4F
Address: 0x| 48 Read Data: 0x| pp Read 50 50 51 52 53 54 55 56 57
58 58 59 5A 5B 5C 5D 5E 5F
Inject Error Loop Test 60 60 61 62 63 64 65 66 67
0 - 68 68 69 6A 6B 6C 6D 6E 6F
Errar Type | Doubl| ~ oop Test
s G 70 70 71 72 73 74 75 76 77
Address: 0x| 48 Memory Writs 78 78 79 7A 7B 7C 7D TE TF
Memory Reac 80 80 81 82 83 84 85 86 87
Single Bit E M Scrubbi
ingle Bt Error Memory Scrubbing Inject Error 88 83 89 BA 8B 8C 8D BE 8F
Correction Count| 1 Scrub Memory Reac| 90 90 91 92 93 94 95 96 97,

15. Click Loop Test as highlighted in the following figure. The loop test performs the following operations.
— Writes 1 kb incremental data into the memory
— Reads 1 kb data from the memory
— Injects 50 single bit errors into the memory
— Reads the memory and displays the error count
— Performs scrubbing on the memory and displays the scrubbing correction count

Figure 3-12. Loop Test

EDAC Demo
MicrocHIP
COM Connect Memory Write Memory Read Log
comfcoms & Write Read

Errer Counts

Single Error| 50 Double Error| g

Single Memory Write

Address: 0x| o Write Data: 0x|

Single Memory Read

Address: 0x Read Data: 0x| g

Inject Error

Error Type Single|
Inject Error
Address: 0x| g

Single Bit Error Memery Scrubbing

Correction Count| 50 Scrub

This concludes the PolarFire EDAC Demo.

Clear Counts

Write

Read

Loop Test

Loop Test

v Memory Writi
v Memory Reac
v Inject Error

v Memaory Reac

Read Data

POLARFIRE"
FPGA

Device is Connected to GUI Successfully

Loop Test Successful

Clear Log
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Conclusion

4. Conclusion

This demo highlights the EDAC capabilities of the PolarFire yYSRAM memories. The 1-bit error or 2-bit error are
introduced manually. 1-bit error correction and 2-bit error detection is observed using a GUI.
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Appendix 1: Programming the Device Using FlashPro ...

5. Appendix 1: Programming the Device Using FlashPro Express

This chapter describes how to program the PolarFire device with the job file using Flashpro Express. The job file

is available at the following design files folder location: <$Download Directory>\mpf an4895 v2022p3 df/
Programming Job

To program the device using the FlashPro Express, perform the following steps:

1. On the host PC, start the FlashPro Express software from its installation directory.

2. To create a new project, perform one of the following: Click New in the Job Projects panel. Select Project on
the task bar. Click New Job Project from FlashPro Express Job.

Figure 5-1. FlashPro Express Job Project

[Z3 FlashPro Express

Project Edit View Programmer Help

Job Projects

New..
Open...

Recent Projects

or

Set Log File

Export Log File
Preferences...

Execute Script CtrisU
Export Script File..

Recent Projects »

Exit CtrisQ

3. Enter the following in the New Job Project from FlashPro Express Job dialog box:

— Programming job file: Click Browse and navigate to the location where the job file is located and
select the file. You can use Programming Job folder for your job project. The default location is:
<$Download Directory>\Programming Job.

— FlashPro Express job project location: Select Browse and navigate to the location where you want to
save the project.

Figure 5-2. New Job Project from FlashPro Express Job

[E5 Create New Job Project X

Create a new job project by importing FlashPro Express job file.
Switch to developer mode to reload programming files and enable additional features.
To switch to developer mode go to Project, Preferences, FlashPro Express Mode.

(& Import FlashPro Express job file
*22.3\mpf_an4E9S_VZU22p3_df\Programming_]ab\top.]ob

If there is no FlashPro Express job file available, switch to developer mode
to construct chain automatically and load programming files.
To switch to developer mode go to Project, Preferences, FlashPro Express Mode.

(" Construct automatically (developer mode)

Connected programmers: J Refresh

Programming interface:  JTAG
FlashPro Express job project name: top e
FlashPro Express job project location: Ef\Pragrammmg_Job Browse...

Help 0K Cancel

4. Click OK. The required programming file is selected and ready to be programmed in the device.

5. The FlashPro Express window appears, as shown in the following figure. Confirm that a programmer number

appears in the Programmer field. If it does not, confirm the board connections and click Refresh/Rescan
Programmers.
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Appendix 1: Programming the Device Using FlashPro ...

Figure 5-3. Programming the Device

Project Edit_View Programmer_Help

RefreshRescanProgranmers |
0 waor @
Progranmer
R L
| @F Eoeeno | e D=
1
e —

IDLE

6. Click RUN to program the device. When the device is programmed successfully, a RUN PASSED status is
displayed, as shown in the following figure.

Figure 5-4. FlashPro Express—RUN PASSED

Project Edit View Programmer Help

Refresh/Rescan Programmers

O  wrnor

£ 100 DI <3

or Fcro IINGEEEIN I

Programmer

1

fRoGuam 1]
v imOGMMMRGMSD

Log

\E] Messages @ Erors i, Wamings i Info ‘

ain Frogramming Finished: ar 20 T4:45: 015 (Elapsed time 00:01:39) ;i
o-o0-0c-0-0-0 j

7. Close FlashPro Express (Project > Exit).

The PolarFire device is programmed.
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Appendix 2: Running the TCL Script

TCL scripts are provided in the design files folder under directory TCL_Scripts. If required, the design flow can be
reproduced from Design Implementation till generation of job file.

To run the TCL, perform the following steps:

w N~

4.

Launch the Libero software.

Select Project > Execute Script.....

Click Browse and select script.tcl from the downloaded TCL_Scripts directory.
Click Run.

After successful execution of TCL script, Libero project is created within TCL_Scripts directory.

For more information about TCL scripts, see mpf an4895 v2022p3 df/TCL_Scripts/readme.txt

For more information on TCL commands, see Tcl Commands Reference Guide. Contact Microchip Technical Support
for any queries encountered, while running the TCL script.

© 2023 Microchip Technology Inc. Application Note DSOOOO48958-page 20
and its subsidiaries


http://coredocs.s3.amazonaws.com/Libero/2022_3/Tool/libero_soc_tcl_cmd_ref_ug.pdf

AN4895

Revision History

Revision History

The revision history describes the changes that were implemented in the document. The changes are listed by
revision, starting with the most current publication.

Table 7-1. Revision History

T

04/2023 | The following is the list of changes in revision B of the document:

Updated Figure 1-1.
Updated Figure 1-2.

A 02/2023 The following is the list of changes in revision A of the document:

Migrated the document to the Microchip template.

Updated the document number to DS00004895A from 51900491.

Updated Figure 1-6.

Updated all images in 3. Running the Demo.

Updated the design filepath and . job filepath, and TCL script filepath throughout the
document.

2.0 — Added 6. Appendix 2: Running the TCL Script
1.0 — The first publication of this document.
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Microchip FPGA Support

Microchip FPGA products group backs its products with various support services, including Customer Service,
Customer Technical Support Center, a website, and worldwide sales offices. Customers are suggested to visit
Microchip online resources prior to contacting support as it is very likely that their queries have been already
answered.

Contact Technical Support Center through the website at www.microchip.com/support. Mention the FPGA Device
Part number, select appropriate case category, and upload design files while creating a technical support case.

Contact Customer Service for non-technical product support, such as product pricing, product upgrades, update
information, order status, and authorization.

*  From North America, call 800.262.1060

» From the rest of the world, call 650.318.4460

» Fax, from anywhere in the world, 650.318.8044

Microchip Information

The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

» Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative

* Local Sales Office

+ Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip products:
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* Microchip products meet the specifications contained in their particular Microchip Data Sheet.

* Microchip believes that its family of products is secure when used in the intended manner, within operating
specifications, and under normal conditions.

* Microchip values and aggressively protects its intellectual property rights. Attempts to breach the code
protection features of Microchip product is strictly prohibited and may violate the Digital Millennium Copyright
Act.

» Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code
protection does not mean that we are guaranteeing the product is “unbreakable”. Code protection is constantly
evolving. Microchip is committed to continuously improving the code protection features of our products.

Legal Notice

This publication and the information herein may be used only with Microchip products, including to design, test,

and integrate Microchip products with your application. Use of this information in any other manner violates these
terms. Information regarding device applications is provided only for your convenience and may be superseded

by updates. It is your responsibility to ensure that your application meets with your specifications. Contact your
local Microchip sales office for additional support or, obtain additional support at www.microchip.com/en-us/support/
design-help/client-support-services.

THIS INFORMATION IS PROVIDED BY MICROCHIP "AS IS". MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY

OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE,
OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, OR
CONSEQUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS USE
WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THE INFORMATION.

Use of Microchip devices in life support and/or safety applications is entirely at the buyer's risk, and the buyer agrees
to defend, indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual property rights
unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, Adaptec, AVR, AVR logo, AVR Freaks, BesTime, BitCloud,
CryptoMemory, CryptoRF, dsPIC, flexPWR, HELDO, IGLOO, JukeBlox, KeelLoq, Kleer, LANCheck, LinkMD,
maXStylus, maXTouch, MediaLB, megaAVR, Microsemi, Microsemi logo, MOST, MOST logo, MPLAB, OptoLyzer,
PIC, picoPower, PICSTART, PIC32 logo, PolarFire, Prochip Designer, QTouch, SAM-BA, SenGenuity, SpyNIC, SST,
SST Logo, SuperFlash, Symmetricom, SyncServer, Tachyon, TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA are
registered trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

AgileSwitch, APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, Flashtec, Hyper Speed
Control, HyperLight Load, Libero, motorBench, mTouch, Powermite 3, Precision Edge, ProASIC, ProASIC Plus,
ProASIC Plus logo, Quiet- Wire, SmartFusion, SyncWorld, Temux, TimeCesium, TimeHub, TimePictra, TimeProvider,
TrueTime, and ZL are registered trademarks of Microchip Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, Augmented Switching,
BlueSky, BodyCom, Clockstudio, CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion,
CryptoController, dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, Espresso T1S,
EtherGREEN, GridTime, IdealBridge, In-Circuit Serial Programming, ICSP, INICnet, Intelligent Paralleling, IntelliMOS,
Inter-Chip Connectivity, JitterBlocker, Knob-on-Display, KoD, maxCrypto, maxView, memBrain, Mindi, MiWi, MPASM,
MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient Code Generation, PICDEM,
PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE, Ripple Blocker, RTAX, RTG4, SAM-
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ICE, Serial Quad I/O, simpleMAP, SimpliPHY, SmartBuffer, SmartHLS, SMART-I.S., storClad, SQI, SuperSwitcher,
SuperSwitcher II, Switchtec, SynchroPHY, Total Endurance, Trusted Time, TSHARC, USBCheck, VariSense,
VectorBlox, VeriPHY, ViewSpan, WiperLock, XpressConnect, and ZENA are trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered trademarks of
Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany || GmbH & Co. KG, a subsidiary of Microchip
Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2023, Microchip Technology Incorporated and its subsidiaries. All Rights Reserved.
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Quality Management System

For information regarding Microchip’s Quality Management Systems, please visit www.microchip.com/quality.
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