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Introduction
PolarFire® devices have a built-in self-test mechanism that can be used (optionally) to check the design integrity and
security of the device automatically upon power-up or on-demand. The contents of all the non-volatile configuration
memory segments, including security keys, security settings, and the FPGA fabric configuration, as well as sNVM
memory pages declared as ROM by the user (all the write-protected pages), are tested using the digest check
feature. This test provides assurance against both natural and maliciously induced failures.
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1. How to Perform On-Demand Digest Check
In the factory and user security segment, each logical page contains an automatically generated digest, calculated
dynamically when programming the data to be written. The digest includes an overall value covering the data to be
programmed for the FPGA fabric. Also, the digests are calculated and stored for the sNVM pages marked as ROM.
The digests can be verified on-demand by the user, either internally using a system service or externally using a
programming instruction. In addition, the user can automatically run digest checks on each power-up.

An endurance limit specifies how often a digest of the FPGA fabric can be run. For more information about the FPGA
configuration memory endurance limits, see PolarFire FPGA Datasheet. Therefore, depending on how the system is
deployed and used (for example, how often it is powered up), the on-demand digest check is more appropriate for
testing the integrity of the FPGA fabric.

1.1 On-Demand Digest Check
The on-demand digest check recalculates and compares digests of selected non-volatile memories (FPGA fabric,
sNVM, and security segments) with the stored digests. A failure of any digest check results in the tamper event being
triggered for a user action. The on-demand digest check is invoked by calling a digest check design system service.

If the digest check is performed on the FPGA fabric, then the FPGA fabric is automatically placed in the suspended
state before commencing the digest check operation. Except for LSRAMs, all the FPGA fabric logic elements and
uSRAMs hold their current state during the suspend state. Upon completion of the fabric digest, the suspend state
is automatically exited. Since the LSRAMs do not retain the user data after performing a digest check on the FPGA
fabric. The status of the fabric digest check must be monitored by a state machine implemented in the fabric.

After checking the status of the fabric digest check, the state machine needs to issue a design reset or device reset,
depending on the design requirements. The device reset reinitializes the device and designs memories according to
the user configuration. The user design reset does not reinitialize the device or LSRAMs. The user design reset must
be implemented to reset the user design. If the design uses LSRAMs initialization at power-up, then the user design
needs to issue a device reset; otherwise, a design reset is sufficient to restart the design. Use RESET_DEVICE
tamper response signal for device reset.

The FPGA fabric design, including LSRAMs content, is not affected when the digest check is performed on sNVM
or security segments. See PolarFire FPGA and PolarFire SoC FPGA Security User Guide for more information on
Digest Check Service.

This application note provides a design example of how to perform an on-demand digest check.

1.2 Design Requirements
The following table lists the hardware and software required to perform a fabric digest check operation.

Table 1-1. Resource Requirements

Requirement Version

Host PC Operating system Windows® 10

Hardware

PolarFire® Evaluation Kit with
MPF300TS-1FCG1152 device

Rev D

Software

Libero SoC Note: See the readme.txt file provided in the design files for the
software versions used with this reference design.Tera Term
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Important: Libero® SmartDesign and configuration screenshots shown in this guide are for illustration
purposes only. Open the Libero design to see the latest updates.

1.3 Prerequisites
Download the design files from the following location:

www.microchip.com/en-us/application-notes/AN4593

Download and install Libero SoC (as indicated in the website for this design) on the host PC from the following
location:
Libero SoC Documentation

•

Important: The provided design example is created for MPF300TS-1FCG1152 device (Non-ES
device).

•

Important: To create Libero project using TCL script, refer 2.  Appendix: Running the TCL Script.

1.4 Design Description
The design example provided with the application note performs the following operations:

1. Initiates the system service request to perform the following system services:

– Fetch Device Serial Number (DSN)
– Fetch USERCODE
– Digest Check on FPGA Fabric

2. Demonstrates how to perform design reset or device reset after a fabric digest check

.
3. Provides user interface through UART terminal

.

System services are system controller actions initiated from the user design. PF_SYSTEM_SERVICES IP
must be used to initiate system service requests. PF_SYSTEM_SERVICES IP provides a set of registers,
which are accessible through the APB interface for executing the system services. On the other hand, the
PF_SYSTEM_SERVICES IP interfaces to the PolarFire System Controller through a system service interface. The
System Controller has a 2 KB mailbox RAM for additional input parameters and outputs from the service.

A CoreABC processor is used as a controller to perform the preceding operations. CoreABC (APB Bus Controller)
is a simple, configurable, low gate count, programmable state machine/controller primarily targeted towards
implementing of AMBA APB-based designs. For information about the instructions supported by the CoreABC, see
CoreABC handbook.

The following figure shows the block diagram of the example design. The design is implemented without consuming
the LSRAMs since the LSRAMs content is not retained after performing the fabric digest check.
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Figure 1-1. Design Block Diagram
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The dotted line in Figure 1-1 shows the data flow. The data flow shown in Figure 1-1 is explained as follows:

1. CoreABC Controller initiates a system service through PF_SYSTEM_SERVICES IP.
2. System Controller performs the requested action and writes the result to the System Controller mailbox.
3. CoreABC processor reads the result and converts it into ASCII format using the Binary_to_ASCII converter.
4. CoreABC processor prints the result on a host PC UART terminal through CoreUARTAPB controller.
5. After digest check, the CoreABC processor issues a device reset or a design reset based on user input. The

PF_TAMPER macro is used to issue a device reset.

The System Services are invoked by writing to appropriate PF_SYSTEM_SERVICES IP registers with
the system service command and any additional information required to perform the system service.
Then the PF_SYSTEM_SERVICES IP initiates necessary transactions on the system service interface. The
PF_SYSTEM_SERVICES IP asserts the USR_BUSY signal when the IP is busy executing the service. Upon
completion of a system service, a status code is written to the status register, and the USR_BUSY signal gets
de-asserted. For services requiring the mailbox reads, the signal is de-asserted only when the required number of
reads for the service is completed. If a new service request is initiated when the USR_BUSY is in progress, the new
request is ignored until the current service completes. For more information about PF_SYSTEM_SERVICES IP, see
UG0848 PolarFire System Services User Guide.

The following flowchart shows the sequence of instructions coded in the CoreABC program to read DSN or
USERCODE using System Services. The command value and number of words (32 bits) to read (MBX_RCNT)
are service dependent:

• For read DSN service, the command is 0x00 and MBX_RCNT is 4
• For read USERCODE service, the command is 0x01 and MBX_RCNT is 1
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Figure 1-2. Sequence of Instructions to Read DSN or USERCODE

Load SYS_SERV_CMD with 
command

Load MBX_RCNT with 
number of words to read

Load MBX_RADRDESC 
with read address

Wait for 
USR_BUSY

Start Service by writing to 
SYS_SERV_STAT

Wait for 
USR_VALID

Read Data from Mailbox 
MBX_RDATA

Wait for 
USR_BUSY

Read Status from 
SYS_SERV_STAT

USR_BUSY = 1

USR_BUSY = 0

USR_VALID = 0

USR_VALID = 1

USR_BUSY = 1

USR_BUSY = 0

Start

End

The command value to perform the digest check service is 0x47, and this service request requires additional
information (OPTIONS [15:0], as listed in the following table) to specify the area for which the digest check must
be performed. The additional information is provided through mailbox writes. In this reference design, 0x1 is written
to the mailbox (MBX_WDATA) to perform a digest check on the FPGA fabric. Users can change this parameter to
perform digest on other NVM components. The digest check service does not expect any return data other than the
status of the service.

Table 1-2. OPTIONS [15:0]

OPTIONS [i] Name Description

0 CHECK FABRIC Enables fabric digest

1 CC Enables digest of fabric configuration data

2 SNVM Enables digest of sNVM pages marked as ROM

3 UL Enables digest of user security segment

4 UKDIGEST0 Enables digest of user key segment containing SRAMPUF data

5 UKDIGEST1 Enables digest of user key segment containing UEK (User EC key)

6 UKDIGEST2 Enables digest of user key segment containing UPK1

7 UKDIGEST3 Enables digest of user key segment containing UEK1
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The following flowchart shows the sequence of instructions coded in the CoreABC program to perform a digest check
on the FPGA fabric using the system service.

Figure 1-3. Sequence of Intructions to Perform Digest Check on FPGA Fabric

Load SYS_SERV_CMD with 
command

Load MBX_WCNT with 
number of words to write

Load MBX_WADRDESC 
with write address

Wait for 
USR_BUSY

Start Service by writing to 
SYS_SERV_STAT

Wait for 
USR_BUSY

Reset Device/Design

USR_BUSY = 1

USR_BUSY = 0

USR_BUSY = 1

USR_BUSY = 0

Load MBX_WDATA with 
command associated data

Read Status from 
SYS_SERV_STAT

Start

End

The FPGA fabric is put into a suspended state during fabric digest check calculation, as explained in 1.1.  On-
Demand Digest Check. During the suspend state, the clocks are gated off to low, the PLLs are powered down, and
all the I/O input buffers are disabled. After digest check, the FPGA fabric automatically comes out of its suspended
state and the PLLs and clocks are re-enabled. The PLLs take time to re-acquire the lock. Since the PLL lock is used
in design reset generation, the PLL lock signal needs to be bypassed until the lock is re-acquired after exiting from
suspend state. If not, the design gets reset because of the loss of the PLL lock.

The example design uses CoreReset_PF IP core (as shown in the following figure) to serve the preceding purpose.
The CoreReset_PF IP generates a reset, which is asserted asynchronously by one of the multiple potential sources
and de-asserted synchronously with a specified clock. The potential sources of reset can be external reset through
a GPIO, PLL lock, and INIT_DONE from PolarFire Initialization Monitor (PF_INIT_MONITOR). The CoreReset_PF IP
uses USR_BUSY signals from PF_SYSTEM_SERVICES IP to bypass PLL_LOCK and EXT_RESET_N at the time of
suspending state exit. This ensures that no reset occurs while the PLL is a re-acquiring lock after exiting the suspend
state. FF_US_RESTORE must be tie low.
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Figure 1-4. CoreReset_PolarFire Ports

If LSRAMs are used in the design, then the user design needs to issue a device reset or design reset after
completing the digest check on the FPGA fabric. Based on the user input, the CoreABC processor asserts
reset_device input of PF_TAMPER macro for device reset or asserts EXT_RST_N input of CoreReset_PF IP for
design reset. The example design uses two CoreReset_PF IPs to show differentiation between device reset and
design reset: one is used to generate a reset to complete the design except for a counter, which blinks LEDs on
board, and the other IP is used to reset the counter. The counter does not get reset when the design reset is initiated
from the CoreABC processor. The counter gets reset only when the device reset is issued.

Figure 1-5. Reset Structure
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Important: The RESET_DEVICE input of PF_TAMPER macro must not be promoted to top-level I/Os
directly. The design example provides device reset control from an external DIP switch (SW11-DIP1)
through DevResetn_Ctrl port. See Figure 1-5 for DevResetn_Ctrl port connection. SW11-DIP1 switch
position must be set to ON to control the device reset from the user design. Logic '0' is driven on
DevResetn_Ctrl port when the DIP1 switch position is set to ON.

The following figure shows the hardware implementation of the design example using Libero.

Figure 1-6. Hardware Implementation of the Design

The design example also demonstrates the following system services:

• Fetch Device Serial Number system service
• Fetch JTAG USERCODE system service

The DSN is a 128-bit unique device ID set in the factory. JTAG USERCODE is a 32-bit user— configurable silicon
signature to be programmed into the device. It can be set using Program Design > Configure Programming
Options available in the Libero Design Flow, as shown in the following figure.

Figure 1-7. JTAG USERCODE or Sillicon Signature Configuration

1.5 How to Run the Demo
This section provides instructions to run the demo of the design example.

1.5.1 Tera Term Setup
The design example provides a user interface on the Tera Term terminal through the UART interface.

Perform the following steps to set up the Tera Term program:
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1. Ensure that the USB cable connects the host PC to the J5 (USB) port on the PolarFire Evaluation Board.
2. Start Tera Term.
3. Select File > New connection… from the Tera Term menu.
4. Select Serial as the Connection type.
5. Set the Serial Port to the second highest COM port number from the drop-down list, as shown in the following

figure. For example, COM53: FlashPro5 Port [COM53] in this case.
Figure 1-8. Select Serial Port

6. In the Tera Term window, go to Setup > Serial port, set baud rate as 115200.

This completes the Tera Term program setup.

1.5.2 Board Setup
Perform the following steps to setup the board:

1. Ensure that the jumpers on the evaluation board are set as specified in the following table.
Table 1-3. Jumper Settings

Jumper Description

J18, J19, J20, J21, and J22 Close pin 2 and 3 for programming the PolarFire FPGA through FTDI

J28 Close pin 1 and 2 for programming through the on-board FlashPro5

J26 Close pin 1 and 2 for programming through the FTDI SPI

J27 Close pin 1 and 2 for programming through the FTDI SPI

J23 Open pin 1 and 2 for programming SPI Flash

J4 Close pin 1 and 2 for manual power switching using SW3

J12 Close pin 3 and 4 for 2.5 V

SW11 DIP1 switch position should be set to ON.

2. Connect the power supply cable to the J9 connector on the evaluation board.
3. Connect the USB cable from the host PC to J5 (FTDI port) on the evaluation board.
4. Apply power to the evaluation board using the SW3 slide-switch.
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Figure 1-9. Board Setup

1.5.3 Program the Device
Perform the following steps to program the PolarFire device:

1. Open the provided Libero project.
2. Click Run PROGRAM Action to program the device.

Important: Users can use FlashPro Express to program the device using a job file without the need to
open Libero. The programming job (.job) file for the demo design is available as part of the design files.

1.5.4 Running the Demo
After the device is programmed with the provided design. The design prints the menu on the Tera Term program
through the UART interface, as shown in the following figure. The state of a 4-bit free-running counter is shown using
four user LEDs on the board.
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Figure 1-10. User Interface Menu

Perform the following steps to run the demo:

1. Press '1' to run DSN system service. As a result, the DSN of the device present on the evaluation board is
printed on the terminal, as shown in the following figure. The DSN returned from the service is same as the
DSN exported during device programming.
Figure 1-11. Fetch DSN System Service

2. Press '2' to execute Fetch JTAG USERCODE system service. As a result, the USERCODE or silicon signature
programmed in the device is printed on the terminal, as shown in the following figure.
Figure 1-12. Fetch JTAG USERCODE System Service

3. Press '3' to perform a digest check on the FPGA fabric. Notice that the user LEDs on the board turns off while
the fabric digest check is being performed and then resume counting from the previous state after exiting from
suspend state.
The status of the fabric digest check is returned by the service, and it is printed on the terminal.
A Status code of 0x00 means no error in the fabric digest check.
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Figure 1-13. Fabric Digest Check System Service

4. Press '1' to issue a device reset. Notice that the LEDs start counting from 0x0 since the counter is being reset.
Pressing "2" instead of "1" resets the design, but the counter continues counting without resetting. In either
case, the rest of the design restarts and the terminal shows the start menu.

This concludes the demo of Fabric Digest Check system service.
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2. Appendix: Running the TCL Script
The TCL scripts are provided in the design files folder under the directory TCL_Scripts. If required, the design flow
can be reproduced from Design Implementation to the job file generation.

Perform the following steps to run a TCL script:

1. Launch the Libero software.
2. Select Project > Execute Script.....
3. Click Browse and select script.tcl from the downloaded TCL_Scripts directory.
4. Click Run.

After successful execution of the TCL script, the Libero project is created in the TCL_Scripts directory.

For more information about TCL scripts, refer to mpf_an4593_v2022.1_eval_df/TCL_Scripts/readme.txt.

Refer to Tcl Commands Reference Guide for more details on TCL commands. Contact Technical Support for queries
encountered when running the TCL script.
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3. Revision History
The revision history describes the changes that were implemented in the document. The changes are listed by
revision, starting with the most current publication.

Revision Date Description

A 06/2022 The following is the list of changes in revision A of the document:

• The document was migrated to the Microchip template.
• The document number was updated from 51900482 to DS00004593.
• The document ID was updated to AN4593 from AC482.
• Updated the document for Libero SoC v2022.1.
• Updated the Figure 1-6.
• Updated the Table 1-1.
• Updated the note in 1.3.  Prerequisites.

4.0 — Information about CoreSysServices_PF IP core was replaced with PF_SYSTEM_SERVICES
IP core.

3.0 — Added 2.  Appendix: Running the TCL Script.

2.0 — The following is a summary of the changes made in this revision.

• Updated the document for Libero SoC v12.2.
• Removed the references to Libero version numbers.

1.0 — Initial release.
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Microchip FPGA Support
Microchip FPGA products group backs its products with various support services, including Customer Service,
Customer Technical Support Center, a website, and worldwide sales offices. Customers are suggested to visit
Microchip online resources prior to contacting support as it is very likely that their queries have been already
answered.

Contact Technical Support Center through the website at www.microchip.com/support. Mention the FPGA Device
Part number, select appropriate case category, and upload design files while creating a technical support case.

Contact Customer Service for non-technical product support, such as product pricing, product upgrades, update
information, order status, and authorization.

• From North America, call 800.262.1060
• From the rest of the world, call 650.318.4460
• Fax, from anywhere in the world, 650.318.8044

Microchip Information

The Microchip Website
Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

• Product Support – Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

• General Technical Support – Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

• Business of Microchip – Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service
Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support
Users of Microchip products can receive assistance through several channels:

• Distributor or Representative
• Local Sales Office
• Embedded Solutions Engineer (ESE)
• Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature
Note the following details of the code protection feature on Microchip products:
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• Microchip products meet the specifications contained in their particular Microchip Data Sheet.
• Microchip believes that its family of products is secure when used in the intended manner, within operating

specifications, and under normal conditions.
• Microchip values and aggressively protects its intellectual property rights. Attempts to breach the code

protection features of Microchip product is strictly prohibited and may violate the Digital Millennium Copyright
Act.

• Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code
protection does not mean that we are guaranteeing the product is “unbreakable”. Code protection is constantly
evolving. Microchip is committed to continuously improving the code protection features of our products.

Legal Notice
This publication and the information herein may be used only with Microchip products, including to design, test,
and integrate Microchip products with your application. Use of this information in any other manner violates these
terms. Information regarding device applications is provided only for your convenience and may be superseded
by updates. It is your responsibility to ensure that your application meets with your specifications. Contact your
local Microchip sales office for additional support or, obtain additional support at www.microchip.com/en-us/support/
design-help/client-support-services.

THIS INFORMATION IS PROVIDED BY MICROCHIP "AS IS". MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY
OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE,
OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, OR
CONSEQUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS USE
WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THE INFORMATION.

Use of Microchip devices in life support and/or safety applications is entirely at the buyer's risk, and the buyer agrees
to defend, indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual property rights
unless otherwise stated.

Trademarks
The Microchip name and logo, the Microchip logo, Adaptec, AVR, AVR logo, AVR Freaks, BesTime, BitCloud,
CryptoMemory, CryptoRF, dsPIC, flexPWR, HELDO, IGLOO, JukeBlox, KeeLoq, Kleer, LANCheck, LinkMD,
maXStylus, maXTouch, MediaLB, megaAVR, Microsemi, Microsemi logo, MOST, MOST logo, MPLAB, OptoLyzer,
PIC, picoPower, PICSTART, PIC32 logo, PolarFire, Prochip Designer, QTouch, SAM-BA, SenGenuity, SpyNIC, SST,
SST Logo, SuperFlash, Symmetricom, SyncServer, Tachyon, TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA are
registered trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

AgileSwitch, APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, Flashtec, Hyper Speed
Control, HyperLight Load, Libero, motorBench, mTouch, Powermite 3, Precision Edge, ProASIC, ProASIC Plus,
ProASIC Plus logo, Quiet- Wire, SmartFusion, SyncWorld, Temux, TimeCesium, TimeHub, TimePictra, TimeProvider,
TrueTime, and ZL are registered trademarks of Microchip Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, AnyIn, AnyOut, Augmented Switching,
BlueSky, BodyCom, Clockstudio, CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion,
CryptoController, dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, Espresso T1S,
EtherGREEN, GridTime, IdealBridge, In-Circuit Serial Programming, ICSP, INICnet, Intelligent Paralleling, IntelliMOS,
Inter-Chip Connectivity, JitterBlocker, Knob-on-Display, KoD, maxCrypto, maxView, memBrain, Mindi, MiWi, MPASM,
MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient Code Generation, PICDEM,
PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE, Ripple Blocker, RTAX, RTG4, SAM-
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ICE, Serial Quad I/O, simpleMAP, SimpliPHY, SmartBuffer, SmartHLS, SMART-I.S., storClad, SQI, SuperSwitcher,
SuperSwitcher II, Switchtec, SynchroPHY, Total Endurance, Trusted Time, TSHARC, USBCheck, VariSense,
VectorBlox, VeriPHY, ViewSpan, WiperLock, XpressConnect, and ZENA are trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered trademarks of
Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany II GmbH & Co. KG, a subsidiary of Microchip
Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2022, Microchip Technology Incorporated and its subsidiaries. All Rights Reserved.
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Quality Management System
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