MICROCHIP AN3497

Software Download Algorithm for PSE Controllers

Introduction

This application note explains the software download process that must be implemented to update or initiate a new
software for the PoE controller. Microchip updates its software to keep abreast of IEEE® 802.3af/at/bt standard
modifications and increase product quality.

This download process is applicable to the PD69100, PD692x0, and PD39210 PoE controllers.

A new firmware can be downloaded directly from the Host CPU, utilizing a series of protocol commands, explained in
the following Download Process: Valid Firmware Exists, Download Process: Invalid or Non-Existing Firmware, and
Download File: S19 sections. To utilaize the 12C communication for the download process, see the Use of 12C section.
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Download Process

Perform the following steps:

Send the 'Get System Status' message to check the firmware validity. (CPU status-1 Bit1 = 1 indicates invalid
firmware). For more information, see the Serial Communication Protocol User Guide.

» If avalid firmware is detected, perform the downloading process as shown in the following Download Process:
Valid Firmware Exists section.

» If aninvalid firmware is detected, perform the downloading process as shown in the Download Process: Invalid
or Non-Existing Firmware section.

Download Process: Valid Firmware Exists
This section specifies the download process for a controller already containing a valid firmware.

All letters signed with “” should be sent as chars or strings (ASCII value). “\r” and “\n” represent “Carriage return” and
“Line feed” ASCII codes 0x0D and 0x0A respectively.

Table 1-1. Download Process Sequence

““ o . Response

Enter program | Send the OK report Error report Immediate response.
mode “Download”

See Serial Communication

ol Protocol User Guide, section
"Report Key".
2 Await for boot = — “TPE\r\n” — Response within 100 ms.
section
response
3 Erase memory |“E” “TOE\r\n” None Response within 100 ms.
4 Wait for erasure — “TE\r\n” and “TNE\r\n” or Erasure might last upto 5 s.
then “TPE\r\n”  “TNVAr\n” or
(Within 100 none.
ms).
5 Program “P” "TOP\r\n" None Response within 100 ms.
memory
6 Send all lines of Send S19 lines, one  “T*\r\n” “TNP\r\n” or Response within 100 ms per
S19 file. by one, till EOF. “TNVAr\n” or line.
Lines begin with none.
“S0” should not be
sent.
7 End of file — "TP\r\n" None Response within 100 ms.
8 Await — — — Wait at least 400 ms.
9 Reset “‘RST” System status | — Response within 10 s.
Controller telemetry
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Table 1-2. Download

e e e e S

Program Flash 0x99 0x15 0x16 0x16 0x99
(0x01) (OxFF)

[9]DATA [10]DATA [11]DATA [12]DATA [13]DATA [14]CSumH |[15]CSum L
N N N N N #H #h

This command initiates the download process.

Download Process: Invalid or Non-Existing Firmware

When the controller is “empty” (was not loaded in factory), or its firmware is invalid (for example, after a download
process is interrupted in the middle), the same process as described in the previous paragraph should be followed,
except for step 1, which must be substituted with the following entry.

Table 1-3. Download Process Sequence

““ o = Response

Enter program | “E”, “N”, “T”, “R” None Keep a minimum of 10 ms
mode delay between each
transmitted character.

Note: Invalid or non-existing firmware can be monitored by a continuous System Status telemetry with byte 3 bit 1
set to ‘1’ (programming required), in less than five seconds.
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1.3 Download File: S19

The “*.S19” download file contains data in lines beginning with “S”. All letters in line must be sent as chars (ASCII
value). “\r” and “\n” represent “carriage return” and “new line” ASCII codes.

* Lines beginning with “S0” are remarks and must not be written to the controller.
* Lines beginning with “S3” contain the data to be sent.
» “S7” designates the last line.

Figure 1-1. S19 File Example

50 Power Over Ethernet

S0 Product Number: 24

50 Software Mumber: 0352

S0 Param. Number: 00

— S0 Build: 030

Remark | 80 File Name - 24035200 1000 _030.s19

S0 Base OnFile - FSL_BT_2020_02_13_10_39.elf

i p| 53238000003BDFGEBD3TCE555B1TCEAARB1T169D8CCE555B17CEAALB1T16C4AECE555B17B4
Firmware | 53238020C6AA5B1787CT16A0TECCO0011686B73936343519FABS6CAREEEATOECS46CTIECIS

Line
S3238ﬂ801 6A0TETB0B19169F0A16A33ADT2635CC0801169EBIFG081987BT46EGEADBBBTETG
531380A0081ACERE5B17CRAASBT1TCCO8013BFE031A8716ADAS1B326B80F60819E0807B0BS2
————{ SY030000FC
End Of
File

1.4 Use of I2C

When utilizing the 12C communication for the download process, data is transmitted and received as single bytes.
Single byte includes Start bit, address, R/W bit, data byte, and Stop bit.
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Software Download Flow Chart

The following flow charts show the step-wise implementation of the software download process.
Figure 2-1. Download Process Sequence
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Figure 2-2. Transmitting S19 Lines
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Reference Code for 12C Download Process

The following reference code is a template for the download algorithm and cannot be used as it is in user

applications.

private void DownloadFirmwareFunc

(object sender,

EventArgs e)

e et Varizsble Definiltieong=——=—=====================
\byte [] getsystemstatus = { 0x02, 0x02, 0x07, 0x3D, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x48 };
// "Get System Status" Command
byte [] enter = { (byte)'E', (byte)'N', (byte)'T', (byte)'R' };
byte [] download = { 0x01, 0x01, OxFF, 0x99, 0x15, 0xl6, Oxl6, 0x99, 0x00, 0x00,
0x00, 0x00, 0x00, 0x02, 0x74 };
// "Download" Command
byte [] byteArr = new byte[l1l5];

byte [] Temp = new byte[l];
string sLine = "";

StreamReader objReader = new StreamReader

("C:\\SWLoading\

© 2020 Microchip Technology Inc.
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\pol30k.s19");
// path to .S19 File

I2C AsyncClient.Read(ref byteArr,
if (byteArr[0]

15) g
== 0x03 && byteArr[1l]

{
I2C_AsyncClient.SendData (ref download,
Thread.Sleep (100); // wait 100ms
I2C AsyncClient.Read(ref byteArr,

}

else

{
for (int i 0; i < 14; i++)

I2C AsyncClient.Read(ref byteArr,

15) g

1);

for (int i
{
Temp [0] enter[i];

I2C AsyncClient.SendData (ref Temp,

0; 1 < 4; i++)

}
}
Thread.Sleep(100);
for (int 1 0 ; i< 5 ;i ++)
I2C AsyncClient.Read(ref byteArr,

1);

byteArr([0] ((byte) 'E") ;
I2C AsyncClient.SendData (ref byteArr,

1);

Thread.Sleep (100) ;
for (int i = 0; 1 < 5; i++)
I2C AsyncClient.Read(ref byteArr, 1);
Thread.Sleep (5000) ;
for (int i 0; 1 < 4; i++)
I2C AsyncClient.Read(ref byteArr,

1);

Thread.Sleep(100);
for (int i = 0; 1 < 5; i++)

I2C AsyncClient.Read(ref byteArr, 1);

byteArr([0] ((byte) 'P");
I2C AsyncClient.SendData (ref byteArr,

Thread.Sleep(100) ;

1);

!'= 0x00 && byteArr[2]

15);

1);

//read get system status

== 0x00) // if firmware is
// damaged?

// send download

// read "Report Key"

// else

//
//

read all system status bytes
in range (14 bytes)

// send ENTR

//
//

wait 100ms

read TPE\r\n

// Sending 'E' - erasing memory
//
//

//

read TOE\r\n

wait 5s
read TE\r\n

//
//

wait 100ms

read TPE\r\n

// Sending 'P' - program memory

//

wait 100ms

for (int i = 0; 1 < 5; i++)

I2C AsyncClient.Read(ref byteArr, 1); // read TOP\r\n
i e LeaEl 819 Progestiig=sssssssssssssssssssssssssmmmmms
sLine = objReader.ReadLine () ; // get first line from S19
while (sLine != null) // while not end of file
{

byteArr = new byte[ (sLine.Length)];
byteArr = Encoding.ASCII.GetBytes (sLine); // convert each character in line
// to its ASCI code
if (byteArr[1l] == 0x30) //skip line that starts with "SO"
sLine = objReader.ReadLine();
else
if (byteArr[l] == 0x31 || byteArr[l] == 0x39)
{
for (int 1 = 0; i < (byte) byteArr.Length; i++)
{
Temp[0] = byteArr[i];
I2C AsyncClient.SendData (ref Temp, 1);
}
byteArr[0] (byte) "\r'; I2C AsyncClient.SendData (ref byteArr, 1);
byteArr[1] = (byte)'\n'; I2C AsyncClient.SendData (ref byteArr, 1);

Thread.Sleep(100) ;

// wait for 100ms

© 2020 Microchip Technology Inc.
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for (int i = 0; 1 < 4; i++)

{

I2C AsyncClient.Read(ref Temp, 1); // reading T*\r\n or TP\r\n
byteArr[i] = Temp[O0];
}
if (byteArr[0] == 0x54 && byteArr[l] == 0x2a) // if read T*\r\n
sLine = objReader.ReadLine() ; // read next line
else if (byteArr[0] == 0x54 && byteArr[l] == 0x50) // if read TP\r\n
{
sLine = null; //end of file

MessageBox.Show ("END of File");
}
}
}

Excute hardware reset at the end of process.

Logfile 12C Download Process

The following table lists an example logdfile of the complete download process. This log file is the actual
communication between the Host to the Controller over the 12C.

Table 2-1. Example Logfile

Time step m:s.ms.us Transaction |Transaction |Datain HEX

(* represents NACK)

63 0:56.505.218 15B Write 010D FF 99 15 16 16 Host writes the
99 4E 4E 4E 4E 4E 04 “Download
06 command “in 15
bytes transaction.
64 0:56.611.614 1B Read 52* Controller transmits
65 0:56.612.489 1B Read oD* g::gke”fe";f?r?z t
66 0:56.613.423 1B Read 00* single byte or 15
67 0:56.614.413 1B Read 00* -mzséxamme
68 0:56.615.418 1B Read 4E* Z;ﬁ;"’s asingle
69 0:56.616.438 1B Read 4E*
70 0:56.617.407 1B Read 4E*
71 0:56.618.462 1B Read 4E*
72 0:56.619.432 1B Read 4E*
73 0:56.620.392 1B Read 4E*
74 0:56.621.376 1B Read 4E*
75 0:56.622.381 1B Read 4E*
76 0:56.623.371 1B Read 4E*
77 0:56.624.376 1B Read 03*
78 0:56.626.751 1B Read 1D*
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........... continued

Time step m:s.ms.us Transaction | Transaction |Datain HEX

0:56.783.598 Read 54* Controller transmits:
80 0:56.784.358 1B Read 50" TPEWn.
81 0:56.785.392 1B Read 45*
82 0:56.786.397 1B Read (0]n)
83 0:56.787.387 1B Read 0A*
94 0:56.911.235 1B Write 45 Host writes E, to

erase memory.
95 0:57.017.920 1B Read 54* Controller transmits:
96 0:57.019.471 1B Read 4F* TOE\nn.
97 0:57.020.445 1B Read 45*
98 0:57.021.430 1B Read oD*
99 0:57.032.984 1B Read 0A*
100 1:02.034.287 1B Read 54* Controller transmits:
101 1:02.035.292 1B Read 45* TE\rn.
102 1:02.036.262 1B Read (0]n)
103 1:02.037.251 1B Read 0A*
104 1:02.038.256 1B Read 54* Controller transmits:
105 1:02.039.261 1B Read 50* TPEWn.
106 1:02.040.246 1B Read 45*
107 1:02.041.270 1B Read oD*
108 1:02.042.255 1B Read 0A*
112 1:02.162.090 1B Write 50 Host writes P, to
program memory.

113 1:02.268.665 1B Read 54* Controller transmits:
114 1:02.270.295 1B Read 4F* TOP\r\n.
115 1:02.271.265 1B Read 50*
116 1:02.272.305 1B Read (0]n)
117 1:02.273.295 1B Read 0A*
118 1:02.295.376 56 B Write 53 333139303030 Host writes the S19

303134303037 30 |fileline.
3146 30 30 32 30 41

3543 33 30 30 30 30

37 44 42 46 30 30 30

30 38 3542 46 30 30

30 30 30 30 30 30 30

30 30 30 33 42 0D 0A

© 2020 Microchip Technology Inc. Application Note DS00003497B-page 11
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119
120
121
122
124

125
126
127
128
130

131
132
133
134

From this line, all transitions are similar, except the last line.

17326

17327
17328
17329
17330
17332
17333
17334

continued

Time step m:s.ms.us Transaction | Transaction
Length

1:02.317.042
1:02.319.052
1:02.320.272
1:02.321.242
1:02.332.407

1:02.346.727
1:02.348.362
1:02.349.332
1:02.350.301
1:02.363.361

1:02.378.028
1:02.379.298
1:02.380.353
1:02.381.273

2:32.235.848

2:32.437.496
2:32.439.015
2:32.440.000
2:32.440.990
2:32.861.869
2:32.863.860
2:32.865.865

1B
1B
1B
56 B

1B
1B
1B
1B
56 B

1B
1B
1B
1B

16 B

1B
1B
1B
1B
1B
1B
1B

Read
Read
Read
Read
Write

Read
Read
Read
Read
Write

Read
Read
Read
Read

Write

Read
Read
Read
Read
Write
Write
Write

Data in HEX
(* represents NACK)

2A*
0D*
0A*

53 33 31 39 30 30 30
30 31 34 31 34 30 30
30 30 30 30 30 30 30
30 30 30 30 30 30 30
30 30 30 30 30 30 30
30 30 30 30 30 30 30
30 30 30 30 30 30 30
30 30 30 42 45 0D 0A

54*
2A*
oD~
0A*

53 33 31 39 30 30 30
30 41 37 34 34 30 43
3546 43 35 30 31 41
43 34 32 31 34 44 30
43 30 32 354144 30
30414334 323132
44 30 41 30 32 3545
44 30 30 45 34 0D OA

54*
2A*
0D*
0A*

53 37 30 35 30 30 30
30 30 30 30 30 46 41
0D OA

54*
50*
0D~
0A*
52
53
54

Controller transmits:
T*\r\n.

Host writes the S19
file line.

Controller transmits:
T\r\n.

Host writes the S19
file line.

Controller transmits:
T*\r\n.

Host writes the S19
file line, this is the
last line.

Controller transmits:
TP\r\n
(End Of File)

Host writes RST.

© 2020 Microchip Technology Inc.
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........... continued
Time step m:s.ms.us Transaction | Transaction |Datain HEX
17335 2:37.860.138 Read 03* Controller transmits
17336 2:37.860.897 1B Read FF* ;ﬁtyhsfcmhosézt:’::’to
17337 2:37.861.882 1B Read 00* OxFF.
17338 2:37.862.872 1B Read 02*
17339 2:37.863.877 1B Read 00*
17340 2:37.864.866 1B Read 00*
17341 2:37.865.871 1B Read 00*
17342 2:37.866.871 1B Read FF*
17343 2:37.868.011 1B Read co*
17344 2:37.868.866 1B Read 00*
17345 2:37.869.871 1B Read 00*
17346 2:37.870.875 1B Read 00*
17347 2:37.871.880 1B Read 00*
17348 2:37.873.015 1B Read 02*
17349 2:37.873.890 1B Read c3*
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Revision History

The revision history describes the changes that were implemented in the document. The changes are listed by
revision, starting with the most current publication.

Revson—Daie —— omsepion

B 06/2020 The following changes were made:
» Changed PD69100 and PD692x0 PoE controllers to PD69100, PD692x0,
and PD39210 PoE controllers in the Introduction section.

* Removed PD692x0 in Table 1-1.
* Replaced PD692x0 with the term Controller in Table 2-1.

A 06/2020 The following changes were made:
» Updated the application note as per Microchip standards.
* Made changes in the Introduction section.
+ Changed TN140 to AN3497.

1.1 07/2008 This was the first publication of the document.
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The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

* Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative

* Local Sales Office

»  Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

* Microchip products meet the specification contained in their particular Microchip Data Sheet.

* Microchip believes that its family of products is one of the most secure families of its kind on the market today,
when used in the intended manner and under normal conditions.

» There are dishonest and possibly illegal methods used to breach the code protection feature. All of these
methods, to our knowledge, require using the Microchip products in a manner outside the operating
specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is engaged in theft of
intellectual property.

» Microchip is willing to work with the customer who is concerned about the integrity of their code.

» Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code
protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection
features of our products. Attempts to break Microchip’s code protection feature may be a violation of the Digital
Millennium Copyright Act. If such acts allow unauthorized access to your software or other copyrighted work, you
may have a right to sue for relief under that Act.

Legal Notice

Information contained in this publication regarding device applications and the like is provided only for your
convenience and may be superseded by updates. It is your responsibility to ensure that your application meets with

© 2020 Microchip Technology Inc. Application Note DS00003497B-page 15
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your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND WHETHER
EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY OR OTHERWISE, RELATED TO THE INFORMATION,
INCLUDING BUT NOT LIMITED TO ITS CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR
FITNESS FOR PURPOSE. Microchip disclaims all liability arising from this information and its use. Use of Microchip
devices in life support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting from such
use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual property rights unless
otherwise stated.
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Quality Management System

For information regarding Microchip’s Quality Management Systems, please visit www.microchip.com/quality.
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