MICROCHIP ATWILC1000/ATWILC3000
Wi-Fi Link Controller RTOS Driver Release Notes

Introduction

This release note describes the software deliveries and features of the ATWILC baremetal driver/firmware.

Deliveries are tested on SAM4S/SAMV71 as host MCU using IwIP network stack and FreeRTOS as real time
operating system using SPI and SDIO buses for both the ATWILC1000 and the ATWILC3000 modules respectively.
Notes: All references to the ATWILC module includes all the devices listed below, unless otherwise noted:

+ ATWILC1000

+  ATWILC3000
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ATWILC1000/ATWILC3000
ATWILC Host Driver Architecture

ATWILC Host Driver Architecture

The ATWILC host driver software is a C library, which provides the host MCU application with necessary APlIs to
perform Ethernet operations.

The BLE stack communicates with the ATWILC using standard HCI over UART. The ATWILC host driver initializes
the BLE core and firmware, and the BLE stack handles all BLE data and controller paths.

The following figures show the architecture of the ATWILC host driver software which runs on the host MCU.

Figure 1-1. Host Driver Software Architecture for Wi-Fi only Chipsets
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Figure 1-2. Host Driver Software Architecture for BLE Capable Chipsets
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Note: Only the WILC3000 modules support BLE stack.
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ATWILC1000/ATWILC3000
ATWILC Release Content

ATWILC Release Content

The article microchipsupport.force.com/s/article/How-to-upgrade-WILC 1000-3000-RTOS-to-v4-8-release-of-ASF 3-52-
applications captures the procedure to upgrade the Driver and WLAN firmware of ASF3.52 applications to v4.8

release.

Table 2-1. ATWILC Release Content

Documents Software design guide and release notes
Firmware wilc1000_wifi_firmware.h: Wi-Fi station-P2P-AP
EREr concurrency firmware for ATWILC1000 module.
wilc3000_ble_firmware.h: BTDM firmware for ATWILC3000.
wilc3000_wifi_firmware.h: Wi-Fi station-P2P-AP
concurrency firmware for ATWILC3000 CA module(default)
wilc3000_wifi_firmware_ua.h: Wi-Fi station-P2P-AP concurrency firmware for ATWILC3000 for
the UA module.( Rename this file to wilc3000_wifi_firmware.h when you use on ATWILC3000
UA modules)
Alternatively, you can generate a new WILC3000 FW for the UA module using the gain builder
from tools and the UA module gain sheet to patch the existing default wifi FW.
For ex:
gain builder.exe
-hp wilc3000 UA gain setting zones.csv
-fh wilc3000 wifi firmware.h
Host Driver Host driver source code
Tools * Characterization GUI — GUI used for RF testing.
* Gain builder — tool used to patch firmware header files with custom digital gains.
© 2022 Microchip Technology Inc. Release Note DSxxxxxxxxE-page 4

and its subsidiaries


https://microchipsupport.force.com/s/article/How-to-upgrade-WILC1000-3000-RTOS-to-v4-8-release-of-ASF3-52-applications
https://microchipsupport.force.com/s/article/How-to-upgrade-WILC1000-3000-RTOS-to-v4-8-release-of-ASF3-52-applications

ATWILC1000/ATWILC3000
ATWILC RTOS Features

3. ATWILC RTOS Features

The ATWILC module supports the following features.
1. Wi-Fi Station (STA)
— |EEE 802.11 b/g/n
— Open, Wi-Fi Protected Access (WPA)/WPA2 personal
— (WPA)/WPA2 Enterprise security (ATWILC1000 only)
» Authentication mode — EAP-TTLS with MsChapv2.0

» Encryption Types — TLS_RSA_WITH_AES_128_CBC_SHA and
TLS_RSA_WITH_AES_128_CBC_SHA256

2. Wi-Fi Access Point (AP)

— |EEE 802.11 b/g/n

— Open, WPA/WPA2 personal security

— Supports eight stations
3.  Wi-Fi Protected Setup (WPS)

- PBC

— PIN code
4. Wi-Fi direct

— P2P Client (PBC/PIN security modes)

5. Concurrent modes

- STA-AP

— STA- P2P Client

— AP- P2P Client
6. Bluetooth (ATWILC3000 only)

— Bluetooth Low Energy (BLE) 4.0 support
Modes of operation: Central and peripheral support
Number of Connections: Supports seven clients
Adaptive frequency hopping
Coexistence with Wi-Fi
7. Power save

— Beacon monitoring

— Low- power mode during idle
8. RF version number 01.1

Note: RF version number format is xx.y, where xx: "Major" and y: "Minor".
Changes in Major number requires re-tests and possibly re-certification.
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4.2

4.3

ATWILC1000/ATWILC3000

Release Revision History

Release Revision History

ATWILC Baremetal v4.8

The release contains the following changes:-

1.

2.
3.
4

Deprecated support for WEP authentication on WILC1000/3000
Improved 802.11b carrier suppression on WILC1000

Improved Gain tables for WILC1000 and WILC3000

Countermeasures for the ‘FragAttacks’ vulnerabilities (see table below)

CVE-2020-26140 Accepting plaintext data frames in a protected network

CVE-2020-26143 Accepting fragmented plaintext data frames in a protected network
CVE-2020-24588 Accepting non-SPP A-MSDU frames

CVE-2020-24586 Not clearing fragments from memory when (re)connecting to a network

CVE-2020-26139 Forwarding EAPOL frames even though the sender is not yet authenticated

CVE-2020-26147 Reassembling mixed encrypted/plaintext fragments

CVE-2020-26146 Reassembling encrypted fragments with non-consecutive packet numbers

CVE-2020-26144 Accepting plaintext A-MSDU frames that start with an RFC1042 header with EtherType

ATWILC Baremetal v4.7

The following are the bug fixes:

1.

N ok wN

Fix WILC1000: SDIO failures on some parts when power save is enabled

Fix problem in retrieving TCP frames: Fixed handling of Block-Ack timer events
Fix WILC3000: Sdio bus issues when Power Save mode is enabled

Fix BLE advertising issues under some application command sequence

Fix BLE advertisement fails after repeated connect/disconnect

Fix BLE FW Assert locks up

Fix Provided an driver API for applications to disable 11n HT mode

ATWILC Baremetal v4.6

The following are the new features:

1.

WILC3000: Change Gain with Temperature to avoid in-band spurs

The following are the bug fixes:

1.

STA fails to reconnect to AP moving to adjacent channel

2. Enabling mcast filter fails after enabling sleep mode.
3.  WILC RTOS host driver possible lock up.
4. AP SSID broadcasts while P2P mode is connected.
5. Fix BLE Sweyntooth Vulnerability
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ATWILC1000/ATWILC3000

Release Revision History

4.4 ATWILC Baremetal v4.5

1.

ok wbd

© N o

1.
12.
13.
14.
15.

Third party STA with 802.11b only mode fails to connect to the ATWILC AP.

Connection to WPA-PSK with UTF-8 encoding fails.

Dynamic antenna switching is not performing as expected.

Some APs deny connection from the ATWILC STA if short preamble is disabled. Regression from v4.4.

The ATWILC AP disconnects connected clients when the ATWILC STA is connecting, even if both are on the
same channel.

CF-end Packets retransmitted continuously when multiple ATWILC stations are connected to same AP.
Advertise support for 11n rates in AP’s beacons

Unable to Connect to ATWILC AP After hours of Interference and high throughput traffic

Failure to reconnect to P2P device after hard reset.

Modify Krack Attack fix for APs that doesn’t change key index during re-keying

Firmware doesn't report disconnection to host in case of P2P/WPS failure

ATWILC3000 Low Rx performance

Faster P2P connection for ATWILC3000

Iperf stalls during longevity test

Failure to wake some parts up through SPI

4.5 ATWILC Baremetal v4.4

New features:
— Antenna Diversity
— Support for UTF-8 in reference application
— P2P PIN security mode
— Capability to scan single channel specified by the application
— ATWILC3000 BLE power save mode
— Wi-Fi idle and connected modes for the power save mode
— Characterization GUI to change BLE UART baud rate
Improve transmission performance in noisy environment
P2P fails to connect with Huawei P9, SAMSUNG J7, and Pixel 2
Seventh and eighth clients fails to connect to AP interface when six clients are connected
Enhance transmission PER with significant changes in temperature
Avoid reporting hidden APs to the application layer
Fix for mistakenly reporting enterprise APs with CCKM AKM suite support as WEP
Fix for failure to connect in P2P-STA concurrency when STA is in the open mode
Gain builder — fix for failure to patch firmware when magic number is at the end of line in the firmware
Fixed SDIO block transfer issues for SAM V71 Xplained Ultra evaluation kit

4.6 ATWILC Baremetal v4.3

Fix regressions from RC2

The following are bug fixes and enhancements for RTP:

WFA certification

— DUT not connecting to AP configured in enterprise security

— Code legal statement is out of date

— P2P Client not broadcasting SSID as “DIRECT-*

— Align driver folder structure with ASF’s structure

— Update information on how to generate WPA enterprise certificate and example code
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Release Revision History

— Updated WPA enterprise capabilities
— Failure to connect to AP in 802.11n only mode
— ATWILC1000 not connecting with customer AP with 4.3 RC2 build
— WFA 5.2.45 - Ping fails if RIFS is enabled in AP
— WFA 5.2.52 - ATWILC advertises HT capabilities when connecting to AP with WEP and HT
— WFA 5.2.17-5.2.18 - No Deauthentification frame after three MIC attacks
— WFA 5.2.38 - A-MSDUs not delivered correctly to stack
Wi-Fi disconnects when BLE starts its activity
Increase Wi-Fi Tx power levels granularity
Enable pullups for unused GPIOs
Characterization GUI to choose serial bridge’s com port number
Characterization GUI to use the serial bridge’s port to send HCI commands
Updated m2m wifi set tx power () API

4.7 ATWILC Baremetal v4.2

New features:
— Notify host with connection attempts to the AP interface with wrong password
— Updated the error codes associated with the 802.11 MAC specifications

Fixed WPA security hole issue

Fixed the issue with P2P mode on channel 6

Updated Software Design Guide and APls cleanup

Eliminate Spurious Emissions in ATWILC1000 Wifi/BLE Coexistence mode

Fixed WPS connection issue

Removed support for Bluetooth Classic

The following are bug fixes and enhancements for RTP:

Eliminate Coex spurs

Workaround for deauth reason code 0x0002 |oP issue

Remove AP from scan results if connection timed out

DUT is not reconnecting when router changes channel while restarting
WPS not working with release v4.1

Updated Softwaer Design Guide and APlIs cleanup

Notify host of connection attempts with incorrect password to AP interface
Merge autorate improvements from ATWINC1500

Investigate, replicate and mitigate 'krakattack' M3 replay vulnerability
ATWILC1000 RTOS driver 4.1 returning unknown error codes from the firmware
ATWILC1000 RTOS driver version 4.1 warnings

P2P mode is not connecting in channel 6

Failure to bridge host Tx packets if it has different MAC address
Intermittent WPS failures

Count packets that fails all retransmission for autorate

4.8 ATWILC Baremetal v4.1

New features:
— Control beacon intervals from application layer
— APIs to enable/disable multicast filtering
— API to limit the number of supported stations
Fix for disabling AP that was broken in 4.0
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ATWILC1000/ATWILC3000

Release Revision History

Fix for bug where all clients are disconnected from ATWILC1000 AP when one client is disconnected
Option to run ATWILC1000 firmware from internal flash when using ATWILC1500/ATWINC3400 hardware
Fix for P2P client

Fix for ATWILC AP to support eight stations

Design guide update and API cleanup

The following are bug fixes and enhancements for RTP:

ATWILC sometimes does not advertise

Wi-Fi disable AP does not support ATWILC1000 4.0

Adapt new PS mechanism from ATWINC

Add SPI Enhancements from ATWINC1500

STA disconnects from ATWILC1000 AP, when another STA is disconnected
Adjust SDIO internal pull ups

Unreliable connection of hidden SSID networks

Ping operation with more than 1536 packet size breaks the ATWILC1000+ SAMV71
Fix to meet EVM specifications on CH10

ETSI Certification support to implement per channel Rx RSSI offset

AP MAC_CONNECTED natification is inconsistent

Change ATWILC1000 Gains for customer only

Log firmware SVN revision number

Set maximum Tx rate

Optimize monitor mode path

Run ATWILC firmware from ATWINC1500/ATWINC3400 internal flash
Control beacon interval as application input

Add API to enable/disable multicast filtering

Add API to limit the number of supported stations

Verify P2P client connection

Failure to connect to some APs in WPA/WPA2 mixed mode

ATWILC baremetal driver version 4.0: SoftAP supports only four associated stations
AP acknowledges packets after being disabled

4.9 ATWILC Baremetal v4.0

The following are bug fixes and enhancements for RTP:

Support for dual MAC addresses for concurrency

Optimized firmware/hardware interface with single DMA transaction per packet, instead of three
Support HT capabilities when connecting to 802.11n APs

Support for WEP security

Support for WPA/WPA2 security for AP interface

Support for ATWILC1000 SDIO

Support for ATWILC3000D2 parts

Support hidden SSID for AP interface

Eliminated lint errors from Wi-Fi firmware

Phased out ATWILC1000 RevA parts

Use second hardware MAC address on supported Application-Specific Integrated Circuit (ASIC)
Use second hardware MAC address

Driver/firmware interface enhancement

Driver/firmware interface enhancement - Rx path

Driver/firmware interface enhancement - Tx path

Eliminate buffer copying in Tx path

© 2022 Microchip Technology Inc. Release Note DSxxxxxxxxE-page 9
and its subsidiaries



ATWILC1000/ATWILC3000

Release Revision History

Integrate Rx and Tx path enhancements

Implement OTP MAC address API

HT capabilities are not parsed from association request

Failure to enable WPA2 AP

WEP Security is not supported

Connection failed with WEP-Shared with WEP-40 and WEP-104 key configurations
SDIO support for ATWILC1000

Modify m2m wifi get mac address () APIto comply with using two MAC addresses
Add support for PCLint Static Code Analysis tool

Fix firmware lint errors

ATWILC transmitted beacons are malformed when using two mac addresses
(ATWILC3000) Disable Coex Null frames when Wi-Fi enters the Sleep mode

Failure in STA and AP interfaces when using ATWILC3000 SPI wing boards with power-save enabled
Exclude CTS failures from autorate calculations

Apply FCC gain settings from ATWILC3000

Firmware download sequence is not correct

Use DMA buffer for block transfers

Set Tx Power APl is not working correctly

Recognize ATWILC3000D2 parts

Phase out ATWILC1000 RevA (RTOS)

Apply new PMU settings to ATWILC3000D2 boards

Change register Ox1ea0 to Oxc7e for ATWILC3000D2

Apply action items from ATWILC3000/ATWINC3400 regarding dump comparison
Remove legacy options WILC_DISABLE_PMU, WILC_EXT_PA_INV_TX_RX and M2M
Use fixed point calculations

AP hidden SSID

410 ATWILC Baremetal v3.6

Added BLE only firmware

The following are bug fixes and enhancements for RTP:

Apply FCC gain settings from ATWILC3000

Change Dgain LUT by patching the firmware

Use XO offset from effuse

Apply 11b transceiver settings

STA disconnects during 72 hours Rx test

Clock status check for ATWILC1000 SDIO is not correct

Merge RF settings from ATWILC1000 Linux

Update RF and Phy settings to match ATWINC1500 and ATWILC1000 Linux
Big endian support for m2m wifi APIs

4.11 ATWILC Baremetal v3.5

The following are bug fixes and enhancements for RTP:

Fix scan while AP is started

Fix firmware when stopped at error 12

Fix wrong percentage in Rx stats logging

Aligning host DMA buffers in SDIO layer

Added BT/BLE Tx power control HClI command (ATWILC3000 only)
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4.15

4.16

ATWILC1000/ATWILC3000

Release Revision History

Added BLE only FW. Config flags CONF_BT_MODE_BTDM and CONF_BT_MODE_BLE_ONLY should be
used to select which FW to use (ATWILC3000 only)

BT/BLE FW: Changed manufacturer’s name to Atmel (ATWILC3000 only)
Fixed bugs for certification (ATWILC3000 only)

Avoid disconnect after GATT request timeout

Avoid disconnection after GATT request timeout

Frame spacing interval fails

ATWILC Baremetal v3.4

The following are bug fixes and enhancements for RTP:

SDIO porting example for SAM4s
BLE/BT Firmware download and start
Implemented m2m coex set mode (tenuCoexMode enuCoexMode) to switch the tuner between:
— M2M COEX MODE WIFTI -tuner operates in Wi-Fi only mode
— M2M COEX MODE_ BT - tuner operates in BT/BLE only mode
— M2M COEX MODE_COMBO - tuner arbitrates access to the tuner between Wi-Fi and BT/BLE
Add error handling in the SPI if the command does not equal the response till the timeout
Added SDIO interface support for SAM4S MCU
Fix unaligned buffers issue for SDIO
Download and start BLE firmware
Implement Wi-Fi/BLE Coexistence

ATWILC Baremetal v3.3

The following are bug fixes and enhancements for RTP:

Fix regression starts on release 3.0 on connection to open security AP

Send fixed data lengths to the host for the same frame regardless of the security of the AP in the parsed option
of the Monitor mode

Fix connection issue when one ATWILC in station mode tries to connect to another ATWILC in AP mode
Send the correct MAC address in the connect natification in case of SoftAP secured mode

ATWILC Baremetal v3.1

The following are bug fixes and enhancements for RTP:

Fix the issue with version mismatch

Add the API to change channel in the monitor mode

Enable the PS (Power Save) mode

ATWILC Baremetal v3.0

The following are bug fixes and enhancements for RTP:

Added support for enterprise security in the station mode

ATWILC Baremetal v2.5

The following are bug fixes and enhancements for RTP:

Supports to receive the frames in the monitor mode with the MAC 802.11 header
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419

4.20

4.21

4.22

ATWILC1000/ATWILC3000

Release Revision History

ATWILC Baremetal v2.4

The following are bug fixes and enhancements for RTP:
» Fixed error in the request enumeration base numbers
» Added support for the monitor mode

ATWILC Baremetal v2.3

The following are bug fixes and enhancements for RTP:
» Send interrupt on each transmitted packet from the host to firmware
* Add an API to set the scan list
» Filter APs from the scan result that are seen off the user channel list

ATWILC Baremetal v2.1

The following are bug fixes and enhancements for RTP:
» Added support for P2P group connect - To connect to an existing established group, enable the P2P and then
use the normal connect API with security type set to open

* Added support for P2P device search - To search for P2P devices and GOs, enable the P2P and then use
the scan APl m2m wifi request scan_ ssid with ssid set to "DIRECT-" , a new parameter is added in the
structure tstrM2mWifiscanResult which is au8DeviceName to distinguish between different peers who all
have the same SSID "DIRECT-"

» Events are not implemented for the concurrent mode (STA + AP)

ATWILC Baremetal v2.0

The following are bug fixes and enhancements for RTP:

* Added support to station WPS

+ Added concurrent P2P client feature

» Fixed a bug in sending probe responses in the station mode

* Added an API to get the connection information in the softAP mode

ATWILC Baremetal v1.1

The following are bug fixes and enhancements for RTP:
* Added new API to scan for a specific SSID
* Fixed missing AP from scan result that filters the ATWILC1000 MAC address
» Fixed connect-disconnect issue
» Fixed corrupted print on serial debug
» Fixed a bug on SoftAP mode that causes data frames to send with zero MAC address in source address

ATWILC Baremetal v1.0

The following are bug fixes and enhancements for RTP:
* Support for the Station mode
*  WEP-40, WEP-104, WPA-CCMP, WPA-TKIP, WPA2-CCMP, WPA2-TKIP security modes
» Support for the SoftAP mode
» Support all security modes in SoftAP mode: Open, WEP, and WPA2
» Supports up to eight associated stations in the SoftAP mode
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» Supports single channel concurrent operation Station-Station or Station-AP
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Limitations

5. Limitations

Multichannel concurrency is not supported. Concurrent modes must run on the same channel.

STA WPA Enterprise Security mode is not supported for the ATWILC3000.

P2P GO mode is not supported.

AP WPS security mode is not supported.

iPerf throughput is not optimized for the ATWILC3000 SPI and SAMv71. Buffer overrun is observed.
P2P connection issues are observed with specific mobile devices.

Enterprise security is not supported for the ATWILC3000.

Limitation to download only small files (<30 MB) for file download application.
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The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

» Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative

* Local Sales Office

» Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip products:

» Microchip products meet the specifications contained in their particular Microchip Data Sheet.

* Microchip believes that its family of products is secure when used in the intended manner, within operating
specifications, and under normal conditions.

» Microchip values and aggressively protects its intellectual property rights. Attempts to breach the code
protection features of Microchip product is strictly prohibited and may violate the Digital Millennium Copyright
Act.

* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code
protection does not mean that we are guaranteeing the product is “unbreakable”. Code protection is constantly
evolving. Microchip is committed to continuously improving the code protection features of our products.

Legal Notice

This publication and the information herein may be used only with Microchip products, including to design, test,

and integrate Microchip products with your application. Use of this information in any other manner violates these
terms. Information regarding device applications is provided only for your convenience and may be superseded

by updates. It is your responsibility to ensure that your application meets with your specifications. Contact your
local Microchip sales office for additional support or, obtain additional support at www.microchip.com/en-us/support/
design-help/client-support-services.
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THIS INFORMATION IS PROVIDED BY MICROCHIP "AS IS". MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY

OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE,
OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, OR
CONSEQUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS USE
WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THE INFORMATION.

Use of Microchip devices in life support and/or safety applications is entirely at the buyer's risk, and the buyer agrees
to defend, indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual property rights
unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, Adaptec, AnyRate, AVR, AVR logo, AVR Freaks, BesTime,
BitCloud, chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, HELDO, IGLOO, JukeBlox,
KeeLoq, Kleer, LANCheck, LinkMD, maXStylus, maXTouch, MediaLB, megaAVR, Microsemi, Microsemi logo,
MOST, MOST logo, MPLAB, OptoLyzer, PackeTime, PIC, picoPower, PICSTART, PIC32 logo, PolarFire, Prochip
Designer, QTouch, SAM-BA, SenGenuity, SpyNIC, SST, SST Logo, SuperFlash, Symmetricom, SyncServer,
Tachyon, TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA are registered trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

AgileSwitch, APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, FlashTec, Hyper Speed
Control, HyperLight Load, IntelliMOS, Libero, motorBench, mTouch, Powermite 3, Precision Edge, ProASIC,
ProASIC Plus, ProASIC Plus logo, Quiet-Wire, SmartFusion, SyncWorld, Temux, TimeCesium, TimeHub, TimePictra,
TimeProvider, WinPath, and ZL are registered trademarks of Microchip Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, Augmented Switching,
BlueSky, BodyCom, CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController,
dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, Espresso T1S, EtherGREEN, IdealBridge,
In-Circuit Serial Programming, ICSP, INICnet, Intelligent Paralleling, Inter-Chip Connectivity, JitterBlocker, maxCrypto,
maxView, memBrain, Mindi, MiWi, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach,
Omniscient Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE,
Ripple Blocker, RTAX, RTG4, SAM-ICE, Serial Quad I/O, simpleMAP, SimpliPHY, SmartBuffer, SMART-I.S., storClad,
SQl, SuperSwitcher, SuperSwitcher Il, Switchtec, SynchroPHY, Total Endurance, TSHARC, USBCheck, VariSense,
VectorBlox, VeriPHY, ViewSpan, WiperLock, XpressConnect, and ZENA are trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered trademarks of
Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary of Microchip
Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2022, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.
ISBN:

Quality Management System

For information regarding Microchip’s Quality Management Systems, please visit www.microchip.com/quality.
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Corporate Office
2355 West Chandler Blvd.
Chandler, AZ 85224-6199
Tel: 480-792-7200
Fax: 480-792-7277
Technical Support:
www.microchip.com/support
Web Address:
www.microchip.com
Atlanta

Duluth, GA

Tel: 678-957-9614
Fax: 678-957-1455
Austin, TX

Tel: 512-257-3370
Boston
Westborough, MA
Tel: 774-760-0087
Fax: 774-760-0088
Chicago

Itasca, IL

Tel: 630-285-0071
Fax: 630-285-0075
Dallas

Addison, TX

Tel: 972-818-7423
Fax: 972-818-2924
Detroit

Novi, Ml

Tel: 248-848-4000
Houston, TX

Tel: 281-894-5983
Indianapolis
Noblesville, IN

Tel: 317-773-8323
Fax: 317-773-5453
Tel: 317-536-2380
Los Angeles
Mission Viejo, CA
Tel: 949-462-9523
Fax: 949-462-9608
Tel: 951-273-7800
Raleigh, NC

Tel: 919-844-7510
New York, NY

Tel: 631-435-6000
San Jose, CA

Tel: 408-735-9110
Tel: 408-436-4270
Canada - Toronto
Tel: 905-695-1980
Fax: 905-695-2078

Australia - Sydney
Tel: 61-2-9868-6733
China - Beijing

Tel: 86-10-8569-7000
China - Chengdu

Tel: 86-28-8665-5511
China - Chongqing
Tel: 86-23-8980-9588
China - Dongguan
Tel: 86-769-8702-9880
China - Guangzhou
Tel: 86-20-8755-8029
China - Hangzhou
Tel: 86-571-8792-8115
China - Hong Kong SAR
Tel: 852-2943-5100
China - Nanjing

Tel: 86-25-8473-2460
China - Qingdao

Tel: 86-532-8502-7355
China - Shanghai

Tel: 86-21-3326-8000
China - Shenyang
Tel: 86-24-2334-2829
China - Shenzhen
Tel: 86-755-8864-2200
China - Suzhou

Tel: 86-186-6233-1526
China - Wuhan

Tel: 86-27-5980-5300
China - Xian

Tel: 86-29-8833-7252
China - Xiamen

Tel: 86-592-2388138
China - Zhuhai

Tel: 86-756-3210040

India - Bangalore
Tel: 91-80-3090-4444
India - New Delhi
Tel: 91-11-4160-8631
India - Pune

Tel: 91-20-4121-0141
Japan - Osaka

Tel: 81-6-6152-7160
Japan - Tokyo

Tel: 81-3-6880- 3770
Korea - Daegu

Tel: 82-53-744-4301
Korea - Seoul

Tel: 82-2-554-7200
Malaysia - Kuala Lumpur
Tel: 60-3-7651-7906
Malaysia - Penang
Tel: 60-4-227-8870
Philippines - Manila
Tel: 63-2-634-9065
Singapore

Tel: 65-6334-8870
Taiwan - Hsin Chu
Tel: 886-3-577-8366
Taiwan - Kaohsiung
Tel: 886-7-213-7830
Taiwan - Taipei

Tel: 886-2-2508-8600
Thailand - Bangkok
Tel: 66-2-694-1351
Vietnam - Ho Chi Minh
Tel: 84-28-5448-2100

Austria - Wels

Tel: 43-7242-2244-39
Fax: 43-7242-2244-393
Denmark - Copenhagen
Tel: 45-4485-5910
Fax: 45-4485-2829
Finland - Espoo

Tel: 358-9-4520-820
France - Paris

Tel: 33-1-69-53-63-20
Fax: 33-1-69-30-90-79
Germany - Garching
Tel: 49-8931-9700
Germany - Haan

Tel: 49-2129-3766400
Germany - Heilbronn
Tel: 49-7131-72400
Germany - Karlsruhe
Tel: 49-721-625370
Germany - Munich
Tel: 49-89-627-144-0
Fax: 49-89-627-144-44
Germany - Rosenheim
Tel: 49-8031-354-560
Israel - Ra’anana

Tel: 972-9-744-7705
Italy - Milan

Tel: 39-0331-742611
Fax: 39-0331-466781
Italy - Padova

Tel: 39-049-7625286
Netherlands - Drunen
Tel: 31-416-690399
Fax: 31-416-690340
Norway - Trondheim
Tel: 47-72884388
Poland - Warsaw

Tel: 48-22-3325737
Romania - Bucharest
Tel: 40-21-407-87-50
Spain - Madrid

Tel: 34-91-708-08-90
Fax: 34-91-708-08-91
Sweden - Gothenberg
Tel: 46-31-704-60-40
Sweden - Stockholm
Tel: 46-8-5090-4654
UK - Wokingham

Tel: 44-118-921-5800
Fax: 44-118-921-5820
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