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Using the CRC-on-Boot

Introduction

Cyclic Redundancy Checks (CRCs) are a common means of performing error checking on areas of Non-Volatile
Memory (NVM) and ensuring data integrity of this memory. In many safety-critical applications, it can be useful or
necessary to perform this kind of check, independent of the program memory of the device. It may also be a useful
check to perform before any of this program memory is executed to prevent any erroneous code from executing and
causing potential issues in the system.

The CRC-on-Boot feature was designed with these applications in mind. It can perform a CRC on several areas of
NVM on its device without relying on the program memory. It can also hold the device in Reset prior to code
execution if errors are found. This technical brief provides information about the CRC-on-Boot feature of the 32-bit
CRC module on a range of PIC® microcontrollers. This feature builds on and utilizes hardware based on the
previously existing 16-bit CRC module. Therefore, it is recommended that those unfamiliar with the PIC16F/PIC18F
CRC module to read TB3128: “CRC and Memory Scan on 8-Bit Microcontrollers” to gain a familiarity with how
the CRC module functions, as well as CRC calculations in general.
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CRC-on-Boot

The CRC-on-Boot feature of the microcontroller, when enabled, performs a CRC on selected areas of non-volatile
memory upon device power-up before any user code is executed. It is set up purely through Configuration Words,
and the function of the module is performed by hardware on the device without any user code intervention to function.

Figure 1-1 shows a flowchart outlining the functionality of the CRC-on-Boot feature.
Figure 1-1. CRC-on-Boot Flowchart
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The CRC-on-Boot controls which sections of NVM to scan and 32-bit CRC to run on, as well as the polynomial and
seed for the CRC calculation. This feature scans all chosen areas of memory and runs the CRC calculation on the
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data contained in those areas of memory. It then compares the result of that calculation against the preconfigured
expected result and indicates whether the expected result matches the calculated result, identifying whether any of
the scanned area of memory has deviated from the expected values.

Scanning Segments
The CRC-on-Boot can scan the following primary areas of NVM:

* Program Memory Boot Sector
* Non-Boot NVM

The Non-Boot NVM is further subdivided into four smaller segments:

* Non-Boot Program Memory
» Storage Area Flash

+ Data EEPROM

» Configuration Words

Scanning of all five segments, the program memory boot sector and the four segments of non-boot NVM can be
individually enabled or disabled. In addition, the two primary areas that the CRC-on-Boot scans will each have their
own set of Configuration registers to store their polynomial, seed, and expected result values in. It also separates
Status bits to indicate whether a CRC mismatch is found in that primary area, and Configuration bits to determine if
execution will continue upon detecting a mismatch or if the device will instead trap.

Note: The boot area calculation is completed first, so unless the BOOTCOE bit is cleared, a mismatch in the boot
section of the CRC will cause the non-boot section calculation to not occur.

CRC-on-Boot Output

When the CRC-on-Boot operation begins, it clears the BPOUT bit of the BOOTREG register. If all enabled CRC
calculations are found to match their respective expected values, the BPOUT bit is set and normal user code
execution begins. The BPOUT bit also controls the state of any selected output pin, pulling the pin low until a
successful CRC match is determined, and then either driving or releasing the pin high. The output pin can be enabled
or disabled and steered to several output pins, as well as configured in either Normal or Open-Drain modes.

Note: Any CRC calculations that are not enabled are treated as if the calculated and expected values match.
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CRC Module

The CRC-on-Boot feature uses the 32-bit CRC module to perform its CRC calculations. The polynomial and seed
values (CRCXOR and CRCACC) are loaded from their respective Configuration Words. For the boot section, the
BCRCPOL Configuration registers are loaded into the CRCXOR registers and the BCRCSEED Configuration
registers are loaded into the CRCACC registers. For the other sections, CRCPOL is loaded into CRCXOR and
CRCSEED is loaded into CRCACC. For boot, application and SAF sections are the following:

* CRC input data is set to 16 bits (CRCCON2 = 0x0F)
* Polynomial is set to 32 bits (CRCCON1 = 0x1F)

» CRC shifts left (MSb first, SHIFTM = 0)

* Accumulator is augmented with zeroes (ACCM = 1)

For data EEPROM and Configuration scans, the CRC settings remain the same, with the exception that the CRC
input data is set to 8 bits, instead of 16 bits (CRCCON2 = 0x07).

The area that is selected for scanning is determined by several factors, both inside and outside the CRC-on-Boot.
The three major sections that are affected by outside sources are the program, SAF, and boot sections. These three
sections are all one contiguous area of NVM, just broken into different sized sections. The boot section scan will
adjust to match the configured size of the boot section, which is determined by the BOOTSIZ Configuration bits, and
the program memory section will adjust to match. The program memory section will scan to the end of program
memory, unless the SAF section is enabled, at which point the SAF scan must be enabled separately. The data
EEPROM scan will scan the entirety of the data EEPROM section of memory. The configuration scan will scan all
Configuration bytes, except for the four Configuration bytes of the non-boot section’s expected value as scanning
these bytes would make the process impossible.

Notes:

1. Enabling scans on a section of memory that is not enabled (for example, enabling scans of the SAF section
when SAFEN is disabled) is treated as an expected value mismatch by the CRC-on-Boot.

2. The CRC-on-Boot uses whichever clock is selected by the RSTOSC Configuration bits of the device. This is
important as configuring the source clock to be a slow source (such as 32k LFINTOSC or 32k SOSC input
sources) can make the CRC-on-Boot take an undesirably long time to complete. If operation at a slower clock
frequency is desired (for example, power consumption purposes), a solution is to set the RSTOSC
Configuration bits to a higher clock frequency, and then do a clock switch to the slower frequency at the
beginning of user code. This will allow the CRC-on-Boot to finish in a reasonable amount of time, while then
allowing the device to run at a slower speed.
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CRC-on-Boot Configuraion

Scan Area Enabling and Selection

Enabling the CRC-on-Boot is achieved by clearing the BOOTPOR Configuration bit. Enabling the scanning of
individual segments is controlled by the CFGSCEN, DATSCEN, SAFSCEN, APPSCEN, and BOOTSCEN
Configuration bits. By default, the module will halt operation of the device upon detecting a mismatch. Clearing the
COE or BOOTCOE bits will disable this functionality and allow the device to continue with further operation. As each
section (boot or non-boot) is completed, it will set or clear the BO and B1 bits of BOOTREG to indicate if each section
passed or failed its CRC.

Output Control

The output pin is configured through the ODCON, BPEN, and BOOTPINSEL Configuration bits. The BPEN bit
enables or disables the output pin, the BOOTPINSEL bits choose which pin will have the module output, and the
ODCON bit controls whether the output pin will drive both high- and low-going signals or be in Open-Drain mode
(only driving low-going signals). The level of the output pin is determined by the BPOUT bit of the BOOTREG
register. This bit is automatically set to the appropriate level by the CRC-on-Boot after finishing its calculation, but can
also be controlled in software to manually control the pin selected by the BOOTPINSEL bit.

Note: If the BPEN bit is cleared, the pin selected by BOOTPINSEL is fully controlled by the CRC-on-Boot and
cannot be used for GPIO, PPS, or analog functions.

Table 3-1. CRC-on-Boot Output Pin Selections

1 X None
0 00 RA4
0 01 RA2
0 10 RC4
0 11 RC5

Polynomial, Seed, and Expected Value Configuration and Calculation

If the CRC-on-Boot is enabled, it will run on all Power-on Reset (POR) events. If the calculation completes and
continues to user code execution (either through matching the expected value or the continue-on-error feature is
enabled), the BOOTDONE bit in BOOTREG will be set. With this bit set, all non-POR events will immediately go to
user code without performing a CRC-on-Boot. However, if such a calculation is desired after a non-POR event,
clearing this bit will cause the CRC-on-Boot to occur on the next Reset of any source.

The polynomial and seed values, as previously mentioned, are taken directly from their respective Configuration
bytes and loaded into the CRC module’s associated bytes. For more details on CRC calculations, see “TB3128:
CRC and Memory Scan on 8-bit Microcontrollers”. For the expected value, the calculation must be done knowing
the areas of the memory that will be scanned and checked. The expected value is loaded into respective
Configuration registers, with the BCRCRES registers being compared against the boot section's final calculated CRC
value, and the CRCRES registers being compared against the non-boot sections' final calculated CRC value.
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Example Use Cases

The examples below show a few example Configuration settings for different use cases for the CRC-on-Boot.
Example 4-1 shows a case in which there is no boot or SAF sectors of program memory. In this case, only the
application memory is scanned, the output is an open-drain setup on pin RA2 (for a shared error line), and the device
will not continue upon encountering an error. This keeps the whole system in Reset for use in a safety-critical system.

Example 4-2 shows a case that scans both the boot and application segments of program memory. If an error in the
boot segment occurs, it will not continue as that error is not recoverable. But if an error is found in the application
segment, the boot segment can react to and (potentially) allow for a fix to errors in the application segment.

Example 4-3 shows a case that only scans the data EEPROM. As such, all error handling can be performed at the
beginning of the application code, and no output signal or halting on error is required with both features being
disabled.

Example 4-1. Application Code only, no Boot Sector or SAF, open-drain on pin RA2, no
continue on error

CONFIG7=0xFF //Debug disabled, SAF disabled, Boot Block Disabled
CONFIG9=0xCD //Output pin is enabled and open-drain, and on pin RA2
CONFIG11=0x7B //CRC-on-Boot enabled, Application section enabled

Example 4-2. Scan both Boot and Application code, no continue on error for Boot, continue
on error

CONFIG7=0xF4 //Debug disabled, SAF disabled, Boot Block enabled, 16 kW Boot
Block
CONFIG9=0xEC //Output pin is enabled and drives both high and low on pin RA4
CONFIG11=3A //CRC-on-Boot enabled, Continue on Error for Non-Boot enabled,
Application scan enabled

//Boot scan enabled, Continue on Error for Boot disabled

Example 4-3. Scan only Data EEPROM, no output pin, continue on error

CONFIG7=0xF4 //Debug disabled, SAF disabled, Boot Block enabled, 16 kW Boot
Block)
CONFIG9=0xEC //Output pin is enabled and drives both high and low on pin RA4)
CONFIG11=3A //CRC-on-Boot enabled, Continue on Error for Non-Boot enabled,
Application scan enabled

//Boot scan enabled, Continue on Error for Boot disabled)
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Conclusion

Cyclic Redundancy Check (CRC) is a common method used for verifying the integrity of data in Non-Volatile Memory
(NVM) on PIC microcontrollers. The CRC-on-Boot is a feature of some 32-bit CRC modules on 8-bit PIC
microcontrollers, which allows for scanning and verifying integrity of this data while being independent of application
code. This technical brief outlines the main features of the CRC-on-Boot, as well as several errors to avoid in its use.
It has also outlined and demonstrated several example use cases with configuration settings for using the feature.
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The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

* Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative

* Local Sales Office

»  Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

* Microchip products meet the specification contained in their particular Microchip Data Sheet.

* Microchip believes that its family of products is one of the most secure families of its kind on the market today,
when used in the intended manner and under normal conditions.

» There are dishonest and possibly illegal methods used to breach the code protection feature. All of these
methods, to our knowledge, require using the Microchip products in a manner outside the operating
specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is engaged in theft of
intellectual property.

» Microchip is willing to work with the customer who is concerned about the integrity of their code.

» Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code
protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection
features of our products. Attempts to break Microchip’s code protection feature may be a violation of the Digital
Millennium Copyright Act. If such acts allow unauthorized access to your software or other copyrighted work, you
may have a right to sue for relief under that Act.

Legal Notice

Information contained in this publication regarding device applications and the like is provided only for your
convenience and may be superseded by updates. It is your responsibility to ensure that your application meets with
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your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND WHETHER
EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY OR OTHERWISE, RELATED TO THE INFORMATION,
INCLUDING BUT NOT LIMITED TO ITS CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR
FITNESS FOR PURPOSE. Microchip disclaims all liability arising from this information and its use. Use of Microchip
devices in life support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting from such
use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual property rights unless
otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, Adaptec, AnyRate, AVR, AVR logo, AVR Freaks, BesTime,
BitCloud, chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, HELDO, IGLOO, JukeBlox,
KeelLoq, Kleer, LANCheck, LinkMD, maXStylus, maXTouch, MediaLB, megaAVR, Microsemi, Microsemi logo, MOST,
MOST logo, MPLAB, OptoLyzer, PackeTime, PIC, picoPower, PICSTART, PIC32 logo, PolarFire, Prochip Designer,
QTouch, SAM-BA, SenGenuity, SpyNIC, SST, SST Logo, SuperFlash, Symmetricom, SyncServer, Tachyon,
TempTrackr, TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA are registered trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, FlashTec, Hyper Speed Control,
HyperLight Load, IntelliMOS, Libero, motorBench, mTouch, Powermite 3, Precision Edge, ProASIC, ProASIC Plus,
ProASIC Plus logo, Quiet-Wire, SmartFusion, SyncWorld, Temux, TimeCesium, TimeHub, TimePictra, TimeProvider,
Vite, WinPath, and ZL are registered trademarks of Microchip Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, BlueSky, BodyCom,
CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController, dsPICDEM,
dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial Programming, ICSP,
INICnet, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, memBrain, Mindi, MiWi, MPASM, MPF,
MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient Code Generation, PICDEM,
PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE, Ripple Blocker, SAM-ICE, Serial Quad
1/0, SMART-1.S., SQI, SuperSwitcher, SuperSwitcher Il, Total Endurance, TSHARC, USBCheck, VariSense,
ViewSpan, WiperLock, Wireless DNA, and ZENA are trademarks of Microchip Technology Incorporated in the U.S.A.
and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered trademarks of
Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany || GmbH & Co. KG, a subsidiary of Microchip
Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2020, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.
ISBN: 978-1-5224-6251-4

Quality Management System

For information regarding Microchip’s Quality Management Systems, please visit www.microchip.com/quality.
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