
 AN2541
 Functional Safety Demonstrator Using ATtiny3217

Features

• Core Independent Operation Using Configurable Custom Logic (CCL) and 16-Bit Timer/Counter
Type A to Create Heartbeat Signal

• Core Independent Cyclic Redundancy Check Memory Scan (CRCSCAN)
• Core Independent Operation Using 12-Bit Timer/Counter Type D (TCD) to Drive a Fan Motor
• Core Independent TCD Fault Handling Using Event System (EVSYS), Analog Comparator (AC),

and Digital-to-Analog Converter (DAC)
• Using Charlieplexing Technique to Drive a Large Number of LEDs with a Low Number of Pins,

using 16-Bit Timer/Counter Type B (TCB) and Priority Interrupt
• Core Independent Watchdog Timer (WDT) in Window Mode
• Real-Time Counter Periodic Interrupt (RTC) (PIT)
• Board Controller with Touch Slider using the Peripheral Touch Controller (PTC) to Adjust Voltage to

ATtiny3217, Demonstrating Voltage Level Monitor (VLM) interrupt, Brown-out Detector (BOD), and
Power-on Reset (POR)

• Onboard Mini Embedded Debugger (mEDBG) for Programming and Debugging

Introduction

Safety and reliability are important and critical topics in many applications. Imagine if the buttons of a
stovetop, that are controlled by a microcontroller, suddenly break. In this scenario, it is very important for
the controller to detect the issue and safely turn the stovetop OFF to avoid potential danger. The safety
and robustness features of the AVR® microcontrollers, in conjunction with the Class B firmware library, are
valuable tools in handling robustness issues.

The Functional Safety Field Engagement Board demonstrates various features of an AVR microcontroller,
such as Watchdog Timer (WDT), Cyclic Redundancy Check (CRC), Brown-out Detection (BOD), Voltage
Level Monitoring (VLM), Power-on Reset (POR), and Timer/Counter type D (TCD) fault detection. In
addition, Class B self-tests are designed to detect various faults on start-up or during program execution
and shut down the application safely in case of a fault.
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1. Relevant Devices
This chapter lists the relevant devices for this document.

1.1 tinyAVR® 0-series
The figure below shows the tinyAVR® 0-series, laying out pin count variants and memory sizes:

• Vertical migration is possible without code modification, as these devices are fully pin- and feature
compatible.

• Horizontal migration to the left reduces the pin count and therefore, the available features.

Figure 1-1. tinyAVR® 0-series Overview
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Devices with different Flash memory size typically also have different SRAM and EEPROM.

1.2 tinyAVR® 1-series
The figure below shows the tinyAVR® 1-series devices, laying out pin count variants and memory sizes:

• Vertical migration upwards is possible without code modification, as these devices are pin
compatible and provide the same or more features. Downward migration may require code
modification due to fewer available instances of some peripherals.

• Horizontal migration to the left reduces the pin count and therefore, the available features.
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Figure 1-2. tinyAVR® 1-series Overview
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Devices with different Flash memory size typically also have different SRAM and EEPROM.

1.3 megaAVR® 0-series
The figure below shows the megaAVR® 0-series devices, laying out pin count variants and memory sizes:

• Vertical migration is possible without code modification, as these devices are fully pin and feature
compatible.

• Horizontal migration to the left reduces the pin count and therefore, the available features.

Figure 1-3. megaAVR® 0-series Overview
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Devices with different Flash memory size typically also have different SRAM and EEPROM.
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2. Functional Safety Field Engagement Board

2.1 Functional Safety Field Engagement Board Overview
The Functional Safety Field Engagement Board (FSFEB) demonstrates some of the safety and reliability
features available on the tinyAVR 1-series devices. FSFEB is divided into five main sections, and each
section has LEDs that show the current status to the user. All status LEDs, except for the four LEDs on
the Operating Voltage section, are connected to ATtiny3217, and they are updated using Charlieplexing.
A separate application heartbeat LED is showing that ATtiny3217 is operational and running the
application. In addition, the application is running Class B code to test various systems in order to detect
failures during start-up and run-time. To control the operating voltage of the board, and the corresponding
LEDs, FSFEB also features a board controller MCU. This MCU is an ATtiny1617.
Figure 2-1. Functional Safety Field Engagement Board (FSFEB)

The following features are shown on FSFEB:

• Watchdog Timer (WDT) in window mode
• Cyclic Redundancy Check (CRC)
• Fault detection using Event system
• Voltage Level Monitor (VLM)
• Brown-Out Detect (BOD)
• Power On Reset (POR)
• Priority interrupt
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The following support features are needed on FSFEB:
• Operating Voltage board controller
• mini Embedded Debugger (mEDBG)

Figure 2-2 shows a block diagram of FSFEB and how ATtiny3217 is connected to the mEDBG and the 
board controller.

Figure 2-2. Functional Safety Block Diagram
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The core and various peripherals can run on a variety of clocks. Figure 2-3 shows how the system is
clocked.
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Figure 2-3. Clock System Overview
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2.1.1 FSFEB Calibration
It is highly recommended that FSFEB is calibrated on the first start-up, or if the behavior of FSFEB is not
as expected.

The calibration routine will adjust the trigger level for the fault detection on the fan. Calibration is needed
since the fan current consumption can vary based on temperature, supply voltage, and from device to
device.

The calibration routine takes about eight seconds and can be started like this:

• Set operating voltage to POR
• Push and hold all three buttons
• Set operating voltage to Normal
• Release buttons

When FSFEB enters calibration mode, the Application heartbeat LED is turned ON (without blinking) and
the fan will start. When calibration is complete, the calibration data is stored in EEPROM. These values
will be used the next time ATtiny3217 is restarted.

A software reset occurs when calibration is complete, thus forcing a load of the new calibration data.

 AN2541
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2.2 Operating Voltage
To demonstrate features like POR, BOD, and VLM in a realistic manner, a board controller is necessary
to control the operating voltage of the ATtiny3217 device. Based on user input, implemented using a
touch slider, the board controller will regulate the voltage supplied to ATtiny3217. With this setup, the user
can adjust the slider and see the functionality of the POR, BOD, and VLM features and see the respective
LEDs get set or cleared in the Reset Register, shown in Figure 2-1, based on what type of reset the
device experienced on the previous reset.

Figure 2-4. Operating Voltage Overview

The board controller drives the status LEDs to indicate the voltage level supplied to ATtiny3217.

The different states are the following:

Normal

The operating voltage is set to approx. 5V and the Normal LED is set. The application heartbeat is stable
at 60 beats per minute (bpm), as long as there are no other errors.

Voltage Level Monitor (VLM)

The operating voltage is set slightly (<15%) above the BOD level of ATtiny3217, and the VLM LED is set.
The application heartbeat will increase to 90 bpm to indicate to the user that the VLM interrupt has
triggered.

Brown-out Detect (BOD)

The operating voltage is set below the BOD level of ATtiny3217, and the BOD LED is turned ON. As the
supplied voltage is below the BOD level, the BOD holds ATtiny3217 in reset. The application is not
running and the application heartbeat is off.
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Power-on Reset (POR)

The operating voltage is set below the POR threshold of ATtiny3217, and the POR LED is turned ON. As
the supplied voltage is below the POR level, the POR holds ATtiny3217 in reset. The application is not
running and the application heartbeat is off.

Figure 2-5. Operating Voltage Diagram
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2.2.1 Voltage Level Monitoring (VLM)
The VLM, when enabled, monitors the power supply and can be configured to generate an interrupt
request when the voltage passes a given threshold. This can act as an early warning to the application
that the voltage is passing the VLM threshold and the application can take necessary action to prepare
for a possible Brown-out or start-up. The threshold is configurable and is expressed in percentage above
the configured BOD level.

The VLM threshold can be configured to:

• 5% above BOD threshold
• 15% above BOD threshold
• 25% above BOD threshold

The VLM can be configured to trigger an interrupt request when:

• Voltage crosses VLM threshold from above
• Voltage crosses VLM threshold from below
• Voltage crosses VLM threshold from either direction
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On FSFEB, the VLM is configured to trigger an interrupt request when the voltage crosses in either
direction 15% above the BOD threshold. FSFEB will always start on 0V after a power-up, and when the
user sets the voltage above BOD level using the touch slider, the device will start. As soon as the VLM is
enabled, the VLM status bit will be set if the voltage is below the VLM threshold. The VLM interrupt will
only trigger when the voltage crosses the VLM threshold.

In the VLM interrupt routine, the VLMS bit in the VLM status register is read to determine if the voltage is
above or below the VLM threshold. If the VLMS bit is one, the operating voltage is below the threshold
and the application heartbeat is increased to indicate this. If the VLMS bit is zero, the operating voltage is
above the threshold and the application heartbeat is set to 60 bpm, indicating normal operation.

2.2.2 Brown-out Detect (BOD)
Information regarding BOD reset and other reset sources can be found in Reset Register Status.

On FSFEB, the BOD threshold is set to 2.87V. This means that when the voltage goes below 2.87V, the
BOD will hold the device in reset until the voltage is above 2.87V again.

The BOD LED is connected to the board controller. Since ATtiny3217 is in BOD reset when this LED
should be ON, it cannot be controlled by ATtiny3217 itself.

2.2.3 Power-on Reset (POR)
Information regarding POR reset and other reset sources can be found in Reset Register Status.

When the user sets the voltage on the slider to POR level, the POR will take control and hold the device
in reset until the voltage rises again above the threshold.

The POR LED is connected to the board controller. Since ATtiny3217 is in POR reset when this LED
should be ON, it cannot be controlled by ATtiny3217 itself.

2.3 Application Heartbeat Setup
The application heartbeat is a visual way to show the user whether the application is running or not.
When the application is in a stable operating state, a heartbeat with a frequency of 60 bpm is displayed.
When a problem is detected by the device, the heartbeat is accelerated and the correct status LED is set,
indicating what the failure is.

As shown in Figure 2-6, the heartbeat LED is driven by TCA0, feeding two waveforms with different
frequencies into to the CCL LUT0. The CCL will mix together the PWM signals to create a realistic
heartbeat. The heartbeat is running core independently, and only if a change to the bpm is needed will the
CPU update the TCA0 period buffer registers. The heartbeat will then continue with the new bpm
configuration, without any need for further CPU execution.

The following will result in an increased bpm:
• CRC error detected
• Class B self-tests fail
• Fault detection triggered
• VLM interrupt triggered, either from voltage rising from BOD to VLM or falling from Normal to VLM

 AN2541
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Figure 2-6. Application Heartbeat Overview
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2.3.1 TCA0 Setup
TCA0 is a 16-bit timer/counter with three compare channels and six PWM outputs. In order to create a
realistic application heartbeat, two PWM signals are needed, generated using two compare channels.

To create a heartbeat of approximately 60 bpm, the timer setup needs to be as follows:

• Divide system clock by 1024
• Set period register to 5000
• Enable compare channel 0 and set the compare value to 1500
• Enable compare channel 1 and set the compare value to 1000
• Enable compare waveform output for both channels
• Set waveform generation mode to; Dual-slope PWM, overflow on TOP and BOTTOM

When the application needs to change the heart rate, the CPU will change the value in the period buffer
register.

2.3.2 CCL Setup
The CCL is a programmable logic peripheral which can be connected to pins, events, or other internal
peripherals. The CCL can serve as glue logic between the device peripherals and external devices.
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On the functional safety demonstrator the LUT0 inputs are connected like this:

• IN[0] connected to TCA0 wave output 0
• IN[1] connected to TCA0 wave output 1
• IN[2] is masked

The CCL is configured as an exclusive NOR gate, which means that when the input signals to the CCL
are not equal, the CCL output will become "0".

Figure 2-7. Application Heartbeat CCL Waveform
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2.4 Reset Register and Class B Status
Reset register and Class B status LEDs are a part of the charlieplexed LED matrix. They show the cause
of the last reset of the device and current Class B self-test status. The reset status holds useful
information for Class B self-tests and other self-diagnostic software.
Figure 2-8. Reset Register and Class B Status

2.4.1 Reset Register Status
The Reset Flag register (RSTCTRL.RSTFR) on the AVR will contain the reset source of the last reset.
The Reset Register status LEDs display the content of the Reset Flag register inside the AVR. Reading
out the reset cause makes it possible for the application code to log and report errors and unstable
behavior that caused the device to be reset.

On ATtiny3217 there are six different sources that can reset the device, as shown in Figure 2-9.

• Power supply Reset sources:
– Brown-out Detect (BOD)
– Power-on Reset (POR)

• User Reset sources:
– External Reset Pin
– Watchdog Reset
– Software Reset
– UPDI Reset

Power-on Reset (POR)

During a power-up of a device, it is important to give the entire device a reset to put everything in a
known state. It is equally important not to start executing code from Flash before the Flash and digital
logic have sufficient power. When the voltage rises, the POR is activated and will hold the device in reset
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until the voltage is above a fixed threshold value. The POR will remain enabled as long as the device is
powered.

Brown-out Detect (BOD)

The BOD monitors the power supply and compares the voltage against two threshold levels. The BOD is
used on systems where the voltage should not drop below a certain level due to, e.g., the speed the
device is running at or external hardware that requires a certain voltage level. If the voltage falls below
the configured threshold, the BOD issues a system reset and will hold the device in reset until the voltage
has risen above the threshold.

External Reset Pin

The External Reset pin is a port pin that, if enabled, will hold the device in reset when held low. The
external reset will reset the entire device, except for the UPDI and TCD pin override settings.

External reset is not demonstrated on FSFEB since the UPDI and Reset shares the same pin. FSFEB
uses the UPDI functionality for programming and debugging of the device.

Watchdog Reset

The Watchdog Timer (WDT) is a peripheral to help ensure correct program operation. It will recover the
device from situations such as runaway or deadlocked code, by issuing a reset. When enabled, the WDT
is a constantly running timer, configured to a predefined timeout period. If the WDT is not cleared within
the timeout period, the WDT will issue a system reset.

Universal Program Debug Interface (UPDI) Reset

The UPDI contains a separate reset source that is used to reset the device during external programming
and debugging. The reset source is accessible only from external debuggers and programmers. The
UPDI reset will reset all logic except the UPDI itself, TCD pin override settings, and BOD configuration.

Software Reset

The software reset makes it possible to issue a system reset from software. The reset is generated by
writing a “1” to the Software Reset Enable bit (SWRE) in the Software Reset register. The reset will take
place immediately after the bit is written, and the device will be kept in reset until the reset sequence is
completed. All logic is reset on software reset, with the exception of UPDI, TCD pin override settings and
BOD configuration.
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Figure 2-9. Reset System Overview

RESET SOURCES

POR

BOD

WDT

CPU (SW)

RESET CONTROLLER

UPDI

UPDI

All other 
Peripherals

TCD pin 
override settings 

(Loaded from fuses)

 RESET External ResetFILTER

VDD

Pull-up
Resistor

2.4.2 Class B
Modern appliances are mostly electronically controlled. Electronic controls enable higher efficiencies,
additional functionality, and an improved user experience. But what happens if something goes wrong?
IEC 60730 addresses the safety of electronic controls in appliances. This standard is also referred to by
other standards for safety-critical devices, for example, IEC 60335. Currently, IEC 60730 is mandatory for
appliances sold in Europe, and widespread adoption is likely.

IEC 60730 Annex H defines three classes of control software for appliances:
• Class A - Control functions which are not intended to be relied upon for safety of the equipment.
• Class B - Software that includes code intended to prevent hazards if a fault, other than a software

fault, occurs in the appliance.
• Class C - Software that includes code intended to prevent hazards without the use of other

protective devices.

For an appliance to comply with the Class B requirements, the control software must detect and handle
faults for system components. For a customer wishing to certify a product in accordance with Class B
requirements, Microchip offers a Class B library for tinyAVR® 1-series. This library implements the tests
needed to be in compliance with Class B and can reduce development time and cost for the customer.

Tests are done on CPU registers, program counter, frequency, CRC, interrupt handling and execution,
clock, SRAM, Flash, and EEPROM, and peripherals such as ADC, DAC, and WDT.

For more information, refer to Guide to IEC 60730 Class B Compliance with tinyAVR 1-series.

2.4.2.1 Class B Self-Tests
The various Class B self-tests implemented on FSFEB are:

• SRAM test
• CRC test
• Button test
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SRAM Test

On start-up, the device will run a test of the internal SRAM. The purpose of the test is to detect stuck bits
and coupling faults in SRAM and on the data bus, and any addressing problems. The internal SRAM is
used for volatile storage of data, and any faults related to this can cause issues for the appliance control.

CRC Test

On start-up, the device will run a CRC test to determine if Flash content is unchanged, by calculating a
checksum and comparing this to a checksum programmed at the end of Flash. The CRC test will also be
run once every second after start-up. The purpose of the test is to detect changes in Flash as soon as
they happen and take action to stop the device from executing potentially wrong Flash content.

Button Test

On start-up, the device will check all three buttons on FSFEB if they are pressed down or not. If a button
is pressed down, the class B self-test fail LED will be turned ON. The purpose of the test is to determine if
the buttons are broken or not.
Note:  If all three buttons are pressed down during start-up, FSFEB will enter calibration mode.

To be able to get the Class B pass LED to turn ON, all Class B self-tests must pass. If any of the tests fail,
the class B fail LED will turn ON.

2.5 Window Watchdog Timer (WDT) Setup
Information regarding WDT reset and other reset sources can be found in Reset Register Status.

The WDT on ATtiny3217 has two modes of operation; Normal mode and Window mode. FSFEB is using
the Window mode operation. As shown in Figure 2-10, when using Window mode, the timeout period is
split into two parts; the closed window and the open window. While in the closed window, attempting to
clear the watchdog will result in a system reset. This is also reflected in the markings on FSFEB, as
shown in Figure 2-11.

Figure 2-10. Window WDT
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Figure 2-11. Window Watchdog Timer

The WDT Window mode operation is configured as shown below:

• Timeout = 8.2 seconds
• Closed Window = 4.1 seconds
• Open Window = 4.1 seconds

The RTC is configured to give a periodic interrupt each second. This is used to update a variable that
counts the number of seconds since the last time the WDT was cleared. The RTC and WDT are running
on the same clock, which means that the RTC periodic interrupt and the increase of the WDT counter will
happen approximately at the same time.

The charlieplexed LEDs illustrating the closed and open window will light up, one LED per second. When
the counter reaches 7 seconds, which is within the open window, the CPU will run the WDR instruction
that clears the WDT counter. The application code will blink the WDT LED to indicate that the CPU has
cleared the WDT and the counting will restart from zero. As long as the application keeps clearing the
WDT reset flag inside the open window, the WDT will never reset the device.

A button is added to make it possible to manually clear the WDT. This means that the user can reset the
device in the closed window on purpose in order to see the WDT reset the device. It is also possible to
manually clear the WDT in the open window by using the button. This will not reset the device.

Note:  When using the Cyclic Redundancy Check and an error is inserted in the Flash, the application
code is written in such a way that it will stop clearing the WDT counter, and the WDT will get a timeout
after 8.2 seconds and the device will be reset. After the reset, the error inserted in Flash will be written
back to the original value by the application code. Refer to the Cyclic Redundancy Check section for
more details.
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2.6 Cyclic Redundancy Check (CRC) Setup
A Cyclic Redundancy Check (CRC) takes a data stream of bytes from the NVM and generates a
checksum. The CRCSCAN peripheral can be used to detect errors in program memory.

The CRCSCAN peripheral expects a two byte CRC checksum to be located at the end of the area
selected for scanning. For the FSFEB project, this means that a checksum has to be calculated and
added to the image before it is programmed onto the device. For details on how to do this, refer to CRC
Checksum Setup.

A property of the CRC module is that when a scan is started, the CRC module has priority access to the
Flash. This means that the CPU is stalled until the CRC module is done. If the CRC scan passes, the OK
bit in the CRC status register is set to '1'. If the scan fails, the bit is set to '0'.

In the application code, the CRC scan will be started each time the RTC gets a periodic interrupt. This
happens once every second.

To be able to demonstrate the function on the CRC, it is possible to insert an error in Flash by using the
Toggle bit in Flash button, as shown in Figure 2-12. When the button is pressed, the CPU will write to an
unused area of Flash within the defined CRC section. When the next CRC scan is started, the CRC will
get a different checksum and set the OK bit in the CRC status register to '0'. The CPU checks this bit
regularly and when it detects that this bit is '0', the CRC has failed. The CRCSCAN and Class B fail LEDs
are turned ON and the Class B pass LED is turned OFF, and the application heartbeat frequency is
increased to signal the user that the CRC scan has failed.
Figure 2-12. Cyclic Redundancy Check
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When the CRC scan fails, the application code will no longer clear the WDT. This means the device will
be reset when the WDT times out. After the reset, the CPU will write back the correct value to the Flash
address that was written to during the CRC test, to make FSFEB ready for new tests.

The CRC has the possibility to trigger a CRC interrupt when failure is detected. This feature should be
selected if the user wants to make sure that the application is stopped when errors are detected in Flash.
This feature is not used on FSFEB. As the CRC interrupt cannot be cleared, the device would become
stuck in the interrupt handler. Due to the handling of the charlieplexed LEDs, it would become impossible
to set the CRC failure LED, and FSFEB would appear to be locked.

The fact that the CRC interrupt cannot be cleared once an error has been detected is a security feature.
When the CRC has detected a Flash failure, which can be anywhere in the Flash, no code is safe to
execute. It is recommended to prevent the device from executing code.

The timing of the CRC operation is decided by two factors: The system clock and the size of the area to
be scanned. Every third clock cycle, a 16-bit word is read from Flash, so the time it takes to scan a
section of Flash can be calculated by following this formula:����� = �����2 /����3
where

• TSCAN is the time it takes to scan the area, in seconds
• BSCAN is the size of the area to scan, in bytes
• FCPU is the operating frequency of the CPU, in MHz

2.7 Fault Detection Using Event System Setup
The fault detection using Event System shows how the TCD, which drives a fan, can automatically stop
the fan from a fault condition. The AC and DAC monitor the current consumption of the fan. If a current
consumption above the normal level is detected, which will be considered as a fault condition, a signal is
sent to the TCD. The signal is sent using the Event System, which is CPU independent. The TCD
automatically stops the fan upon receiving the event.

The fan motor on FSFEB is driven by the TCD. Since this is not a motor control demonstration, but rather
a demonstration of fault detection and automatic shutdown, the motor control part is done in a very simple
way. Ideally, a stable DC voltage from TCD would be best to power the fan motor since it already has a
speed controller onboard. However, as the TCD cannot provide this, the signal will be PWM with a very
short low period.

The fan will start when the user pushes the Start/Stop fan button, as shown in Figure 2-13. It will run until
the button is pressed again, or the fan is loaded enough to trigger a fault. The idea is that the user can
start the fan and then load or even stop the fan using a finger. The current consumption will increase past
the set limit, the AC will send an event to the TCD and this will trigger the fault detection functionality and
automatically shut down the fan.
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Figure 2-13. Fault Detection Using Event System

To be able to measure the fans current consumption, a small resistor is needed in series with the fan
motor and ground. The voltage drop over the resistor will be amplified through a simple op-amp circuit
and connected to the positive input on AC. The measurement technique is called low-side current
sensing. It is shown in Figure 2-14.
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Figure 2-14. Fan Control and Low-Side Current Sensing
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The internal DAC is connected to the negative input on the AC and is used to set the trigger level for the
AC. The AC output is further connected to TCD0 input A through the event system. When the fan is
started the current consumption is measured through the series resistor and the voltage drop is amplified
through the op-amp. If the current consumption is lower than the level set by the DAC, the AC output will
be low. As soon as the fan is loaded the current consumption will increase above the set DAC level and
the AC output will become high. This will create an event to the TCD. The TCD will then stop driving the
fan and wait until the user restarts the fan.

The current consumption is at its highest when the fan is started and decreases as the fan speed
increases. To avoid start-up current from triggering the AC the TCB1 timer interrupt is used to gradually
decrease the DAC value the first second after the button is pressed down. The first time the TCB1
interrupt triggers the DAC value is set high, and the TCD0 timer is started.

Sometimes, when the TCD PWM output signal goes from low to high, a spike in current generated by the
motor inductance might falsely trigger the AC to generate an event that stops the timer. To avoid this, the
timer is configured to use the input blanking functionality. The timer can be set up to mask out the inputs
for a programmable time in the selected TCD cycle. This means that the timer will ignore any event if it
happens within this time period.

When the fault detection is triggered, the TCD fault LED will be turned ON and the application heartbeat
frequency is increased to signal to the user that something is wrong. If the Start/Stop button is not
pressed within 3 seconds, the application code will execute a software reset to reset the device.
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Figure 2-15. TCD Timing
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2.8 Charlieplexing Status LEDs
All the LEDs connected to ATtiny3217, except the application heartbeat, are updated using the
charlieplexing technique.

Charlieplexing is a technique that takes advantage of the tri-state logic capabilities of ATtiny3217 for
driving a high number of LEDs using only a few pins. On FSFEB, this method was chosen since a large
number of LEDs are necessary to display the status of all the modules, and most of the pins on
ATtiny3217 were used for other things.

The technique is efficient in its use of I/O pins but can be complicated to use in large designs due to
issues with duty cycle, current requirements, and LED forward voltage considerations.

Because only a single set of LEDs, with a common anode or cathode, can be lit simultaneously without
turning unintended LEDs ON, charlieplexing requires frequent output changes, through a method known
as flickering. Not all LEDs are lit simultaneously, but rather one set of LEDs are lit briefly, then another
set, then another, and eventually the cycle repeats. If it is done fast enough, due to the human eye
persistence of vision, the LEDs will appear to be ON all the time.
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On FSFEB there are 19 charlieplexed LEDs, using only five I/O pins. The update frequency is set to 60
Hz.

The LEDs for the following modules are charlieplexed:
• Reset register and class B status
• Window Watchdog Timer
• Cyclic Redundancy Check
• Fault detection using Event System

More information about charlieplexing can be found here.

2.8.1 Charlieplexed LEDs Setup
The update frequency must be above 50 Hz to avoid visible flickering of the LEDs. This means that the
CPU needs to prioritize this task before all other tasks to get a systematic and stable LED update
frequency. To achieve this the TCB0 timer is set up to use the clock from TCA0 and configured to give
periodic interrupt with a frequency of 60 Hz. In addition, the TCB0 interrupt is set up to be priority level 1
interrupt to make sure that nothing can disturb the update.

Only one interrupt can be configured to level 1 at one time so the other interrupts have level 0. This
means that this interrupt is always executed before other interrupts and if the device is busy servicing a
different interrupt. When level 1 interrupt is triggered, the ongoing interrupt is halted, and the level 1
interrupt is executed. When this interrupt is done the core will resume the halted interrupt.

Each LED has an assigned byte in a char table in the code. Every time the priority level 1 interrupt is
triggered, the CPU runs through this table. Each byte will have a value that represents the time the
corresponding LED should be ON. If the value is 0, it means that this LED is not turned ON. Every
module will update this table when it is necessary, to reflect the current status of the module.

2.9 Embedded Debugger Implementation
The functional safety demonstrator has a mini Embedded Debugger (mEDBG) that can be used to
program and debug ATtiny3217 using Unified Program and Debug Interface (UPDI). The mEDBG also
includes a Virtual Com port interface over UART. The device can stream data that can be viewed using a
serial port or the data visualizer in Atmel Studio. By shorting test points TP29 and TP30 on FSFEB, it is
possible to use the mEDBG to program the board controller.

2.10 CRC Checksum Setup
The CRCSCAN peripheral expects a two byte CRC checksum to be located at the end of the area
selected for scanning. This means that a CRC checksum needs to be calculated and added to the end of
the flash image before the application is programmed to the device.

The tool srec_input can be used to generate the checksum and add it to the hex file. This is done in
Atmel Studio, by adding a post-build command for the project. The end result will be a hex file which
contains the application code and the CRC checksum. The hex file will be padded with 0xFF to match the
size of the device. To add the post-build command, do the following steps:

1. Open the project properties by clicking Project → <project_name> Properties.
2. Add a post-build command to the project under Build Events → Post-build event command line, as

shown in the figure below.
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Figure 2-16. Post-Build Command in Atmel Studio

3. Rebuild the project by clicking Build → Rebuild <project_name>.

The command to add is:

srec_cat "$(OutputDirectory)\$(OutputFileName).hex" -intel -crop 0 0x7FFE -fill 0xFF 0 0x7FFE -
CRC16_Big_Endian 0x7FFE -broken -o "$(OutputFileName)_crc.hex" -intel -line-length=44

Note:  Take care to program the hex file with the appended CRC checksum to the device. Use the device
programming dialog to program the device. The name of the file with the CRC checksum will end with
_crc.hex. If the name of the project is left unchanged during creation, the filename will be
ATtiny3217FunctionalSafety0_crc.hex.
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3. Get Source Code from Atmel | START
The example code is available through Atmel | START, which is a web-based tool that enables
configuration of application code through a Graphical User Interface (GUI). The code can be downloaded
for both Atmel Studio and IAR Embedded Workbench® via the direct example code-link(s) below or the
BROWSE EXAMPLES button on the Atmel | START front page.

Atmel | START web page: http://microchip.com/start

Example Code

• ATtiny3217 Functional Safety:
– http://www.microchip.com/start/#example/Atmel:attiny3217_functional_safety:

1.0.0::Application:ATtiny3217_Functional_Safety:

Press User guide in Atmel | START for details and information about example projects. The User guide
button can be found in the example browser, and by clicking the project name in the dashboard view
within the Atmel | START project configurator.

Atmel Studio

Download the code as an .atzip file for Atmel Studio from the example browser in Atmel | START, by
clicking DOWNLOAD SELECTED EXAMPLE. To download the file from within Atmel | START, click
EXPORT PROJECT followed by DOWNLOAD PACK.

Double-click the downloaded .atzip file and the project will be imported to Atmel Studio 7.0.

IAR Embedded Workbench

For information on how to import the project in IAR Embedded Workbench, open the Atmel | START user
guide, select Using Atmel Start Output in External Tools, and IAR Embedded Workbench. A link to the
Atmel | START user guide can be found by clicking About from the Atmel | START front page or Help And
Support within the project configurator, both located in the upper right corner of the page.
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The Microchip Web Site

Microchip provides online support via our web site at http://www.microchip.com/. This web site is used as
a means to make files and information easily available to customers. Accessible by using your favorite
Internet browser, the web site contains the following information:

• Product Support – Data sheets and errata, application notes and sample programs, design
resources, user’s guides and hardware support documents, latest software releases and archived
software

• General Technical Support – Frequently Asked Questions (FAQ), technical support requests,
online discussion groups, Microchip consultant program member listing

• Business of Microchip – Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Customer Change Notification Service

Microchip’s customer notification service helps keep customers current on Microchip products.
Subscribers will receive e-mail notification whenever there are changes, updates, revisions or errata
related to a specified product family or development tool of interest.

To register, access the Microchip web site at http://www.microchip.com/. Under “Support”, click on
“Customer Change Notification” and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

• Distributor or Representative
• Local Sales Office
• Field Application Engineer (FAE)
• Technical Support

Customers should contact their distributor, representative or Field Application Engineer (FAE) for support.
Local sales offices are also available to help customers. A listing of sales offices and locations is included
in the back of this document.

Technical support is available through the web site at: http://www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

• Microchip products meet the specification contained in their particular Microchip Data Sheet.
• Microchip believes that its family of products is one of the most secure families of its kind on the

market today, when used in the intended manner and under normal conditions.
• There are dishonest and possibly illegal methods used to breach the code protection feature. All of

these methods, to our knowledge, require using the Microchip products in a manner outside the
operating specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is
engaged in theft of intellectual property.

• Microchip is willing to work with the customer who is concerned about the integrity of their code.
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• Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their
code. Code protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the
code protection features of our products. Attempts to break Microchip’s code protection feature may be a
violation of the Digital Millennium Copyright Act. If such acts allow unauthorized access to your software
or other copyrighted work, you may have a right to sue for relief under that Act.

Legal Notice

Information contained in this publication regarding device applications and the like is provided only for
your convenience and may be superseded by updates. It is your responsibility to ensure that your
application meets with your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY
OR OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS
CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR FITNESS FOR PURPOSE.
Microchip disclaims all liability arising from this information and its use. Use of Microchip devices in life
support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, AnyRate, AVR, AVR logo, AVR Freaks, BitCloud,
chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, Heldo, JukeBlox, KeeLoq,
Kleer, LANCheck, LINK MD, maXStylus, maXTouch, MediaLB, megaAVR, MOST, MOST logo, MPLAB,
OptoLyzer, PIC, picoPower, PICSTART, PIC32 logo, Prochip Designer, QTouch, SAM-BA, SpyNIC, SST,
SST Logo, SuperFlash, tinyAVR, UNI/O, and XMEGA are registered trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

ClockWorks, The Embedded Control Solutions Company, EtherSynch, Hyper Speed Control, HyperLight
Load, IntelliMOS, mTouch, Precision Edge, and Quiet-Wire are registered trademarks of Microchip
Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, AnyIn, AnyOut, BodyCom,
CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController, dsPICDEM,
dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial Programming,
ICSP, INICnet, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, memBrain, Mindi, MiWi,
motorBench, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient
Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE,
Ripple Blocker, SAM-ICE, Serial Quad I/O, SMART-I.S., SQI, SuperSwitcher, SuperSwitcher II, Total
Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock, Wireless DNA, and ZENA are
trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany II GmbH & Co. KG, a subsidiary of
Microchip Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
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Quality Management System Certified by DNV

ISO/TS 16949
Microchip received ISO/TS-16949:2009 certification for its worldwide headquarters, design and wafer
fabrication facilities in Chandler and Tempe, Arizona; Gresham, Oregon and design centers in California
and India. The Company’s quality system processes and procedures are for its PIC® MCUs and dsPIC®

DSCs, KEELOQ® code hopping devices, Serial EEPROMs, microperipherals, nonvolatile memory and
analog products. In addition, Microchip’s quality system for the design and manufacture of development
systems is ISO 9001:2000 certified.
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