MICROCHIP BM70/71

BM70/71 Device Firmware Update Process User's Guide

Introduction

The BM70 and BM71 modules from Microchip are Bluetooth low energy modules designed for easy integration
of Bluetooth low energy operation into a wide variety of applications. Microchip provides a Bluetooth low energy
software stack programmed directly into the internal memory of the BM70/71 devices.

Microchip releases periodic updates to the application firmware to include new features and fix any bugs reported
in previous releases. These updates are provided with a release note along with the firmware files in the BM70/71
webpage. This document explains the process of executing a UART-based device firmware update.

Microchip provides PC-based tools for programming the modules, which are available on the BM70/71 webpage. For
the rest of this document, it is assumed the user cannot use the PC Tool provided by Microchip to perform firmware
update.
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Quick References

Quick References

Reference Documentation

For further details, refer to the Bluetooth specification:
*  Volume 2, Part E, “"Host Controller Interface Functional Specification”
* Volume 4, Part A, “UART Transport Layer”
« VWolume 2, Part E, Section 5, “HCI Data Formats”
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Memory

The 1S187x chip contained within the BM70/71 module has a Harvard architecture, with separate code memory and
data memory. The memory within the code and data space has a segmented architecture, with each segment or
bank being 64 Kbytes in size. There are four banks allocated for the code memory.

Note: The programmer needs to have good knowledge of the format of the data in this memory area to properly use
the programming protocol and prevent incorrect updates of the flash memory. An incorrect flash memory update may
lead to undefined device operation.

The firmware files required for the device firmware update process are available in the BM70/71 webpage. The
firmware size is 262 Kbytes. If the application requires device firmware update capability by the external host
microcontroller, then the designer needs to consider (and incorporate into their design) the memory requirements for
storing the BM70/71 firmware (262 kB) during the device firmware update process.

Memory Programming

To flash a new firmware revision into the modules, the user needs to follow the command protocol as described in
3. Commands. In general, the commands and responses for memory programming of the BM70/71 can be classified
into three categories:

* HCI Command packets
» HCI-ISDAP Flash commands
» HCI Event responses

To perform any memory programming operation, the user needs to follow the process flow in Figure 2-1 with respect
to the command protocols. The steps are as follows:

1. Enter the memory programming Mode — Set the module into the Flash programming mode. Set the P2_0 pin
to ‘0’ via hardware. After entering the mode, in the next subsequent steps, the host uses the UART transport
layer to communicate the HClI Commands and HCI-ISDAP Flash commands to read, write or erase data in the
memory. For more details, see 2.3 Firmware Files Overview.

2. Connect to Flash — Using the HCI commands, the external host can connect to the Flash of the BM70/71. The
HCI event responses from the BM70/71, the user can verify the successful connection established with the
Flash.

3. Flash operations — Using the HCI-ISDAP Flash commands, the user can perform read, write and erase
operations on Flash.

4. Disconnect from Flash — After the successful execution of flash memory operations, the external host needs to
disconnect from the Flash by sending the relevant HCI commands to the BM70/71. The user can use the HCI
event responses from the BM70/71 to verify the operation.

Connect to Flash

¢ HCI Commands to connect
» HCI Event response to verify success
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Figure 2-1. Overview of Memory Programming Process
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Device Firmware Upgrade Process
This section describes each step of the device firmware upgrade process.

Step 1: Entering Flash Programming Mode
For memory programming, the minimum set of hardware connections required to interface an external host to the
BM70/71 is illustrated in the following figure. These hardware connections between the host and BM70/71 will allow
the host to control the behavior (in other words, to enter the memory programming mode, test mode, communicate

and calibrate) of the BM70/71.
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Figure 2-2. Required Hardware Interface for Memory Programming
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The BM70/71 operation, or mode, is determined by the level of a hardware pin, P2_0. This pin is sampled when the
RST_N pin goes active. The RST_N signal must be active for the minimum time, to make sure the pin P2_0 logic
level is latched into the IC correctly. Once the BM70/711 enters the applicable mode, communication over the UART
interface becomes active. The data or protocol that is used to communicate between the host and BM70/71 is based
on the mode the BM70/71 enters after a reset.

To summarize: The memory programming mode is entered when pin P2_0 is latched by the BM70/71 at a logic level
‘0

The application, or run mode, where general Bluetooth low energy operation is available, is entered when pin P2_0 is
latched by the BM70/71 at a logic level ‘1’. The following table summarizes the use of the P2_0 pin.

Table 2-1. Summary of Modes available based on Pin P2_0

Pin P2_0 Logic Level “ Protocols Enabled

0 - Low *  Memory programming *  HCI commands
* RF Calibration/RF testing » HCI-ISDAP commands
1 - High Application or Run BM70 command set

The following figures illustrate the timing diagram for the P2_0 pin with respect to the Reset pin and the Input Voltage
pin, respectively.
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Figure 2-3. Timing Diagram for Pin P2_0 with Respect to Reset Pin
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Figure 2-4. Timing Diagram for Pin P2_0 with Respect to Input Voltage

VBAT i Test/

1 i Configuration /

! : UART Ready

i i Mode Entered K for Host MCU
P2.0=0 |

Programming i
—_ |

—— 2lms ———»
UART Ready

Application or Run Mode Entered for Host MCU

P2.0=1

¥

—» 25ms 14—

A

43 ms

222 Step 2: Connecting to the Flash
To connect to the Flash via UART in memory programming mode, use the HCl commands. For more details on

the HCI command protocol, see 3.1 General Format of HCI Command Packets (Host to BM70/71). The following
commands are primarily used for the Device Firmware update process:

2221 Read Buffer Size
The opcode to read the buffer size is 0x1005. This command discovers the maximum number of bytes of data
that can be sent to the BM70/71 device in a HCl command or HCI-ISDAP Flash command. For more details, see
3.2 General Format of HCI-ISDAP Flash Commands (Host to BM70/71).
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Create Connection

The opcode to create connection is 0x0405. The host uses this command to establish a flash memory programming
session with the BM70/71 module. For more details on commands, see 3. Commands.

Step 3: Flash Operations

After creating a programming session, the host proceeds to execute flash operations using the HCI-ISDAP
commands. The following commands are primarily used for the device firmware update process:

Flash Erase Memory

The opcode to erase flash memory is 0x0112. This command erases pages in the internal memory of the BM70/71.
For more details on commands, see 3. Commands.

Write Memory

The opcode to write memory is 0x0111. The write memory command allows the host to write values in the Flash of
the BM70/71 module. For more details on commands, see 3. Commands.

Write Continue

The opcode to continue write is 0x0111. The write continue command functions as the write memory command,
which also allows the host to write values into the flash. However, the write continue command uses a smaller
command packet and has lesser overhead to improve programming throughput. For more details on commands, see
3. Commands.

Step 4: Disconnect

After completing the flash write process to flash the firmware files, the host needs to disconnect from the flash using
the following command to end the programming session.

The opcode to disconnect the connection is 0x0406. The disconnect command terminates an existing connection.
For more details on commands, see 3. Commands.

The following flowchart provides a pictorial representation of the steps listed above.
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Figure 2-5. Device Firmware Upgrade Process
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Firmware Files Overview

A firmware update process requires four firmware files: one corresponding to each memory bank that needs to be
updated. Each bank is 64 Kbytes in size. The firmware files corresponding to each firmware revision are available for
download in the BM70/71 webpage.

The data in each firmware file is broken down in chunks of 32 bytes, with a header and a footer between each of
these 32 bytes. The format for each chunk of data is shown in the following table.

Table 2-2. Data Format of Firmware File

Start Data Starting Category Checksum
Length | address
0 3-6 7-8 9..n n+1 n+2

Nibble 1-2
value
Value : OxNN 0x0000 — 0x04: Start of bank Data; can be up to OxXX \n’

OxFFEO 32 bytes

0x00: Data
0x01: End of Bank

Before starting the flash write process, the user must remove the header and footer information from the hex files and
concatenate the data. For memory addresses, the user must enter the value OxFF, where no bytes are provided. The
user must complete this process for all four firmware files.

© 2021 Microchip Technology Inc. User Guide DS50003134A-page 11
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Commands

This section describes the command protocol with which the user needs to flash a new firmware revision into
the Flash. The protocol is partly based on the HCl command protocol outlined in the Bluetooth specification
(www.bluetooth.org) volume 2, Part E, “Host Controller Interface Functional Specification” and Volume 4, Part A,
“UART Transport Layer”.

The BM70/71 uses some of the HCI packet protocol documented in the Bluetooth specification for programming the
device. In addition to the HCI commands, the BM70/71 also implements the reserved Opcode Group Field (OGF)
value (0x3F) for vendor-specific debug commands, as described in Volume 2, Part E, Section 5, “HCI Data Formats”,
within the HCl Command Packet.

In general, the commands and responses for the memory programming of the BM70/71 can be classified into three
categories:

* HCI Command packets

» HCI-ISDAP Flash commands

* HCI Event responses

General Format of HCl Command Packets (Host to BM70/71)

The following figure illustrates the general message format of the HCI Command packet. The HCI Command Packet
format and encoding of data is fully documented in the Bluetooth specification, but is briefly listed for completeness.
All messages from the host (PC, host microcontroller and so on) to the BM70/71 IC (Device Under Test) follow this
format.

Figure 3-1. HCI Command Packet Format

START OPCODE LENGTH DATA
BYTE NO. 0 1-2 3 4 - XX
Size (BYTES) 1 2 1 0..
VALUE 0x01 OCF OGF OxNN Command Parameters
<bits 9:0> | <bits 15:10>
Packet Indicator LENGTH OxNN bytes

Note: The OPCODE field for the HClI Command is transmitted over the UART LSB first. For example, the OPCODE
(0xFC20), byte[1] is 0x20, byte[2] is OxFC. See 3.4 HCI Command Packets for the list of HClI commands that are
used for the firmware upgrade on the BM70/71.

General Format of HCI-ISDAP Flash Commands (Host to BM70/71)

The following figure illustrates the general message format of the HCI-ISDAP Flash. This command protocol is
based on the HCI ACL Data packet as documented in the Bluetooth specification. Normally, the HCI Asynchronous
Connection-Less (ACL) Data packet is used to exchange raw data between the host and controller. The data
within the HCI ACL Data packet is destined for, or coming from, a peer device. However, in the case of BM70/71
programming, the raw data in the HCI ACL Data Packet is repurposed into the HCI-ISDAP Flash commands

for the task of memory programming. The HCI-ISDAP command protocol is divided into information for memory
programming commands, values to be programmed into memory and status of memory programming tasks.

© 2021 Microchip Technology Inc. User Guide DS50003134A-page 12


http://www.bluetooth.org

3.3

3.4

3.4.1

BM70/71

Commands
Figure 3-2. HCI-ISDAP Flash Command Packet Format
ISDAP ISDAP DATA ISDAP DATA
OPCODE LENGTH

START HANDLE | LENGTH DATA
BYTE NO. 0 1-2 3-4 5-6 7-8 9 - XX
Size (BYTES) 1 2 2 2 2 0..
VALUE 0x02 OxYYYY | OXNNNN OxMMMM 0xZ77Z Memory Data

Packet Length: OXNNNN bytes

Indicator
| Length: 0xZZZZ bytes

Note: The Handle field for the HCI ACL packet is formatted as little endian. For example, the handle (OxOFFF) is
split as: byte[1] is OxFF, byte[2] is OxOF.

General Format of HCI Event Responses (BM70/71 to Host)

The following figure illustrates the general message format of the HCI Event packet. All HCI Event packet messages
from the 1S8170/71 IC to the host follow this format.

Figure 3-3. HCI Event Response Format

START EVENT CODE LENGTH DATA
BYTE NO. 0 1 2 3-XX
Size (BYTES) 1 1 1 0..
VALUE 0x04 OxXX OxNN Event Parameters
PACKET LENGTH OxNN bytes
INDICATOR

The type of event code message sent from the BM70/71 to the host is dependent on the type of HCI Command
packet or HCI-ISDAP Flash commands sent by the host. For each HCI Command packet or HCI-ISDAP Flash
packet, the BM70/71 responds to the host MCU with an event response(s) based on the received command. The
meaning and values of the parameters in the HCI Event packet are described in detail in the Bluetooth specification.
For brief information on the HCI command packets, see 3.4 HCI Command Packets. Microchip recommends the
user study and understand the information covered in the Bluetooth Specification regarding HCI Event packets.

HCI Command Packets

Read Buffer Size
For the purposes of programming, this HCI command packet is used:

1. To make sure the BM70/71 is functioning and ready for programming; a valid HCI Event packet response
indicates this.

2. To discover the number of bytes of data that can be sent to the BM70/71 device in an HCl command or
HCI-ISDAP Flash command.

For the external programmer or host, this command effectively provides the size of the internal buffer available in
the BM70/71, which is used for receiving packets. The host must not send any HCI command packet or HCI-ISDAP
command packet greater in total length than the value returned by the BM70/71 from this command. Not obeying
this buffer size limitation will result in undefined device operation. When starting a programming flow, Microchip
recommends that the programmer send this HClI command packet as the first message sent to the BM70/71.

User Guide DS50003134A-page 13
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Command Format (Host to BM70/71)
Figure 3-4. Read Buffer Size Command Format

START OPCODE LENGTH
BYTE NO. 0 1-2 3
Size (BYTES) 1 2 1
VALUE 0x01 0x1005 0

Note: The OPCODE field for the HCI Vendor command is formatted as little endian. For the OPCODE (0x1005),
byte[1] is 0x05, byte[2] is 0x10.

Example
Figure 3-5. Message Sequence for Read Buffer Size

Host BM70/71

HCI Command Packet — Read Buffer Size (0x0x1005)

HCI Event Packet - Command Complete Event(OxOE)

Ready to receive commands

Response Format (BM70/71 to Host)

The BM70/71 responds to the Read Buffer Size command with an HCI Command complete message (3.6 HCI Event
Responses) with additional parameters appended to indicate the BM70/71 internal buffer sizes. These additional
parameters indicate the packet length or buffer size, as well as the total number of buffers available in the BM70/71
device. The following figure illustrates the format, and the tables list the response for various values.

Figure 3-6. Read Buffer Size Event Response

START EVENT CODE LENGTH DATA
BYTE NO. 0 1 2 3-13
VALUE 0x04 0xOE 0x0B See following tables

Value of Parameter (3) Parameter Description Length — 1 Byte

OxXX Number of HCI command packets —
which can be sent to the BM70/71
from the host

Value of Parameter (4...5) Parameter Description Length — 2 Bytes

0x1005 HCI command opcode which is Format is little endian
processed by the BM70/71

User Guide DS50003134A-page 14
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Value of Parameter (6) Parameter Description Length — 1 Byte

0xXX

0x00 - Success —

0x01...0xFF - For more details on
error codes, see 4. Error Code Table
Reference

Value of Parameter (7...8) Parameter Description Length — 2 Bytes

OXXXXX

HCI-ISDAP command packet length. | Format is little endian

Maximum length, in bytes, of
HCI-ISDAP command packet the
BM70/71 can accept. The user must
not send any total message size that
exceeds this length.

Value of Parameter (9) Parameter Description Length — 1 Byte

0xXX

Synchronous data packet length. —

For the purposes of programming,
the user can ignore this field.

Value of Parameter (10...11) Parameter Description Length — 2 Bytes

OXxXXXX

Total number of HCI-ISDAP
command packets.

Format is little endian

This is the number buffers in the
BM70/71 device.

Value of Parameter (12...13) Parameter Description Length — 2 Bytes

OXXXXX

Total number of Synchronous Data Format is little endian

packets.

For the purposes of programming,
the user can ignore this field.

3.41.4 Example of Use

3.4.2

3.4.21

Bytes sent from host: 01 05 10 00

Response from BM70/71: 04 OE 0B 01 05 10 00 00 01 30 0OC 00 OA 00

Create Connection Command

This command is used to create a connection to a remote device. With regards to memory programming, the host
uses this packet to establish a programming session with BM70/71. The parameters in the packet are all set to zero,
which indicates to the BM70/71 device that a programming connection is requested by the host.

Command Format (Host to BM70/71)
Figure 3-7. Create Connection Command Format

START OPCODE LENGTH DATA
BYTE NO. 0 1-2 3 4-16
Size (BYTES) 1 2 1 13
VALUE 0x01 0x0405 0x0D See following tables
© 2021 Microchip Technology Inc. User Guide DS50003134A-page 15
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Note: The OPCODE field for the HCI vendor command is formatted as little endian. For the OPCODE (0x0405),
byte[1] is 0x05, byte[2] is 0x04.

Value of Parameter (4...9) Parameter Description Length — 6 Bytes

0x00 0x00 0x00 0x00 0x00 0x00 Bluetooth Address —

The host uses a value of zero
to indicate to the BM70/71 that a
programming session is requested.

Value of Parameter (10...11) Parameter Description Length — 2 Bytes

0x0000

Packet type —

Value of Parameter (12) Parameter Description Length — 1 Byte

0x00

Page scan repetition mode —

Value of Parameter (13) Parameter Description Length — 1 Byte

0x00

Reserved, must be set to zero —

Value of Parameter (14...15) Parameter Description Length — 2 Bytes

0x0000

Clock offset —

Value of Parameter (16) Parameter Description Length — 1 Byte

0x00

3.4.22 Example

Role switch enable —

Figure 3-8. Message Sequence for Create Connection Command

Host

BM70/71

HCI Command Packet (Create Connection Opcode - 0x0405)

HCI Event Packet (Command Status Event - OxOF)

HCI Event Packet (Connection Complete Event - 0x03)

Ready to receive commands

© 2021 Microchip Technology Inc. User Guide
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Response Format (BM70/71 to Host)

The BM70/71 responds to the Create Connection command with an HCI Event Response for Command Status Event
(opcode - 0x0F) and an HCI Event Response for Connection Complete Event (opcode - 0x03) packet. The BM70/71
does not append additional data to these responses. See 3.5 HCI-ISDAP Flash Commands Overview and 3.6 HCI
Event Responses for base format of both of these responses.

Example of Use
Bytes sent by host: 01 05 04 0D 00 00 00 00 00 00 00 00 00 00 00 00 00

Event responses from BM70/71:
04 OF 04 00 01 05 04
04 03 OB 00 FF OF 00 00 00 00 00 OO 00 00

Disconnect Command

This command is used to terminate an existing connection. The connection handle field identifies the connection
to terminate, and the reason parameter indicates the reason for the host requesting disconnect. With respect to
programming memory, this command is used by the host to terminate the programming connection. Once this
command is processed by the BM70/71, the only way to restart programming operations is by sending the HCI
Command Packet — Create Connection Command (opcode - 0x0405) to establish programming flow again. If any
HCI-ISDAP commands are active when this Disconnect command is received by the BM70/71, undefined device
operation may occur.

Command Format (Host to BM70/71)
Figure 3-9. Disconnect Command Format

START OPCODE LENGTH DATA
BYTE NO. 0 1-2 3 4-6
Size (BYTES) 1 2 1 3
VALUE 0x01 0x0406 0x03 See following tables

Note: The OPCODE field for the HCI Vendor command is formatted as little endian. For the OPCODE (0x0406),
byte[1] is 0x06, byte[2] is 0x04.

Value of Parameter (4...5) Parameter Description Length — 2 Bytes

OxOFFF Connection handle Format is little endian

Value of Parameter (6) Parameter Description Length — 1 Byte

0x00 0x00 — Programming complete —

0x01 ... OXFF — For more details on
error codes, see 4. Error Code Table
Reference.

With respect to programming, this
value must always be zero from the
host.

User Guide DS50003134A-page 17
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Example
Figure 3-10. Message Sequence for Disconnect Command

Host

BM70/71

HCI Command Packet (Disconnect Opcode - 0x0406)

HCI Event Packet (Command Status Event - OxOF)

HCI Event Packet (Disconnection Complete Event - 0x05)

Ready to receive commands

Response Format (BM70/71 to Host)

The BM70/71 responds to the Disconnect command with an HCI Event Response for Command Status Event
(opcode - 0x0F) and an HCI Event Response for Disconnection Complete Event (opcode - 0x05) packet. No
additional parameters are appended to these packets. See 3.5 HCI-ISDAP Flash Commands Overview and 3.6 HCI
Event Responses for format of these responses.

Example of Use
Bytes sent by host: 01 06 04 03 FF OF 00

Responses from BM70/71:
04 OF 04 00 01 06 04
5 04 00 FF OF 00

HCI-ISDAP Flash Commands Overview
This section describes the HCI-ISDAP Flash commands that can be used for the BM70/71 device.

Lock/Unlock Memory Command (HCI-ISDAP Opcode - 0x0100)

This HCI-ISDAP command allows the host to lock or unlock the internal memory of the BM70/71 device. Unlocking of
the device memory is usually followed by a read, write or erase HCI-ISDAP command. Unlocking must occur before
any read, write or erase operation can execute. Locking the device memory prevents a successful read, write or
erase operation from occurring. This may be useful to prevent unauthorized access of private data contained within a
GATT service table.

The lock and unlock operation are simply executed by setting the appropriate value within this command.

Command Format (Host to BM70/71)
Figure 3-11. Lock/Unlock Memory Command Format

ISDAP OPCODE ISDAP DATA ISDAP DATA
LENGTH
START HANDLE | LENGTH DATA
BYTE NO. 0 1-2 3-4 5-6 7-8 9-11
Size (BYTES) 1 2 2 2 2 3
VALUE 0x02 OxOFFF | 0x0007 0x0100 0x0003 see following table
© 2021 Microchip Technology Inc. User Guide DS50003134A-page 18
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Value of Parameter (9) Parameter Description Length — 1 Byte

0x03 Memory type —

For the BM70/71, this value is set to
three, indicating flash memory

Value of Parameter (10) Parameter Description Length — 1 Byte

0x00 Sub-memory type —

For the BM70/71, this value is set to
zero, indicating EFLASH memory

Value of Parameter (11) Parameter Description Length — 1 Byte

OxXX 0 — Unlock memory —

1 — Lock memory

Example
Figure 3-12. Message Sequence for Lock/Unlock Memory Command

Host BM70/71
ISDAP Lock/Unlock Command - 0x0100

HCI Event Packet (Number Completed Packets - 0x13)

ISDAP Packet (ISDAP Lock/Unlock Response - 0x0100)

Ready to receive commands

Response Format (BM70/71 to Host)

The BM70/71 device returns the HCI Event Response for Number of Completed Packets Event (opcode - 0x13)
and the HCI ACL Data Packet for ISDAP Command Response (ISDAP opcode - 0xXXXX) with no additional values
appended to the packet.

The BM70/71 returns the HCI Event Response for Number of Completed Packets Event (opcode - 0x13) when it
has successfully received a formatted HCI-ISDAP command. This lets the host know the HCI-ISDAP command is
accepted and is being processed. For general format and details, see 3.6 HCI Event Responses. The BM70/71
returns an HCI-ISDAP packet with an embedded HCI-ISDAP Lock/Unlock command response to let the host know
the status of the operation (success or failure). This response does not append any additional data to the response
packet. For more details on the format and values of the packet, see 3.6 HCI Event Responses.

Example of Use
Bytes sent by host: 02 FF 0F 07 00 00 01 03 00 03 00 00

Responses sent by BM70/71:
04 13 05 01 FF OF 01 0O
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02 FF OF 06 00 00 01 02 00 00 00

Write Memory Command

This HCI-ISDAP command allows the host to write values to the internal nonvolatile memory of the BM70/71 device.
The BM70/71 contains a Harvard memory architecture (separate code and data address spaces) with segmented
memory. Each of the four-memory bank or segments in the code space, and two memory bank or segments in the
data space are 64 Kbytes in size. The most significant 16 bits of the address value are used to identify the target
memory bank/segments, starting at a logical value of zero. The least significant 16 bits are used to address a specific
memory location with the memory bank or segment.

When the host or programmer is initially setting up communication with the BM70/71, the host discovers the
maximum packet (HCI ACL Data or HClI Command packets) length the BM70/71 can process (see section

3.4.1 Read Buffer Size). The host must not exceed this packet length value when sending programming data to

the BM70/71 using HCI-ISDAP packets. In most cases, it is common for the maximum packet length of the BM70/71
device to be a smaller value than the maximum size of an HCI-ISDAP packet. Generally, the maximum packet length
the BM70/71 can process is approximately 250 bytes. Whereas, the maximum allowable packet length of an HCI
ACL Data packet can be up to 65535 bytes, including a few bytes of overhead. (Embedding HCI-ISDAP programming
protocol in a HCI Data Packet reduces this value to 32767 bytes of data in a single packet.) This means, even though
the user can technically send up to 65535 bytes of programming data in a single packet, the BM70/71 device can
only receive a packet length of approximately 250 bytes.

To reduce communication overhead when performing large write operations where entire banks of memory will be
programmed, the HCI-ISDAP write command has a setting embedded in the HCI-ISDAP Data Length field. The
most significant bit in the 16-bit field represents a flag, referred to as the continue flag. If this flag is set to a ‘1’, all
subsequent write messages must be sent as Write Continue Command (HCI-ISDAP opcode - 0x0001) packets. The
rest of the 16-bit ISDAP Data Length field (Bit[14:0]) represents the total amount of data in this packet. The size field
of the HCI-ISDAP Write Command indicates the total amount of data to be programmed into the device (this includes
all subsequent HCI-ISDAP Write Continue packets). With Write Continue operations, the BM70/71 device assumes
all writes to memory are sequential, starting from the address value originally sent by the host in the first HCI-ISDAP
Write Memory Command packet. These write continue operations allow the user to use the smaller Write Continue
packet (see 3.5.3 Write Continue Command) to reduce communication overhead.

Command Format (Host to BM70/71)
Figure 3-13. Write Memory Command Format

ISDAP ISDAP DATA
ISDAP DATA
OPCODE LENGTH
START HANDLE | LENGTH DATA
BYTE NO. 0 1-2 3-4 5-6 7-8 9-n
Size (BYTES) 1 2 2 2 2 11..n
VALUE 0x02 OxOFFF OxXXXX 0x0111 OxXXXX See following tables
Value of Parameter (7...8) Length — 2 Bytes
OXXXXX HCI-ISDAP Data Length field The Most Significant Bit is

repurposed for the continue flag.

The maximum value for any HCI-

1 — Start write continue operation ISDAP write operation can be 32767
bytes in length, but the data sent in
each packet is limited based on the
Bit[14:0] packet the BM70/71 can receive (see

0x0001:0x7FFF - Packet data length | >-4-1 Read Buffer Size).

Bit 15

0 — Normal write operation
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Value of Parameter (9) Parameter Description Length — 1 Byte

0x03 Memory type —

For the BM70/71, this value is fixed
to three, indicating flash memory

Value of Parameter (10) Parameter Description Length — 1 Byte

0x00 Sub-memory type —

For the BM70/71, this value is fixed
to zero, indicating EFLASH memory

Value of Parameter (11...14) Parameter Description Length — 4 Bytes

OXXXXX_XXXX Starting address of memory within Format is little endian.
the specified bank where write
operations will begin.

Example: For an address of
0x0000_ 1234, the value is sent to
The most significant 16 bits of the the BM70/71 LSB first, 0x34 0x12
address value represent the bank 0x00 0x00

number. The least significant 16 bits

represent the address within the

specified bank.

Value of Parameter (15...18) Parameter Description Length — 4 Bytes

OXXXXX_XXXX HCI-ISDAP data length bit 15 Format is little endian.

0 — This field represents the number | Example: For a size of
of bytes to write to memory from only | 0x0000_0800, the value is sent to
this packet. the BM70/71 LSB first, 0x00 0x08

1 — This field represents the total 0x00 0x00

number of bytes to write to memory
in all subsequent write packets.

Value of Parameter (19...n) Parameter Description Length — 1 ... n Bytes

0xXX Any data to be written to memory. The length of this field depends on
the amount of data the user will write

© 2021 Microchip Technology Inc. User Guide DS50003134A-page 21



3.5.2.2

3.5.23

3.5.24

3.5.3
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Example
Figure 3-14. Message Sequence for Write Memory Command

Host BM70/71

ISDAP Write Command - 0x0111

HCI Event Packet (Number Completed Packets - 0x13)

ISDAP Write Response - 0x0111

Ready to receive commands

Response Format (BM70/71 to Host)

The BM70/71 device returns the HCI Event Response for Number of Completed Packets Event (opcode - 0x13)
and the HCI-ISDAP Command Response (HCI-ISDAP opcode - 0x0111) with no additional values appended to the
packet.

The BM70/71 returns the HCI Event Response for Number of Completed Packets Event (opcode - 0x13) when

it has successfully received a properly formatted HCI-ISDAP Command. This lets the host know the HCI-ISDAP
command is accepted and is being processed. For general format and details, see 3.6 HCI Event Responses. The
BM70/71 returns the HCI-ISDAP Command Response (HCI-ISDAP opcode - 0x0111) with a value to indicate the
status of the write operation (i.e., success or failure). This response does not append any additional HCI-ISDAP Write
Command-specific data to the response packet.

Example of Use
The following example shows how to write four bytes of data:

Bytes sent by host: 02 FF OF 12 00 11 01 OE 00 03 00 00 08 00 00 04 00 00 00 01 02 03 04

Response received from BM70/71:
04 13 05 01 FF OF 01 0O
02 FF OF 06 00 11 01 02 00 00 00

Write Continue Command

This HCI-ISDAP command allows the host to write values to the internal memory of the BM70/71 device. This Write
Continue command uses a smaller packet with less overhead to improve programming throughput. The BM70/71
must have received a previous Write response message before processing this HCI-ISDAP command. Undefined
device operation will occur if proper message sequence is not followed. To understand how this HCI-ISDAP
command fits in with the programming flow, see 2.2.3 Step 3: Flash Operations.

To terminate Write Continue operations, clear the ‘Continue’ flag in the HCI-ISDAP Data Length field of this HCI-
ISDAP command to complete Write Continue operations. The BM70/71 device programs the data from this final Write
Continue message and terminates sequential writes.
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3.5.3.1 Command Format (Host to BM70/71)
Figure 3-15. Write Continue Memory Command Format
ISDAP ISDAP DATA
OPCODE LENGTH ISDAP DATA
START HANDLE LENGTH DATA
BYTE NO. 0 1-2 3-4 5-6 7-8 9..n
Size (BYTES) 1 2 2 2 2 l..n
VALUE 0x02 OxOFFF OxXXXX 0x0001 OxXXXX See following tables

Value of Parameter (7...8) Parameter Description Length — 2 Bytes

The Most Significant Bit is
repurposed for the continue flag.
The maximum value for any HCI-
ISDAP write operation can be 32767

OxXXXX

OxXX

3.5.3.2 Example

HCI-ISDAP Data Length field

Bit 15

0 — Terminate Write Continue
operation. Next write command must
be a HCI-ISDAP Write Command
(see 3.5.2 Write Memory Command)
or undefined device operation will

occur.

bytes in length, but the data sent in

each packet is limited based on the

packet the BM70/71 can receive (see

3.4.1 Read Buffer Size).

1 — Write Continue Operation active.
Bit[14:0]

0x0001:0x7FFF — Packet Data

Length

Value of Parameter (9 ... n) Parameter Description Length — 1 ... n Bytes

Data to write to memory

Figure 3-16. Message Sequence for Write Continue Command

The length of this field depends on
amount data the user will write

Host

BM70/71

ISDAP Write Continue Command - 0x0001

HCI Event Packet (Number Completed Packets - 0x13)

ISDAP Write Continue Response - 0x0001

Ready to receive commands
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3.5.34

3.54

3.5.41
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Response Format (BM70/71 to Host)

The BM70/71 returns the HCI response when it successfully receives a properly formatted HCI ACL Data Packet with
an embedded HCI-ISDAP Command. This lets the host know the HCI-ISDAP command is accepted and is being
processed. For general format and details, see 3.6 HCI Event Responses. The BM70/71 returns the HCI event
response with a value to indicate the status of the write continue operation (success or failure). This response does
not append any additional HCI-ISDAP Write Continue Command-specific data to the response packet.

Example of Use

The following example shows how to write four bytes of data using the write continue command:
Bytes sent by host: 02 FF 0F 08 00 01 00 04 00 05 06 07 08

Responses sent by BM70/71:

04 13 05 01 FF OF 01 0O

02 FF OF 06 00 01 00 02 00 00 00

Erase Memory Command

This HCI-ISDAP command allows pages to be erased in the internal memory of the BM70/71 device. The memory
architecture of the BM70/71 is designed to erase the smallest erasable page size of 2 Kbytes (2048 bytes). The user
must only pass in an address aligned to a 2K boundary. Undefined device operation will occur if an address value is
not aligned to a 2-Kbyte boundary.

Command Format (Host to BM70/71)
Figure 3-17. Erase Memory Command Format

ISDAP ISDAP DATA ISDAP DATA
OPCODE LENGTH
START HANDLE LENGTH DATA
BYTE NO. 0 1-2 3-4 5-6 7-8 9-18
Size (BYTES) 1 2 2 2 2 10
VALUE 0x02 OxOFFF 0x000E 0x0112 0x000A See following tables

0x03 Memory Type —

For the BM70/71, this value is set to
0x03, indicating flash memory

Value of Parameter (10) Parameter Description Length — 1 Byte

0x00 Sub-memory type —

For the BM70/71, this value is fixed
to 0x00, indicating embedded flash
(EFlash) memory
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Value of Parameter (11...14) Parameter Description Length — 4 Bytes
OXXXXX_XXXX Starting address of memory page to | Format is little endian.
erase

Example: For an address of

The Most Significant 16 bits of the 0x0000_0800, the value is sent to
address value represent the bank the BM70/71 LSB first, 0x00 0x08
number. The least significant 16 bits ' 0x00 0x00

represent the address within the

specified bank and must be aligned

to a 2-Kbyte boundary

Value of Parameter (15...18) Parameter Description Length — 4 Bytes

OXXXXX_XXXX Number of bytes to erase Format is little endian.
Size value must be a multiple of Example: For a size of
2048 (2 Kbytes). 0x0000_0800, the value is sent to
the BM70/71 LSB first, 0x00 0x08

If both the address value and the

size value are set equal to zero, the 0x00 0x00
entire flash memory will be erased.
3.54.2 Example
Figure 3-18. Message Sequence for Erase Memory Command
Host BM70/71

ISDAP Erase Command - 0x0112

HCI Event Packet (Number Completed Packets - 0x13)

ISDAP Erase Response - 0x0112

Ready to receive commands

3.5.4.3 Response Format (BM70/71 to Host)
The BM70/71 device returns the HCI event response and the command response with values specific to the erase
command.

The BM70/71 returns the HCI event response when it successfully receives an HCI-ISDAP command. This lets

the host know the HCI-ISDAP command is accepted and is being processed. For general format and details,

see 3.6 HCI Event Responses. The BM70/71 returns the command response packet with values specific to the
HCI-ISDAP Erase Command operation. The host can get the status of the erase operation (success or failure) and
determine the memory areas that are successfully erased from this packet. See the following table for values specific
to this response.
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Figure 3-19. Erase Memory Command Response Format
ISDAP ISDAP DATA
OPCODE LENGTH ISDAP DATA
START HANDLE LENGTH DATA

BYTE NO. 0 1-2 3-4 5-6 7-8 9-18

Size (BYTES) 1 2 2 2 2 10

VALUE 0x02 OxOFFF 0x000E 0x0112 0x000A See following tables

Value of Parameter (9...10) Parameter Description Length — 2 Bytes

OXXXXX HCI-ISDAP Erase command result —
0x0000 — Success
0x0001 ... OXFFFF — Failure

Value of Parameter (11...14) Parameter Description Length — 4 Bytes

OXXXXX_XXXX Starting address of memory segment | Format is little endian
erased

Value of Parameter (15...18) Parameter Description Length — 4 Bytes

OXXXXX_XXXX Number of bytes erased Format is little endian

3.5.44 Example of Use

3.6

3.6.1

3.6.1.1

Bytes sent by host: 02 FF OF OE 00 12 01 0A 00 03 00 00 08 00 00 00 10 00 00
Responses from BM70/71:

04 13 05 01 FF OF 01 0O

02 FF OF OE 00 12 01 0OA 00 00 OO 0O 08 00 00 0O 10 00 0O

HCI Event Responses

Disconnection Complete Event

An opcode for the Disconnection Complete event is 0x05. The BM70/71 sends this event response to indicate that
the connection is terminated. The status within this command indicates whether the disconnection is successful or
not. With respect to programming, the BM70/71 sends this event response to inform the host whether the BM70/71
device has exited programming mode successfully or not.

Response Format (BM70/71 to Host)
The following figure and tables illustrate the format and information returned to the host.

Figure 3-20. Disconnect Complete Event Response Format

START EVENT CODE LENGTH DATA
BYTE NO. 0 1 2 3-6
VALUE 0x04 0x05 0x04 See following tables
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Value of Parameter (3) Parameter Description Length — 1 Byte
0xXX Disconnect status —

0x00 — Disconnect completed

0x01 ... OXFF — For more details on

error codes, see 4. Error Code Table

Reference.
Value of Parameter (4...5) Parameter Description Length — 2 Bytes
OxOFFF Connection handle that is Format is little endian

disconnected.

For programming, this handle value
must be set as OxOFFF

Value of Parameter (6) Parameter Description Length — 1 Byte

OxXX Reason for disconnect —
0x00 — Host requested disconnect

0x01...0xFF — For more details on
error codes, see 4. Error Code Table
Reference

3.6.1.2 Example
Figure 3-21. Message Sequence for Disconnect Complete Event

Host BM70/71

HCI Command Packet (Disconnect Opcode - 0x0406)

HCI Event Packet (Command Status Event - OxOF)

HCI Event Packet (Disconnection Complete Event - 0x05)

Ready to receive commands

3.6.2 Connection Complete Event

An opcode for the Connection Complete event is 0x03. The BM70/71 sends this event response to indicate that the
connection is created. The status within this command indicates whether the connection is successful or not.

3.6.2.1 Response Format (BM70/71 to Host)
The following figure and tables illustrate the format and information returned to the host.
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Figure 3-22. Connection Complete Event Response Format
START EVENT CODE LENGTH DATA
BYTE NO. 0 1 2 3-13
VALUE 0x04 0x03 0x0B See following tables

Value of Parameter (3) Parameter Description Length — 1 Byte

OxXX

Connection operation status —
0x00 — Connection is created

0x01 ... OxFF — For more details on
error codes, see 4. Error Code Table
Reference.

Value of Parameter (4...5) Parameter Description Length — 2 Bytes

OXOFFF

Connection handle that is created for | Format is little endian
the connection.

For programming, this handle value
must be set as OXOFFF

Value of Parameter (6..11) Parameter Description Length — 6 Bytes

OXXXXXXXXXXXXX

Bluetooth address 0x00 00 00 00 00 00

For creating connection with the
BM70/71, this parameter is set to all
Zeros.

Value of Parameter (12) Parameter Description Length — 1 Byte

0xXX

Link type 0x01

0x00 — Synchronous Connection-
Oriented (SCO)

0x01 — Asynchronous Connection-
Less (ACL)

Value of Parameter (13) Parameter Description Length — 1 Byte

OxXX Encryption mode —
0x00 — Disable
0x01 — Enable
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3.6.3.1
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Example

Figure 3-23. Message Sequence for Connection Create Event

Host

HCI Command Packet (Create connection - 0x0405)

HCI Event Packet (Command Status Event - OxOF)

HCI Event Packet (Connection create Event - 0x03)

Ready to receive commands

BM70/71

Command Complete

An opcode for the Command Complete event is 0XOE. The BM70/71 sends this event response to inform the host
that the command received is processed and complete. This event has a general format and is based on the HCI
command the host issued; additional parameters may be added to the event response.

Response Format (BM70/71 to Host)

The following figure and tables illustrate the format and information returned to the host.

Figure 3-24. Command Complete Event Response Format

START EVENT CODE LENGTH DATA
BYTE NO. 0 1 2 3-6
VALUE 0x04 0xO0E 0x04 See following tables

Value of Parameter (3) Parameter Description Length — 1 Byte

0xXX

Number of HCI command packets
that can be sent to the BM70/71 from
the host

Value of Parameter (4...5) Parameter Description Length — 2 Bytes

OxXXXX

HCI Command opcode that is
processed by the BM70/71

Format is little endian

Value of Parameter (6) Parameter Description Length — 1 Byte

0xXX

For more details on error codes, see
4. Error Code Table Reference
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3.6.4

3.6.4.1
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Figure 3-25. Message Sequence for Command Complete Event

Host

HCI Command (0xXXXX)

Command Complete Event(OxOE)

Ready to receive commands

BM70/71

Command Status Event

An opcode for the Command Status event is 0xOF. The BM70/71 sends this event response to indicate the command
described by the command opcode parameter is received, and the BM70/71 device is performing the task associated
with this command. Some HCI Command or HCI ACL Data packets (in this case HCI-ISDAP commands) take time

to complete. This event response makes it possible to prevent the host from waiting for the command to finish. If the
command cannot begin to execute, the status event parameter will contain a relevant error code and no command
complete event will follow. With respect to programming, the host can use this event response to get the status on the
HCI-ISDAP commands, which may take time to complete.

Response Format (BM70/71 to Host)
The following figure and tables illustrate the format and information returned to the host.

Figure 3-26. Command Status Event Response Format

START EVENT CODE LENGTH DATA
BYTE NO. 0 1 2 3-6
VALUE 0x04 OxOF 0x04 See following tables

Value of Parameter (3) Parameter Description Length — 1 Byte

OxXX

0x00 — Command is pending,

successfully received

but

0x01 ... OxFF — For more details on
error codes, see 4. Error Code Table

Reference.

Value of Parameter (4) Parameter Description Length — 1 Byte

Number of HCl command packets
that are allowed to be sent to the

0xXX

BM70/71 device by the host.

Value of Parameter (5...6) Parameter Description Length — 2 Bytes

Opcode of the command that caused | Format is little endian
this event and is pending completion

OXXXXX
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3.6.4.2 Example
Figure 3-27. Message Sequence for Command Status Event

Host BM70/71

HCl Command Packet (HCI Command opcode - 0xXXXX)

HCI Event Packet (Command Status Event - OxOF)

Any additional response relevant to the HCl Command

Ready to receive commands

3.6.5 Number of Completed Packets Event

An opcode for the Completed Packets event is 0x13. The BM70/71 sends this event response to inform the host
about the number of data packets for each connection handle since the last time this event was sent to the host.
For the HCI-ISDAP commands, this event is used to indicate the BM70/71 completed processing of the message (in
other words, format acceptable) but does not indicate the HCI-ISDAP command operation is finished. The host can
use the information in this event response to determine if the device can accept another HCI-ISDAP command.

3.6.5.1 Response Format (BM70/71 to Host)
The following figure and tables illustrate the format and information returned to the host.

Figure 3-28. Number of Completed Packet Event Response Format

START EVENT CODE LENGTH DATA
BYTE NO. 0 1 2 3-7
VALUE 0x04 0x13 0x05 See following tables
0x01 Number of connection handles and —

number of HCI-ISDAP data packets
parameter pairs contained in this
event.

For BM70/71, this is always 0x01

Value of Parameter (4...5) Parameter Description Length — 2 Bytes

OxOFFF Connection handle Format is little endian

For HCI-ISDAP Commands, the
handle field is always OxOFFF
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Value of Parameter (6...7) Parameter Description Length — 2 Bytes

0x0001 Number of HCI-ISDAP packets that | Format is little endian
are completed for the associated
connection handle value since the
previous time this event was sent to
the host.

HCI-ISDAP Command Response

The host sends HCI-ISDAP commands to accomplish programming of memory. When the BM70/71 device
completes processing the HCI-ISDAP command, status of the HCI-ISDAP command execution is sent back to the
host. The parameter values sent by the BM70/71 device to the host are based on the HCI-ISDAP command received.
However, the general format of the packet is the same for all HCI-ISDAP Command Response packets.

Command Format (BM70/71 to Host)
Figure 3-29. HCI-ISDAP Command Response Format

ISDAP ISDAP DATA
OPCODE LENGTH ISDAP DATA
START HANDLE | LENGTH DATA
BYTE NO. 0 1-2 3-4 5-6 7-8 9-XX
Size (BYTES) 1 2 2 2 2 0..
VALUE 0x02 OxOFFF | OxOO0OE OXXXXX OXNNNN See following tables

Value of Parameter (9...10) Parameter Description Length — 2 Bytes

OxXXXX HCI-ISDAP command result —
0x0000 — Success
0x0001 ... OXFFFF — Failure

Value of Parameter (11...n) Parameter Description Length = (OXNNNN - 2) Bytes

OxXX Any data that is associated with a —
successfully executed command.
Note: All HCI-ISDAP command
responses do not always have this
parameter field.

Example: For an HCI-ISDAP Read
command, the requested memory
values read are returned
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3.6.6.2 Example
Figure 3-30. Message Sequence for ICI-ISDAP Command Response Event

Host BM70/71

ISDAP Command - OxXXXX

HCI Event Packet (Number Completed Packets - 0x13)

ISDAP Command Response - OxXXXX

Ready to receive commands
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Error Code Table Reference

The following table acts as a quick reference to the error codes used to indicate the status for several HClI command

packets and HCI event responses.

Note: The length of each parameter is one byte.

Table 4-1. Error Codes

Value of Parameter (6) Parameter Description

0x00
0x01

0x02
0x03
0x04
0x05
0x06
0x07
0x08
0x09
0x0A
0x0B
0x0C
0x0D
O0x0E
OxOF
0x10
0x11

0x12
0x13
0x14
0x15
0x16
0x17
0x18
0x19
Ox1A
0x1B
0x1C
0x1D

Command successful

Unknown HCI command

Unknown connection identifier

Hardware failure

Page timeout

Authentication failure

PIN or Key missing

Memory capacity exceeded

Connection timeout

Connection limit exceeded

Synchronous connection limit to a device exceeded
ACL connection already exists

Command disallowed

Connection rejected due to limited resources
Connection rejected due to security reasons
Connection rejected due to unacceptable BD_ADDR
Connection accept timeout exceeded

Unsupported feature or parameter value

Invalid HCl command parameters

Remote user terminated connection

Remote device terminated connection due to low Resources
Remote device terminated connection due to power Off
Connection terminated by local host

Repeated attempts

Pairing not allowed

Unknown LMP PDU

Unsupported remote feature / unsupported LMP feature
SCO offset rejected

SCO interval rejected

SCO air mode rejected
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........... continued

Value of Parameter (6) Parameter Description

Ox1E
Ox1F
0x20
0x21

0x22
0x23
0x24
0x25
0x26
0x27
0x28
0x29
0x2A
0x2B
0x2C
0x2D
0x2E
0x2F
0x30
0x31

0x32
0x33
0x34
0x35
0x36
0x37
0x38
0x39
0x3A
0x3B
0x3C
0x3D
Ox3E
Ox3F
0x40

Invalid LMP parameters / invalid LL parameters
Unspecified error

Unsupported LMP parameter value / unsupported LL parameter value
Role change not Allowed

LMP response timeout / LL response timeout
LMP error transaction collision

LMP PDU not allowed

Encryption mode not acceptable

Link key cannot be changed

Requested QoS not supported

Instant passed

Pairing with unit key not supported

Different transaction collision

Reserved

QoS unacceptable parameter

QoS rejected

Channel classification not supported
Insufficient security

Parameter out of mandatory range

Reserved

Role switch pending

Reserved

Reserved slot violation

Role switch failed

Extended inquiry response too large

Secure simple pairing not supported by host
Host busy - pairing

Connection rejected due to no suitable channel found
Controller busy

Unacceptable connection parameters
Directed advertising timeout

Connection terminated due to MIC failure
Connection failed to be established

MAC connection failed

Coarse clock adjustment rejected but will try to adjust using clock dragging
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Error Code Table Reference

Note: '6'indicates the location of the byte in the response sequence.
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The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

* Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative

* Local Sales Office

» Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

» Microchip products meet the specifications contained in their particular Microchip Data Sheet.

» Microchip believes that its family of products is secure when used in the intended manner and under normal
conditions.

* There are dishonest and possibly illegal methods being used in attempts to breach the code protection features
of the Microchip devices. We believe that these methods require using the Microchip products in a manner
outside the operating specifications contained in Microchip’s Data Sheets. Attempts to breach these code
protection features, most likely, cannot be accomplished without violating Microchip’s intellectual property rights.

» Microchip is willing to work with any customer who is concerned about the integrity of its code.

» Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code
protection does not mean that we are guaranteeing the product is “unbreakable.” Code protection is constantly
evolving. We at Microchip are committed to continuously improving the code protection features of our products.
Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act.
If such acts allow unauthorized access to your software or other copyrighted work, you may have a right to sue
for relief under that Act.
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Legal Notice

Information contained in this publication is provided for the sole purpose of designing with and using Microchip
products. Information regarding device applications and the like is provided only for your convenience and may be
superseded by updates. It is your responsibility to ensure that your application meets with your specifications.

THIS INFORMATION IS PROVIDED BY MICROCHIP “AS IS”. MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY

OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE
OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL OR
CONSEQUENTIAL LOSS, DAMAGE, COST OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS USE
WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THE INFORMATION. Use of Microchip devices in life support and/or safety applications is entirely at the buyer’s risk,
and the buyer agrees to defend, indemnify and hold harmless Microchip from any and all damages, claims, suits, or
expenses resulting from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, Adaptec, AnyRate, AVR, AVR logo, AVR Freaks, BesTime,
BitCloud, chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, HELDO, IGLOO, JukeBlox,
KeeLoq, Kleer, LANCheck, LinkMD, maXStylus, maXTouch, MediaLB, megaAVR, Microsemi, Microsemi logo,
MOST, MOST logo, MPLAB, OptoLyzer, PackeTime, PIC, picoPower, PICSTART, PIC32 logo, PolarFire, Prochip
Designer, QTouch, SAM-BA, SenGenuity, SpyNIC, SST, SST Logo, SuperFlash, Symmetricom, SyncServer,
Tachyon, TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA are registered trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

AgileSwitch, APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, FlashTec, Hyper Speed
Control, HyperLight Load, IntelliMOS, Libero, motorBench, mTouch, Powermite 3, Precision Edge, ProASIC,
ProASIC Plus, ProASIC Plus logo, Quiet-Wire, SmartFusion, SyncWorld, Temux, TimeCesium, TimeHub, TimePictra,
TimeProvider, WinPath, and ZL are registered trademarks of Microchip Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, Augmented Switching,
BlueSky, BodyCom, CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController,
dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, Espresso T1S, EtherGREEN, IdealBridge,
In-Circuit Serial Programming, ICSP, INICnet, Intelligent Paralleling, Inter-Chip Connectivity, JitterBlocker, maxCrypto,
maxView, memBrain, Mindi, MiWi, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach,
Omniscient Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE,
Ripple Blocker, RTAX, RTG4, SAM-ICE, Serial Quad I/O, simpleMAP, SimpliPHY, SmartBuffer, SMART-I.S., storClad,
SQl, SuperSwitcher, SuperSwitcher Il, Switchtec, SynchroPHY, Total Endurance, TSHARC, USBCheck, VariSense,
VectorBlox, VeriPHY, ViewSpan, WiperLock, XpressConnect, and ZENA are trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered trademarks of
Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary of Microchip
Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2021, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.
ISBN: 978-1-5224-7748-8
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Quality Management System

For information regarding Microchip’s Quality Management Systems, please visit www.microchip.com/quality.
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Tel: 480-792-7200
Fax: 480-792-7277
Technical Support:
www.microchip.com/support
Web Address:
www.microchip.com
Atlanta

Duluth, GA

Tel: 678-957-9614
Fax: 678-957-1455
Austin, TX

Tel: 512-257-3370
Boston
Westborough, MA
Tel: 774-760-0087
Fax: 774-760-0088
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Itasca, IL

Tel: 630-285-0071
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Dallas
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