MICROCHIP

TB3163

Memory Access Partition on 8-Bit PIC® Microcontrollers

Author:  Mary Tamar Tan
Microchip Technology Inc.

INTRODUCTION

The Program Flash Memory (PFM) is a nonvolatile
memory that can store executable code. In addition to
instructions, it can also be used for data storage. The
PFM size of 8-bit PIC® microcontrollers can span up to
128 K words, depending upon the selected device.

Applications, such as bootloaders, require PFM
partitioning to provide isolation between the bootloader
and the application code. To meet this requirement,
several PIC MCUs have a dedicated boot block with a
fixed size and address range. Fixed boot block sizes,
however, can leave unused memory wasted. For
increased flexibility in boot block size allocation,
several PIC MCUs feature the Memory Access Parti-
tion (MAP). It allows the PFM to be partitioned in up to
three blocks, namely the Application Block, the Boot
Block and the Storage Area Flash (SAF) Block.

Another important requirement of a bootloader is that it
should be able to protect itself from accidental over-
writes. In other words, no part of the bootloader code
should be modified either during the bootload process
or during application run time. To address this require-
ment, PIC MCUs with MAP allow selected partition(s)
to be write-protected. Each partition has a dedicated
write protection Configuration bit to prohibit self-write
and erase to that specific partition. MAP-invoked write
protection is limited to self-write and erase, and does
not affect a device programmer’s ability to read, write or
erase the device.

This Technical Brief provides information about the
three PFM partitions. A sample bootloader implemen-
tation is included to help readers better understand
how memory partitioning and write protection are done
in devices with MAP, and its significance in such
applications. Brief information on how to configure a
project with MPLAB® X IDE and XC8 C Compiler to
reflect the desired partition configuration on a PIC18
device is also provided.

FIGURE 1: PFM PARTITION
BBEN =1 BBEN =1 BBEN =0 BBEN = 0
SAFEN =1 SAFEN = 0 SAFEN =1 SAFEN = 0
00 0000h
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NOTE1: 100h for PIC18; 80h for PIC16.
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PROGRAM FLASH MEMORY
PARTITION

The Program Flash Memory (PFM) can be partitioned
into the Application Block, Boot Block and Storage
Area Flash (SAF) Block. Figure 1 shows the four
possible block combinations. The selected configura-
tion depends on the settings of the BBEN and SAFEN
Configuration bits.

Application Block

The Application Block is where the user’s program
resides. The default settings of the Configuration bits
(BBEN = 1 and SAFEN = 1) assign all memory in the
PFM to the Application Block. To enable the write-protect
of the application block, the WRTAPP Configuration bit
must be cleared to ‘0’.

TABLE 1: PIC18 BOOT BLOCK SIZE BITS

Boot Block

The Boot Block is an area in the PFM which is ideal for
storing the bootloader code. The Boot Block code is
executable by the CPU. The Boot Block size is config-
ured through the BBSIZE<2:0> Configuration bits. The
maximum boot block size is half the size of the
available program memory. For example, all settings
of BBSIZE<2:0> = 000 through BBSIZE<2:0> =100,
provide a Boot Block size of 4 kW on an 8 kW device.
Table 1 and Table 2 show the Boot Block size bits set-
tings for different PIC18 and PIC16 device sizes. Refer
to the data sheet for the device size.

The Boot Block is enabled by setting BBEN to ‘1’.

Devices with MAP allow more flexibility in terms of Boot
Block memory allocation compared to devices without
MAP, wherein the Boot Block size is fixed or there is no
allocated Boot Block at all. With MAP, there will be less
wasted memory for small bootloader code and more
memory (up to half the PFM size) for large bootloader
code.

The Boot Block can also be write-protected to avoid
accidental self-writes to the bootloader. The WRTB
Configuration bit is cleared to ‘0’ to enable the write
protection of the Boot Block.

Device Size (Words)
BBEN s|ZEB<Bz:0> 8K 16K 32K 64K

BB Size | BBEnd | BB Size | BBEnd | BB Size | BBEnd | BB Size | BB End

(Words) | Address | (Words) | Address | (Words) | Address | (Words) | Address
0 111 512 00 03FFh 512 00 03FFh 512 00 03FFh 512 00 03FFh
0 110 1024 00 07FFh 1024 00 07FFh 1024 00 07FFh 1024 00 07FFh
0 101 2048 00 OFFFh 2048 00 OFFFh 2048 00 OFFFh 2048 00 OFFFh
0 100 4096 00 1FFFh 4096 00 1FFFh 4096 00 1FFFh 4096 00 1FFFh
0 011 4096 00 1FFFh 8192 00 3FFFh 8192 00 3FFFh 8192 00 3FFFh
0 010 4096 00 1FFFh 8192 00 3FFFh | 16384 |00 7FFFh | 16384 |00 7FFFh
0 001 4096 00 1FFFh 8192 00 3FFFh | 16384 | 00 7FFFh | 32768 |00 FFFFh
0 000 4096 00 1FFFh 8192 00 3FFFh | 16384 | 00 7FFFh | 32768 |00 FFFFh
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TABLE 2: PIC16 BOOT BLOCK SIZE BITS
Device Size (Words)
BBEN SIZEB<BZ:0> : o : 1oK : 2K

BB Size BB End BB Size BB End BB Size BB End

(Words) Address (Words) Address (Words) Address
0 111 512 01FFh 512 01FFh 512 01FFh
0 110 1024 03FFh 1024 03FFh 1024 03FFh
0 101 2048 07FFh 2048 07FFh 2048 07FFh
0 100 4096 OFFFh 4096 OFFFh 4096 OFFFh
0 011 4096 OFFFh 8192 1FFFh 8192 1FFFh
0 010 4096 OFFFh 8192 1FFFh 16384 3FFFh
0 001 4096 OFFFh 8192 1FFFh 16384 3FFFh
0 000 4096 OFFFh 8192 1FFFh 16384 3FFFh

Storage Area Flash

The Storage Area Flash (SAF) Block is used for data
storage. When enabled through the SAFEN Configura-
tion bit, the SAF spans 128 words at the end of the
PFM.

Table 3 shows the start and end addresses of SAF for
different PIC18 and PIC16 device sizes with SAFEN =
0. When SAF is disabled (SAFEN = 1), the given
address range becomes part of the Application Block.

TABLE 3: SAF RANGES WITH SAFEN =0
PIC18 PIC16
Device Size (Words) | SAF Size (Words)

Start Address End Address Start Address | End Address
8K 128 00 3F00h 00 3FFFh 3F80h 3FFFh
16K 128 00 7F00h 00 7FFFh 7F80h 7FFFh
32K 128 00 FFOOh 00 FFFFh FF80h FFFFh
64K 128 01 FFOOh 01 FFFFh — —

In C, a variable will be deliberately inserted into Flash if:

« ltis either file or static scope,

« Itis qualified as const; or
« ltis a string initializer

and

Example 1 shows the three possible scenarios.

EXAMPLE 1: PLACING VARIABLES IN PFM
const int flashl = 12; // file scope + const ==> in flash
void myFunction (void)
{
static const int flash2 = 34; // static scope + const ==> flash

char text[] =

...some code....

"This text is in flash";

// but text[]

itself is in RAM

© 2017 Microchip Technology Inc.
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The const qualified variables can be explicitly placed
into SAF through absolute addressing. In Example 2, a
struct saf t is composed of three integer members
and an array of integers with 125 elements. For PIC18,
an integer is equivalent to 16 bits or 1 word. This makes
the struct size equal to 256 bytes or 128 words
corresponding to the size of SAF. In this example, it is
assumed that the device size is 16KW. A saf t
variable saf is const qualified and placed at an abso-
lute address of 0x7F00. This places the constants,
0x12, 0x34 and 0x56, to PFM addresses 0x7F00,
0x7F02 and 0x7F04, respectively. The use of struc-

EXAMPLE 2:

tures is recommended because the layout of the data
will be unchanged across program revisions, and a sin-
gle header file can give the bootloader and the applica-
tion the same layout.

Note: Example 2 is only applicable to PIC18
devices. For PIC16 devices, wherein a
word is equivalent to 14 bits, the compiler
assigns only const_bytes . The const
integer becomes a 2-word object, where
only the low bytes are used.

PLACING DATA STRUCTURES IN SAF

struct saf t
{

int flashl;

int flash2;

int flash3;

int flashArray[125];
bi

volatile const struct saf t saf @ O0x7F00 =
{

0x12,

0x34,

0x56,
i

// pad to 128 words

The XC8 compiler always treats const variables as
read-only and any attempt to write to these will result in
an error during compilation. Placing a const variable
in SAF instead of inside the Application Block ensures
that it is stored as data and not as an instruction. This
is because the SAF Block is not available for program
execution.

If SAF is enabled, the SAF block becomes an invalid
execution area. Executing an instruction being fetched
from outside the valid execution area generates a
memory execution violation. When a memory execu-
tion violation is generated, the MEMV flag bit in the
PCONT1 register is cleared to signal a Reset.

The SAF Block can be write-protected by setting the
WRTSAF Configuration bit to ‘0’. All data stored in SAF
becomes read-only after enabling write protection.

Using the PFM as data storage has a drawback in
terms of access time. Accessing data located in the
program memory is much slower than accessing
objects in the data memory. For example, data in a
PIC18 program memory is read one byte at a time
using TBLRD instructions, thus requiring longer access
time.

DS90003163A-page 4
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BOOTLOADER IMPLEMENTATION

A bootloader is firmware that resides within the
memory to provide self-programming capability to the
microcontroller. One requirement of a bootloader is that
it should be protected from accidental overwrites.
Write-protect can be implemented either in hardware or
in software. Using hardware write-protect has the
advantage of a smaller code footprint compared to
software write-protect. Unlike devices with a fixed Boot
Block, devices with MAP allow the user to select a Boot
Block size where the bootloader can fit with the least
possible wasted memory.

Microchip provides several bootloader tools for PIC
MCUs, such as the MPLAB Code Configurator (MCC)
Bootloader Generator to easily configure and generate
a bootloader, and the Unified Bootloader Host Applica-
tion for loading the bootloadable application code into
the device.

Figure 2 shows how to program the bootloader and the
application code on the device. First, the bootloader code
is loaded to the device using an external programmer,
such as PICkit™ 2, PICkit™ 3, MPLAB® ICD 3 or
MPLAB® REAL ICE™. The application code and data to
be stored in the PFM are then programmed to the device
using a host application. The host application sends the

bootloader commands and data through a serial commu-
nications interface. These commands tell the bootloader
to erase, write or read certain addresses in the applica-
tion block. For PIC18 devices, access (read, write, erase)
to the PFM is controlled via the NVMCON registers.
These registers are used in conjunction with the TBLRD
and TBLWT instructions. On the other hand, PIC16
devices access the PFM through the NVMREG interface.
For details on program memory access, please refer to
the device data sheet.

The PFM of PIC16 devices consists of an
array of 14-bit words as user memory and
the Hex file is always word-oriented. The
PFM of PIC18 devices consists of an
array of 16-bit words and the Hex file is
always byte-oriented.

Note:

The next sections will show how to configure each
block for a PIC18 device using the Configuration Words
and how to reflect each block in MPLAB X IDE. Please
refer to the PFM partitions in Figure 2 for the following
examples.

In this example, all three partitions are enabled which
means that both the BBEN and SAFEN Configuration
bits are set to ‘0’.

FIGURE 2: BOOTLOADER IMPLEMENTATION
Programming Bootloader Code to Device 8-Bit PIC® MCU™ @
%E&J&)h_""""""_—:—-
Bootloader 1+ Boo_t Block
00 0777h | (Write-Protected)
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Generator |:> |:> - |:: 00 0800h Reset Vector

Bootloader Device 00 0808h High-Priority Interrupt Vector
Code Programmer 00 0818h

Programming Application Code and Data to Device
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Note 1: PIC18 CPU.
2: Memory areas are not shown to scale.
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Boot Block Configuration

For the Boot Block configuration shown in Figure 2,
BBEN = 0 to enable the Boot Block, BBSIZE<2:0> =
110 for 1024 words, the bootloader end address is at

When using MPLAB X IDE and XCS8, it is necessary to
set the ROM (program memory space) ranges to the
specified bootloader size to ensure that the bootloader
resides in the appropriate memory range after
programming. The user can follow the following steps:

07FFh and WRTB = 0 to write-protect the Boot Block.

Figure 2 shows that the actual bootloader only occu-
pies addresses, from 0000h to 0777h. Reading
addresses, 0778h to 07FFh, will always return OxFF.

1. In MPLAB X IDE, right click the main project,
select Projects and select the project
configuration needed inside the Categories box.

2. Click XC8 linker. Select Memory model on the
Option categories drop-down menu.

3. For this example, the ROM ranges are set to
0-7FF, corresponding to the bootloader start
address of 0000h and end address of 07FFh
(refer to Figure 3).

FIGURE 3: SETTING ROM RANGES IN MPLAB® X IDE
a Project Properties - 25K42_Bootloader_v2 | & |
Categories: ions o
0 General Options for xc8
- ----- @ File Indusion/Exdusion | Option categories: | Memory model -
Conf: With_Configs i i
& @ Conf: [No_Configs] Fize of Double 24 bit -
b @ Simulator Eize of Float 24 bit =
- @ Loading i - 1
o External memory Wordwrite -
- @ Libraries L 4
RAM ranges
| ROM ranges 0-7FF I

Manage Configurations...

Additional options:

Option Description | Generated Command Line

Specify ROM ranges

Examples:

Aofoude 2C0 F0C

The compiler initially knows about on-chip ROM only. If external ROM is available then this can be
specified via this option. Areas of on-chip ROM that must be reserved can also be listed.

0-7FF,1000-1FFF ignore on-chip ROM, use only specified ranges;
default,3000-3FFF use default on-chip ROM, plus an additional range;

| »

m

Aofouls DO bt 1E b £ o

OK H Cancel H Apply ] Unlock
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Application Block Configuration

As shown in Figure 4, the Application Block is not write-
protected and sits on addresses, 0800h to 7F00h. To
disable write-protect, set WRTAPP = 0. To reflect the
desired Application Block of 0800h to 7F00h in MPLAB

X IDE, the code offset must be configured. The code

offset option is used to specify a base address for the

application code and to reserve memory for the boot-
loader from address 0 to the one specified in the option.

This can be done by following the steps below:

1. In MPLAB X IDE, right click the main project,
select Properties and select the project
configuration needed inside the Categories box.

2. Click XC8 linker and select Additional options
on the Option categories drop-down menu.

3. Set the Code offset to 0x800 (refer to Figure 4).

FIGURE 4: SETTING CODE OFFSET IN MPLAB® X IDE

Categories:

----- @ General

----- @ File Indusion /Exdusion
- @ Conf: default

- @ Conf: [Offset_App]
@ Simulator

2 Loading

@ Libraries
i @ Buiding
B+ @ XC8 global options

Options for xcB

| Option categories: [Addih'onal options

- -
B3 Project Properties - 25K42_Demo_App s

Reset

Extra Linker Options

Serial

Codeoffset

Checksum

Errata

Trace type

Extend address 0 in HEX file

Use response file to link

Additional options: |

Option Description | Generated Command Line

address 0 to that specified in the option.

be used, but i5 not necessary.

This option is used to specify a base address for the program code image and to reserve memory from

The address is assumed to be a hexadecimal constant. A leading 0x, or a traiing h hexadecimal specifier can

Manage Configurations...

) [t ] [ terly ]

Unlock Help
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The code offset option differs from the ROM ranges
field previously discussed. Instead of placing the
application code inside the specified address range, it
will move the Reset and interrupt vectors by the
number of words specified in the offset, followed by the
application code (refer to Figure 5).

The application code starts at the remapped Reset
vector. The bootload will jump into this address when a
bootload request is not detected upon start-up. The
bootloader should also define the new high and low-
priority vectors, based on the code offset, to enable the
application code to use interrupts.

FIGURE 5: CODE OFFSET
Default With Code Offset of 0x800
00 0000h Reset Vector 00 0000h Reserved
h —
00 0008 High-Priority Interrupt Vector “BA:;}g;y df:rr
00 0018h e 00 0800h
00 001Ah Low-Priority Interrupt Vector 00 008 Reset Vector
High-Priority Interrupt Vector
Application Code 00 0818h —
00 081Ah Low-Priority Interrupt Vector

VVVVVVVVVVVVVVV

Note: Memory areas are not shown to scale.

Application Code

VVVVVVVVVVVV VYV

SAF Block Configuration

To enable the SAF Block with no write protection, set
SAFEN = 0 and WRTSAF = 1. This will allocate the last
128 words (256 bytes for PIC18) for data storage. The
allocated memory addresses can be accessed during
run time. For PIC18 devices, this is done through Table
Reads. Itis always important to take note that this block
is for storing and accessing data only; otherwise, a
memory access violation will occur.

One way of ensuring that executable code does not fill
any part of the SAF block is by using structures as
shown previously in Example 2. In this example, the
size of structure declared is equal to the SAF size; and
the structure is explicitly placed in SAF. This technique

allows the linker to allocate memory for the const
struct starting from the specified address, which is
also the SAF start address, up to the PFM end address,
leaving no space for any executable code in between
these addresses.

Configuration Bits Summary

Figure 6 shows a summary of the Configuration bits
settings used in the given example. To set the
Configuration bits in MPLAB X IDE, click the Window
drop-down menu, select PIC Memory views, then
Configuration bits. This gives the users an option to
generate a source code from the provided settings.

FIGURE 6: SETTING CONFIGURATION BITS IN MPLAB® X IDE
Hame Value Field Option Category Setting
CONFIGAL E&& EBSIZE BBSIZE_1024 Boot Block Size selection bits Boot Block size is 1024 words
EBBEN o Boot Block enable bit Boot block enabled
SLFEN oN Storage Area Flash enable bit SAF enabled
WRIAFP OFF Application Block write protection bit Application Block not write protected
CONFIG4H 0D WRIB OFF Configuration Register Write Protection bit Configuration registers (300000-30000Bh) not write-p:
WRIC oN Boot Block Write Protection bit Boot Block (000000-0007FFh) write-protected
WRID OFF Data EEPROM Write Protection bit Data EEPROM not write-protected
WRISAF OFF SAF Write protection bit SAF not Write Protected
LVE OFF Low Voltage Programming Enable bit HV on MCLR/VFF must be used for programming
COMFIGSL 01 CP OFF PFM and Data EEPROM Code Protection bit PFM and Data EEPROM code protection disabled

DS90003163A-page 8
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For detailed information about bootloaders, please
refer to AN851, “A FLASH Bootloader for PIC16 and
PIC18 Devices” (DS00851) and AN1310, “High-Speed
Serial Bootloader for PIC16 and PIC18 Devices”
(DS01310). Devices mentioned in these documents
may not implement the MAP. It is important to take note
that the only difference between devices with MAP and
devices without MAP, in bootloader implementation, is
that the devices with MAP have additional Configura-
tion bits for partition enable, write protection and Boot
Block size selection.

CONCLUSION

This Technical Brief covered all the basic details about the
Memory Access Partition on 8-bit PIC microcontrollers. A
sample bootloader implementation for PIC18 was
shown to demonstrate the purpose of each block and
how to configure them given certain memory sizes and
write-protect requirements. Project configurations in
MPLAB X IDE were also discussed to help readers
understand the necessary adjustments before
programming the bootloader and application code on
the device. When properly implemented, the MAP can
be very useful in developing a wide variety of
embedded applications, especially those requiring a
bootloader, write-protect and extra data storage.

REFERENCES
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NOTES:
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Note the following details of the code protection feature on Microchip devices:

. Microchip products meet the specification contained in their particular Microchip Data Sheet.

. Microchip believes that its family of products is one of the most secure families of its kind on the market today, when used in the

intended manner and under normal conditions.

. There are dishonest and possibly illegal methods used to breach the code protection feature. All of these methods, to our
knowledge, require using the Microchip products in a manner outside the operating specifications contained in Microchip’s Data
Sheets. Most likely, the person doing so is engaged in theft of intellectual property.

. Microchip is willing to work with the customer who is concerned about the integrity of their code.

. Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code protection does not

mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection features of our
products. Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act. If such acts
allow unauthorized access to your software or other copyrighted work, you may have a right to sue for relief under that Act.

Information contained in this publication regarding device
applications and the like is provided only for your convenience
and may be superseded by updates. It is your responsibility to
ensure that your application meets with your specifications.
MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR
IMPLIED, WRITTEN OR ORAL, STATUTORY OR
OTHERWISE, RELATED TO THE INFORMATION,
INCLUDING BUT NOT LIMITED TO ITS CONDITION,
QUALITY, PERFORMANCE, MERCHANTABILITY OR
FITNESS FOR PURPOSE. Microchip disclaims all liability
arising from this information and its use. Use of Microchip
devices in life support and/or safety applications is entirely at
the buyer’s risk, and the buyer agrees to defend, indemnify and
hold harmless Microchip from any and all damages, claims,
suits, or expenses resulting from such use. No licenses are
conveyed, implicity or otherwise, under any Microchip
intellectual property rights unless otherwise stated.
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