MICROCHIP AN3923

AES Cipher Modes Using MPLAB Harmony v3 for the SAM
E54

Introduction

The Advanced Encryption Standard (AES), also known as the Rijndael algorithm, is a symmetric block cipher
algorithm that can process data blocks of 128 bits, using a three key lengths of 128, 192, and 256 bits in compliance
to the NIST specification (FIPS PUB. 197). The symmetric-key algorithm requires the same key for both encryption
and decryption. AES can be used with various modes of operation, designed specifically to use with block cipher
algorithms as recommended in the NIST Special Publication 800-38A/B/C/D.

The SAM D5x/E5x family of devices support AES cryptography hardware. This document describes the AES
implementation of the following four confidentiality modes of operation in the MPLAB® Harmony v3 framework for
SAMES4:

» Electronic Code Book (ECB)

» Cipher Block Chaining (CBC)

* Counter (CTR)

» Galois Counter mode (GCM)
MPLAB Harmony v3 uses a Cryptographic library which is built on top of the third party wolfSSL library. The wolfCrypt

portion of the wolfSSL library provides an interface for the configuration and management of the AES block for the
device.
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1. Glossary

The following terminology is used throughout this document.

AES

Block Cipher

CBC

Cipher Text (CT)

CTR

ECB

GCM

Decryption

Encryption

FIPS

Forward Cipher Function
Initialization Vector (IV)

Inverse Cipher Function

Output Block

Input Block

Plain Text (PT)

S-box

Advanced Encryption Standard.

A cryptographic algorithm that works on a fixed size of data. AES transfers in blocks of 16 bytes.
Cipher Block Chaining.

Encrypted data.

Counter.

Electronic Codebook.

Galois Counter Mode.

The process of a confidentiality mode that transforms encrypted data into the original usable data.
The process of a confidentiality mode that transforms usable data into an unreadable form.
Federal information Processing Standard.

One of the two functions of the block cipher algorithm that is selected by the cryptographic key.

A data block that some modes of operation require as an additional initial input.

The function that reverses the transformation of the forward cipher function when the same cryptographic key is used.

A data block that is an output of either the forward cipher function or the inverse cipher function of the block cipher
algorithm.

A data block that is an input to either the forward cipher function or the inverse cipher function of the block cipher
algorithm.

Usable data that is formatted as input to a mode.

Non-linear substitution table used in several byte substitution transformations and in the Key Expansion Routine to
perform a one-for-one substitution of a byte value.
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AES Overview

The Advanced Encryption Standard Algorithm (AES) implements the FIPS approved (FIPS Pub.197) cryptographic
algorithm that can be used to protect electronic data. AES is a symmetric key algorithm that operates on a 128-bit
block of input data for a specified number of times. The symmetric key means that same key is used for both
encryption and decryption. The encryption process converts the data to an unintelligible form called ciphertext. The
decryption process converts the data back to plaintext from the ciphertext. The length of the ciphertext is the same as
that of the plaintext. The key size used for an AES encryption and decryption can be 128, 192, or 256 bits for a fixed
input block size of 128 bits. The size of the key determines the number of rounds to be performed, and the duration
the E54 hardware takes to conduct a block operation. The larger the key, the longer the hardware takes to conduct a
block operation.

AES Encryption

The AES-128 encryption process involves 10 rounds of encryption along with an initial round for the 128-bit data
encryption. To begin with, the 128-bit key is expanded into a set of eleven 128-bit round keys using the Key
expansion routine. Each of these keys are used for the rounds, finally resulting in the cipher text output. The overall
process involved in AES encryption is illustrated in the following figure.

Figure 2-1. AES Encryption
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The steps involved in an AES Encryption algorithm are as follows:

1. Key Expansion — The AES key expansion routine gets the symmetric cipher key from the user, and generates
a set of Round keys known as the Key Schedule. Each of these keys are used by each round, finally resulting
in the ciphertext output.

2. Initial Round — The initial round in the AES Encryption comprises of the Add Round key step in which the
plaintext is XOR-ed with the Cipher Key. In the process, each byte of the state is combined with the round key
using bit-wise XOR.

3.  Rounds — The next rounds go through a different byte-oriented transformation. A typical round consists of
these following sub-processes:

— Sub Byte - Byte substitution using S-box.
— Shift Rows — Shifting rows of the state array by different offsets.

© 2021 Microchip Technology Inc. Application Note DS00003923A-page 4



AN3923
AES Overview

— Mix Columns — Mixing the data within each column.
— AddRoundKey — Adding Round key to the state.
4. Final Round — The final round (nth round) involves the same subprocess; however, it does not use the
MixColumn process.

2.2 AES Decryption

The process of decryption of an AES ciphertext is the encryption process performed in the reverse order.
The AES-128 decryption process involves a similar number of rounds as the AES-128 encryption process with
corresponding inverse transformations.

Figure 2-2. AES Decryption
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The steps involved in an AES decryption algorithm are explained as follows:

1. Initial Round — The initial round in the AES decryption comprises of the Add Round key step, which is the
same as in the AES encryption process.

2.  Rounds — The subsequent rounds go through an inverse transformation. The inverse transformations for the
subsequent rounds are as follows:

Inverse ShiftRows — Inverse of ShiftRows transformation.
Inverse SubBytes — Inverse of the SubBytesTransformation using the inverse S-Box.

AddRoundKey — Same as in the encryption step as this involves only XOR operation between an input
and output blocks.

Inverse MixColumn — Inverse of MixColumnstransformation.

3. Final Round - In the final round, the above steps are required, excluding the MixColumns step.

Note: The steps involved in AES encryption and decryption are handled by the hardware AES engine in the
SAMEDS54 device. The user does not need to use software for this process. For additional information on the AES
standard, refer to the AES standard document FIPS PUB. 197.
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AES Cipher Modes in MPLAB Harmony v3

Cryptographic Library

The crypto library of MPLAB Harmony v3 provides a cryptographic library with a convenient C- language interface.
The crypto library offers many functions to perform encryption, decryption, hashing, authentication, and compression
within the embedded application. AES, a symmetric block cipher, deploys the encryption and decryption APlIs of the
crypto library for various cipher modes, such as ECB, CBC, CTR, and GCM.

The crypto library lies on top of the wolfCrypt library of wolfSSL. The wolfCrypt cryptography engine is a lightweight
crypto library written in ANSI ‘C’ and targeted for embedded, RTOS, and resource-constrained environments;
primarily because of its small size, speed, and feature set. Microchip has an agreement with WolfSSL for royalty-free
use of WolfSSL. The wolfSSL libraries can be used with no additional licensing charge when using Microchip
products. More details regarding the license can be found here.

The Crypto repository contains the crypto module for the MPLAB Harmony v3 framework. The crypto module
contains the MPLAB Harmony v3 APIs for cryptography, the SAM E54 driver for hardware cryptographic acceleration
(other devices are also supported), and the deltas/patch for the wolfCrypt or wolfSSL library to use the hardware
accelerators. The following files are associated with the AES crypto operations.

configuration.h Configuration of cryptographic Library

Table 3-1. Cryptographic Library Files

crypto.h Interface to the Crypto Library

crypto.c Definitions of all Crypto library functions

Table 3-2. wolfCrypt Library Files

aes.h Interface to Wolfcrypt Library functions

crypt _aes u2238.h Crypto Framework Library interface file for hardware AES

crypt_aes_u2238.c Crypto Framework Library source for cryptographic functions
Notes:

1.  The SAM Eb54 carries a hardware AES crypto engine. The wolfCrypt library supports hardware cryptography
and acceleration. The crypt aes u2238.h/c file includes both interface and source functions for AES
hardware acceleration.

2. The APIs of Crypto and wolfSSL or wolfCrypt libraries for AES can be found at Crypto Library Help and
wolfCrypt Library Help.

AES Modes of Operation

NIST recommends different confidentiality modes of operation to use with an underlying symmetric key block cipher
algorithm. The mode of operation is an algorithm that describes how to repeatedly apply a cipher’s single-block
operation to encrypt data larger than a block. The following modes are covered in this document.

» Electronic Code Book mode (ECB)

» Cipher Block Chaining mode (CBC)

» Counter mode (CTR)

* Galois Counter mode (GCM)

Electronic Code Book (ECB)

This is the simplest of all modes. In this mode, the input is divided into separate blocks of 128 bits. Each block
is encrypted or decrypted independently. In ECB encryption, the cipher function is directly applied to each input
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block resulting in a ciphertext. In ECB decryption, the inverse cipher function is applied to each block to retrieve the
plaintext. It is not recommended to use ECB mode, as ECB mode will always encrypt the same plain text to the same
ciphertext with the same key, providing an easier attack vector.

Table 3-3. Harmony APIs for ECB

CRYPT AES ECB Encrypt
Cryptographic Library APIs
CRYPT_ AES_ECB_Decrypt

wc_AesEcbEncrypt

wolfcrypt Library APIs
wc_AesEcbDecrypt

Note: The CRYPT AES ECB encryptand CRYPT AES ECB decrypt functions are not automatically generated in the
crypto.h/c files for this project. Refer to Things to Consider for additional information.

Cipher Block Chaining Mode (CBC)

In CBC mode, each block of plaintext is XOR-ed with the previous ciphertext block before being encrypted. This way,
each ciphertext block depends on all plaintext blocks processed up to that point. To make each message unique,

an initialization vector (IV) must be used in the first block. The IV is not secret, but must be unpredictable. For
decryption, the inverse cipher is applied over the input ciphertext and the resulting output block is XOR-ed with IV

to get the first block of plaintext. The CBC mode and the various methods of generation of the initialization vector is
explained in FIPS Pub 800-38A.

Table 3-4. Harmony APIs for CBC

CRYPT_AES_CBC_Encrypt
Cryptographic Library APIs
CRYPT_AES_CBC_Decrypt

wc_AesCbcEncrypt
wolfcrypt Library APIs
wc_AesCbcDecrypt

Counter Mode (CTR)

The Counter (CTR) mode is a confidentiality mode that features the application of the forward cipher to a set of input
blocks, called counters, to produce a sequence of output blocks that are exclusive-ORed with the plaintext to produce
the ciphertext, and vice versa. Counter mode turns a block cipher into a stream cipher. Each block in the sequence

is different from every other block in the sequence of counters. All the counters must be unique. In CTR mode, an
initial counter is chosen by the user, which is incremented on all subsequent intermediate results till the counter
overflows. In both CTR encryption and CTR decryption, the forward cipher functions can be performed in parallel.
Various methods of counter generation are explained in Appendix B of FIPS Pub 800-38A.

Table 3-5. Harmony APIs for CTR

Cryptographic Library APIs CRYPT_AES_CTR_Encrypt

wolfcrypt Library APIs wc_AesCtrEncrypt

Galois Counter Mode (GCM)

GCM is comprised of the AES engine in CTR mode along with a universal hash function (GHASH engine) that

is defined over a binary Galois field to produce a message authentication tag. The operation is an authenticated
encryption algorithm designed to provide both data authenticity (integrity) and confidentiality. The GHASH engine
processes data packets after the AES operation. GCM provides assurance of the confidentiality of data through the
AES Counter mode of operation for encryption. Authenticity of the confidential data is assured through the GHASH
engine.

AES-GCM is a stream like cipher mode that generates two outputs: a ciphertext and a message authentication code
(also known an authentication tag). The encryption and decryption use forward cipher function in CTR mode. An
additional Authentication data (AAD) is used to send non-confidential data like protocol version, recipient information,
and so on. AAD is authenticated but not encrypted. Therefore, the AAD is not included in the AES-GCM output. It
can be used to authenticate plaintext packet headers. It is recommended to have an Initialization vector of 12 bytes
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for GCM as using other greater lengths will need more time for processing and will in turn slow down the operation.
The security of GCM is strongly dependent on the authentication tag size. The larger the tag, the more security. It is

preferable to use the maximum possible tag length of 16 bytes for good security. For additional information on GCM
mode, refer to NIST SP 800-38D.

Table 3-6. Harmony APIs for GCM

int aesgcm default test (void);
Application APls static int aesgcm default test helper(const uint8 t*, int, const uint8 t*, int, const
uint8 t*, int, const uint8 t*, int ,const uint8 t*, int, const uint8 t*, int);
CRYPT_AES_GCM_SetKey
Cryptographic Library APIs | CRYPT_AES_GCM_Encrypt

CRYPT_AES_GCM_Decrypt

wc_AesGemSetKey
wolfcrypt Library APIs wc_AesGemEncrypt

wc_AesGemDecrypt

Other supporting APIs used in ECB, CBC, and CTR modes.

Table 3-7. APIs for Key and IV

Application APIs void aes test (void)
CRYPT_AES_KeySet

Cryptographic Library APIs
CRYPT_AES_IvSet
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AES Encryption and Decryption Example: Application Implementation

Prerequisites
The following hardware and software prerequisites to be considered:

Hardware

* One SAM E54 Xplained Pro Evaluation Kit
*  One Micro USB Cable

Software

* MPLAB X IDE v5.30 and higher (Download MPLABX latest version)
* MPLAB XC32/32++ Compiler v2.30 and higher (Download latest XC32 compiler)
* MPLAB Harmony v3 Configurator (v3.6.2) (Install MHC)
* MPLAB Harmony v3 package:
— MPLAB Harmony v3 bsp repository, v3.7.0 (Github bsp)
— MPLAB Harmony v3 csp repository, v3.7.0 (Github csp)
— MPLAB Harmony v3 core repository, v3.7.0 (Github core)
— MPLAB Harmony v3 dev-packs repository, v3.8.0 (Github dev-packs)
— MPLAB Harmony v3 Crypto repository, v3.6.0 (Github Crypto Repo)
— MPLAB Harmony v3 wolfSSL repository, v4.5.0 (Github wolfSSL)
» Terminal Application (Tera Term)

Application Synopsis

The application example uses AES as the underlying symmetric block cipher function of various block cipher
operation modes, such as ECB, CBC, CTR, and GCM. AES supports three key-lengths of 128, 192, and 256 bits.
This application uses the 128-bit key for all modes. The encrypted plaintext (PT) is verified against the ciphertext
(CT), and the decrypted ciphertext (CT) is verified against the plaintext (PT) in all these modes. The tests are passed
when the checks return success.

GCM mode needs both authenticity and confidentiality validation. Therefore, the authentication tag generated after
encryption is verified before decrypting the confidential data and non-confidential additional authentication data
(AAD).

The MPLAB Harmony v3 Time system service is enabled to compute the number of system clock cycles it takes for
key setting, encryption, and decryption processes of each of the cipher modes.
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Figure 4-1. Application Flow Chart
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4.3 Running the Demo Application
The demo application for SAM E54 can be found at /crypto_apps_encrypt_decrypt/apps/encrypt_decrypt/firmware/
sam_eb54 xplained_pro.X of the H3 crypto repository.
Follow these steps to program the demo application:

1. Connect the micro-USB cable to the DEBUG USB connector of the SAM E54 Xplained Pro board, and then
power-up the board.
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Figure 4-2. SAM E54 Xpro Debug USB Connection
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2. Open the Terminal Application (Tera Term) and set the baud rate to 115200.
Figure 4-3. Baud Rate Setting in TeraTerm
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3. Open the project in MPLAB X IDE.
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4. Select File > Open Project, and then from the H3 Crypto repository choose the following location:
(\crypto_apps_encrypt decrypt\apps\encrypt decrypt\firmware\sam e54 xplained pro.

X).

5. To build and program the project to the target board, click the icon (Make and Program device icon).
The COMS - Tera Term window will display the cryptographic ciphers and compression tests results, as shown
below.

Figure 4-4. Output Window
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Notes:

1. The output window will show the results of all cryptographic ciphers and compression tests. AES CBC, AES
GCM, and AES CTR depicts the results of CBC, GCM, and CTR modes of the block cipher operations.

2. Refer to the section Things to Consider for including ECB mode into the demo.

Creating the Application

The application is created in MPLAB Harmony v3 Configurator (MHC) as the GUI drastically simplifies the peripheral
and core configuration of 32-bit devices. It is an user-friendly tool, and enables users to configure specific peripheral
drivers which makes application development easy. For additional information on the MHC, refer to the GitHub wiki

page.
Users can create the AES application by following the steps mentioned in the following section. The MPLAB
Harmony v3 AES demo application, discussed in the previous sections, is used as a reference here.

MPLAB Harmony v3 Configuration

Before following the steps below, ensure that the latest version of the MPLABX IDE and MPLAB Harmony v3 plugins
are installed.

1. To create a MPLAB Harmony v3 project for SAME54P20A using MPLAB X IDE, refer to the link Create
Harmony v3 project.

2. By default, the Device Family Pack (DFP), System, CMSIS Pack, and SAM E54 Xpro BSP are present when
the configurator is launched.
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Figure 4-5. MHC Default Modules
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3. Cryptographic and wolfCrypt libraries, USART peripheral driver, and Time System service are to be added
into the project graph for this demo application. To add relevant libraries and peripherals click the Available

Components tab on the bottom left of the MPLAB X IDE
Figure 4-6. Available Components
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Figure 4-7. Harmony v3 and wolfCrypt Libraries
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5. The USART Harmony driver has dependency over SERCOM2 instance.
Harmony > Drivers > USART
Peripherals > SERCOM > SERCOM?2
6. TCO instance is used by Time system service.
Harmony > System services > Time
Peripherals > Timer > TCO

7. The harmony configuration file (. xm1) with these components configured can be found in the following path of
the H3 Crypto repository:
\crypto_apps_encrypt decrypt\apps\encrypt decrypt\firmware\src\config\sam e54 xpl
ained pro.
Load this file from the MPLAB Harmony v3 Configurator by navigating through MHC > File > Load State.

8. The following figure illustrates the demo application project graph:

Figure 4-8. Application Project Graph
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& |78 sam_e54_solained_pro ~
- 9g Project Type: Application - Config

Q| o
= G ATSAMESP20A S
= & Checksum: Blank, no code loal wolfCrypt Library
= CRC32: Hex file unavailable 2Lib Library o SYS_TIME Cryptographic (Crypto) Library
(7] & Packs 5

& avsis (s40) LIB_ZLIB o Core Service LIB_CRYPTO ©

8 SAMES4_DFP (3.2.56) LB ZLIB = LIB_WOLFCRYPT

T Compiler Toolchain LIB WOLFCRYPT | (0

B XC32 (1241
%’ Production Image: Optimizatii
" Device supportinformation: £
- Memory
- Usage Symbols disabled, Click
‘3 Data 270,336 (0x42000) bytes ¥
>

<

P Q SearchResults O Breskpoints [[] Sources [ Output S Call Graph (3) Notifications Console  News

@

9. Because this document focuses primarily on the Cryptographic features, users can refer to the figure below
while configuring the wolfCrypt Library for AES.
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Notes:

1. The demo application (encrypt decrypt) has many crypto features, such as Hashing, Asymmetric
ciphers, Random Number generation, and compression enabled. The scope of this document is
limited to AES, hence other features are not described in this document.

2.

The zLib library contains APIs that support data encoding, decoding, and compression used by other

algorithms of the example. However, the zLib Library is not required for the AES operations, hence it

is not within the scope of this document.

Figure 4-9. wolfCrypt Library Configuration Options
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10.
(Generate Code button).

Figure 4-10. Generate Code
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Appendix A: Example Vectors for AES Cipher Modes

The following are some of the test vector examples used for the various modes discussed in this document. Users
can refer to the NIST Publication to find more sample vectors. Users can download the NIST test vectors from NIST

Block Vectors and NIST GCM Vectors.

ECB AES 128
Key 2b7e151628aed2a6abf7158809cf4f3c

Block #1

Plaintext 6bc1bee22e409f96e93d7e117393172a
Ciphertext 3ad77bb40d7a3660a89ecaf32466ef97
Block #2

Plaintext ae2d8a571e03ac9c9eb76fac45af8e51
Ciphertext f5d3d58503b9699de785895a96fdbaaf
Block #3

Plaintext 30c81c46a35ce411e5fbc1191a0a52ef
Ciphertext 43b1cd7f598ece23881b00e3ed030688
Block #4

Plaintext f69f2445df4f9b17ad2b417be66c3710
Ciphertext 7b0c785e27e8ad3f8223207104725dd4

CBC AES 128
Block #1

Key 2b7e151628aed2ababf7158809cf4f3c

IV 000102030405060708090a0b0c0d0e0f
Plaintext 6bc1bee22e409f96e93d7e117393172a
Ciphertext 7649abac8119b246cee98e9b12e9197d
Block #2

Key 00000000000000000000000000000000

IV 00000000000000000000000000000000
Plaintext f34481ec3cc627bacd5dc3fb08f273e6
Ciphertext 0336763e966d92595a567cc9ce537f5e

CTR 128 AES
Key 2b7e151628aed2a6abf7158809cf4f3c

Init. Counter fOf1f2f3f4f5f6f7f8f9fafbfcfdfeff

Block #1

Plaintext 6bc1bee22e409f96e93d7e117393172a
Ciphertext 874d6191b620e3261bef6864990db6ce
Block #2
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Plaintext ae2d8a571e03ac9c9eb76fac45af8e51
Ciphertext 9806f66b7970fdff8617187bb9fffdff
Block #3

Plaintext 30c81c46a35ce411e5fbc1191a0ab2ef
Ciphertext 5ae4df3edbd5d35e5b4f09020db03eab
Block #4

Plaintext f69f2445df4f9b17ad2b417be66c3710
Ciphertext 1€031dda2fbe03d1792170a0f3009cee

GCM 128
Block #1

Key 298efa1ccf29cf62ae6824bfc19557fc
IV 6f58a93fe1d207faeded2f6d

PT cc38bccd6bc536ad919b1395f5d63801f99f8068d65ca5ac63872daf16b93901

AAD 021fafd238463973ffe80256e5b1c6b1

CT dfce4e9cd291103d7fe4e63351d9e79d3dfd391e3267104658212da96521b7db

Tag 542465ef599316f73a7a560509a2d9f2

Block #2

[AAD = 0]

Key 016dbb38daa76dfe7da384ebf1240364
IV 0793ef3ada782f78c98affe3

PT 4b34a9ec5763524b191d5616c547f6b7
CT 609aa3f4541bc0fe9931daad2ee15d0c

Tag 33afec59c45baf689a5e1b13ae423619
Block #3

[Plaintext, AAD length = 0]

Key b01e45cc3088aaba9fa43d81d481823f
IV 5a2c4a66468713456a4bd5e1

Tag 014280f944f53c681164b2ff

Appendix B: Things to Consider

The following checks must be made before working on the AES application when using the Crypto library version

3.6.0 and wolfCrypt Library 4.5.0

» Ensure that the APBC bridge masking for AES is configured in the CLOCK Initialize () function found
in (encrypt_decrypt\firmware\src\config\default\peripheral\clock\plib_clock.c). If not, add the following line at the

end of it:

/* Configure the APBC Bridge Clocks */

MCLK REGS->MCLK APBCMASK = 0x2e00;

Without unmasking the APB clock for AES, it is not possible to write into the AES registers to make sure the

clock is available.

* The ECB functionality is not implemented in the H3 example. To include the ECB test, the following additional

modifications must be made to the project:
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1. Ensure that ECB Hardware acceleration is enabled. Once it is done, generate the code.
2. Declare the following variables in the APP_DATA structure in the app . h file.
* \crypto_apps_encrypt_decrypt\apps\encrypt_decrypt\firmware\src\app.h

int aes ecb test result;
uint32 t aes ecb timing;

3. ECB APIs CRYPT AES ECB Encrypt and CRYPT AES ECB Decrypt are neither declared nor
defined in the generated crypto.h/c files with Crypto library version 3.6.0. This must be included by the
user into the corresponding files. No changes are required to be made in the wolfCrypt Library files.

Add the following code into the crypto. c file:

../src/config/sam e54 xpalined pro/crypto/src/crypto.c

#ifdef HAVE AES ECB
int CRYPT AES ECB Encrypt (CRYPT AES CTX* aes, unsigned char* out,
const unsigned char* in, unsigned int inSz)
{
if (aes == NULL || out == NULL || in == NULL)
return BAD FUNC ARG;

return wc_AesEcbEncrypt ((Aes*)aes, out, in, inSz);

/* AES ECB Decrypt */
int CRYPT AES ECB Decrypt (CRYPT AES CTX* aes, unsigned char* out,
const unsigned char* in, unsigned int inSz)
{
if (aes == NULL || out == NULL || in == NULL)
return BAD FUNC ARG;

return wc_AesEcbDecrypt ((Aes*)aes, out, in, inSz);

}
#endif /* HAVE AES ECB */

4.  Add the following code that has been marked in bold into the aes_test (void) function in the app.c
file:

void aes test (void)

{
CRYPT AES CTX enc;
CRYPT AES CTX dec;

int AES_KEYSIZE = 0;
#ifdef HAVE_AES ECB

/* Input Message of 128 bit length*/
const uint8_t msgecb[] = {
0x6b, Oxcl, Oxbe, Oxe2, 0x2e, 0x40, 0x9f, 0x96,
Oxe9, 0x3d, O0x7e, 0x11l, 0x73, 0x93, 0x17, O0x2a
}i
/*Ciphertext of 128 bit length*/
const uint8_ t verifyecb[] =

0x3a, 0xd7, 0x7b, 0xb4, 0x0d, 0x7a, 0x36, 0x60,
O0xa8, 0x9%e, Oxca, 0xf3, 0x24, 0x66, Oxef, 0x97
};
/* AES - ECB 128 bit key*/
uint8_ t keyecb[] = {0x2b, Ox7e, 0x1l5, 0x16, 0x28, Oxae, 0xd2, Oxa6,
Oxab, O0xf7,0x15, 0x88, 0x09, Oxcf, O0x4f, 0x3c};
/* I.V is not required in ECB mode*/
uint8 t ivecb[] = {0}; /* align */
/* arrays to store encryption and decryption results respectively*/
uint8_t cipherecb[AES BLOCK SIZE * 4] = {0};
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uint8_t plainecb [AES BLOCK SIZE * 4] = {0};
/* Test Pass count*/
int numEcbSubTests = 2;
uint32_t hashEcbStart;
uint32_t hashEcbStop;
AES KEYSIZE = sizeof (keyecb) ;
hashEcbStart = APP_getTicks() ;
/* The above const allocates in RAM, but does not flush out of cache.
Copy
it back out so it is in physical memory. */
#if defined (HW_CRYPTO)
SYS DEVCON DataCacheFlush() ;
#endif
CRYPT AES KeySet (&enc, keyecb, AES KEYSIZE, ivecb, AES_ ENCRYPTION) ;
CRYPT_AES KeySet(&dec, keyecb, AES KEYSIZE, ivecb, AES DECRYPTION) ;
CRYPT AES ECB_Encrypt(&enc, cipherecb, msgecb, AES BLOCK_SIZE) ;
CRYPT AES ECB Decrypt(&dec, plainecb, verifyecb, AES BLOCK SIZE) ;

appData.aes_ecb_ test_result = numEcbSubTests;

if (! (memcmp (plainecb, msgecb, AES BLOCK SIZE)))
appData.aes_ecb_ test_ result--;
if (! (memcmp (cipherecb, verifyecb, AES BLOCK_SIZE)))
appData.aes_ecb_ test_ result--;
hashEcbStop = APP_getTicks() ;
appData.aes_ecb_ timing = hashEcbStop - hashEcbStart;
#endif /* HAVE AES ECB */

5. To print the ECB test results, include the following code in the app. c file:

#ifdef HAVE AES ECB

sprintf (printBuffer, "%s\n\rAES ECB test:

$s",printBuffer,

(appData.aes ecb test result==expectedResult?"Pass":"FAIL"));
sprintf (printBuffer, "%s\t

%10d clock cycles", printBuffer, (int) appData.aes_ecb timing);
#endif

6. After making these changes to the project, in the Project Properties window, under Categories section,
select xc32-gcc.

7. In the Preprocessing and messages category, clear Make warnings into error checkbox..
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Figure 5-1. Project Properties Window
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8. Follow the steps given in the section Running the Example Application. The output window will display
the details for the ECB test, as shown in the following figure.

Figure 5-2. Output Window with ECB Results
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The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

* Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative

* Local Sales Office

» Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

» Microchip products meet the specifications contained in their particular Microchip Data Sheet.

» Microchip believes that its family of products is secure when used in the intended manner and under normal
conditions.

* There are dishonest and possibly illegal methods being used in attempts to breach the code protection features
of the Microchip devices. We believe that these methods require using the Microchip products in a manner
outside the operating specifications contained in Microchip’s Data Sheets. Attempts to breach these code
protection features, most likely, cannot be accomplished without violating Microchip’s intellectual property rights.

» Microchip is willing to work with any customer who is concerned about the integrity of its code.

» Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code
protection does not mean that we are guaranteeing the product is “unbreakable.” Code protection is constantly
evolving. We at Microchip are committed to continuously improving the code protection features of our products.
Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act.
If such acts allow unauthorized access to your software or other copyrighted work, you may have a right to sue
for relief under that Act.
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and the buyer agrees to defend, indemnify and hold harmless Microchip from any and all damages, claims, suits, or
expenses resulting from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.
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