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Introduction  (Ask a Question)

The MSS Embedded Nonvolatile Memory (eNVM) configurator allows you to create memory regions (clients)
that must be programmed in SmartFusion® 2 device eNVM blocks.

This document describes how to configure eNVM blocks. For more details about eNVM, see the SmartFusion 2
SoC product page.

 SmartFusion 2 MSS Embedded Nonvolatile Memory
(eNVM) Configuration

 Libero® SoC v2024.1

https://microchipsupport.force.com/s/newcase?pub_guid=GUID-CEE76C2B-2F43-4A4D-94AF-DB5050F26903&pub_lang=en-US&pub_ver=2&pub_type=User%20Guide&bu=fpga&tpc_guid=GUID-0D010B38-17F0-4C26-AE1C-CB6E3E1CBBC7&cover_title=SmartFusion%202%20MSS%20Embedded%20Nonvolatile%20Memory%20%28eNVM%29%20Configuration&tech_support_link=NA&revision_letter=B&source=PDF&title=Introduction
http://www.microsemi.com/products/fpga-soc/soc-fpga/sf2docs#documents
http://www.microsemi.com/products/fpga-soc/soc-fpga/sf2docs#documents
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1. Important Information About eNVM Reserved Pages  (Ask a Question)

A few eNVM pages are reserved to store the certificate, digest, and security information. These
pages are located at the top of the eNVM address space. The total number of reserved pages in the
eNVM is device-dependent, as listed in the following table.

Table 1-1. Device Type and eNVM Reserved Pages
SmartFusion 2 Device Reserved Pages for Certificate/Digest

M2S005, M2S010, M2S025, M2S050 16

M2S060, M2S090, M2S150 64

Important: Your application must not write into these reserved pages because it
might cause a runtime failure for your design.

The number of Available Pages displayed in the eNVM Configurator is the total number of pages
available after the Reserved Pages have been considered. For example, the M2S050 device data
sheet shows a total of 2048 pages in the eNVM, but the eNVM Configurator shows 2032 Available
Pages, because 16 pages have been reserved by MSS.

https://microchipsupport.force.com/s/newcase?pub_guid=GUID-CEE76C2B-2F43-4A4D-94AF-DB5050F26903&pub_lang=en-US&pub_ver=2&pub_type=User%20Guide&bu=fpga&tpc_guid=GUID-F62BCE02-38A6-4E8F-AA25-14A5B02936AA&cover_title=SmartFusion%202%20MSS%20Embedded%20Nonvolatile%20Memory%20%28eNVM%29%20Configuration&tech_support_link=NA&revision_letter=B&source=PDF&title=Important%20Information%20About%20eNVM%20Reserved%20Pages
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2. Creating Clients  (Ask a Question)

The main page of the eNVM Configurator allows you to add clients to your eNVM block. The main
grid displays the characteristics of any configured clients, along with usage statistics.

The Optimize option allows you to resolve the conflicts on overlapping base addresses for clients.
This operation does not modify the base addresses for any clients that have Lock Start Address
selected.

Figure 2-1. eNVM Configurator

Table 2-1. Elements on the eNVM Configurator Main Page
Element Description

Available Client Types

Data Storage Defines a generic memory region in the eNVM block. This region can be used to
hold your application code or any other data content that your application may
need.

User Clients in eNVM

Client Type Type of the client that is added to the system.

Client Name Name of the client. Must be unique across the system.

Depth/Width Depth/Width includes number of words/bits based on the memory file used for
initializing the eNVM client.

Start Address(Hex) Hexadecimal address where the client is located in eNVM. The start address must
be on a page boundary. Overlapping addresses between different clients are not
allowed.

Word Size Client word size, in bits.

Page Start Page on which the start address begins.

Page End Page on which the client memory region ends. Page end is computed
automatically based on the start address, word size, and number of words for
a client.

Initialization Order This field is not used by the SmartFusion eNVM Configurator.

Lock Start Address Select this option if you do not want the eNVM Configurator to change your start
address.

Usage Statistics

Available Pages Total number of pages available to create clients. The number of available pages
may vary based on the selected die. This number is the total number of pages
available to you after the reserved pages have been considered.

Used Pages Total number of pages used by the configured clients.

Free Pages Total number of pages still available for configuring data storage and initializing
clients.

https://microchipsupport.force.com/s/newcase?pub_guid=GUID-CEE76C2B-2F43-4A4D-94AF-DB5050F26903&pub_lang=en-US&pub_ver=2&pub_type=User%20Guide&bu=fpga&tpc_guid=GUID-31F5E998-8016-4402-837F-869BEE3F8176&cover_title=SmartFusion%202%20MSS%20Embedded%20Nonvolatile%20Memory%20%28eNVM%29%20Configuration&tech_support_link=NA&revision_letter=B&source=PDF&title=Creating%20Clients
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3. Configuring a Data Storage Client  (Ask a Question)

The following image depicts the user interface of the Add a Data Storage Client dialog box.

Figure 3-1. Add Data Storage Client Dialog Box

In the dialog box, you must specify the options listed in the following table.

Table 3-1. eNVM Content Description
Field Description

Content Specify the memory content you want to program into eNVM. The following
options are available:
• Memory File: Select a file on a disk that matches one of the following memory

file formats: Intel HEX, Motorola-S, Microsemi-S, or Microsemi-Binary.

• No content: Client is a placeholder. You can load a memory file using
FlashPro/FlashPoint at programming time without having to return to this
configurator.

Use Absolute Addressing Allows the memory content file to determine where the client is placed in the
eNVM block. The addressing in the memory content file for the client becomes
absolute to the whole eNVM block. When you select this option, the software
extracts the smallest address from the memory content file and uses that address
as the start address for the client.

Start Address The eNVM address where the content is programmed.

Size of Word Word size, in bits, of the initialized client. The following choices are available:
• 8

• 16

• 32

Number of Words Number of words of the client.

Use as ROM If selected, the data storage client content is protected and its content cannot be
overwritten.

https://microchipsupport.force.com/s/newcase?pub_guid=GUID-CEE76C2B-2F43-4A4D-94AF-DB5050F26903&pub_lang=en-US&pub_ver=2&pub_type=User%20Guide&bu=fpga&tpc_guid=GUID-CFA30109-691B-4914-B98A-E09EAC0B043E&cover_title=SmartFusion%202%20MSS%20Embedded%20Nonvolatile%20Memory%20%28eNVM%29%20Configuration&tech_support_link=NA&revision_letter=B&source=PDF&title=Configuring%20a%20Data%20Storage%20Client
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4. Memory File Formats  (Ask a Question)

The following memory file formats are supported as input files into the eNVM Configurator:

• Intel HEX
• Motorola-S
• Microsemi-BINARY
• Microsemi-HEX

The following sections provide information about these memory file formats.

4.1 Intel HEX Memory File Format  (Ask a Question)

Important: 
The eNVM data storage client in the Libero® SoC's eNVM Memory Content
client tool supports the import of only normalized HEX files to base address
0x00000000. The data memory client does not support HEX files with an
extended linear record since the tool is used to organize multiple HEX files within
SmartFusion 2/IGLOO® 2 eNVM.

The normalized HEX file can be generated with any Firmware Development IDE
or by using an equivalent GNU toolchain command: --change-section-lma
*-0x60000000, used in Microchip SoftConsole IDE.

If the source of the HEX file is from IAR/Keil IDE, you must use a similar command
to generate the normalized HEX file. There are other alternatives which use
software development tools, but these alternatives are outside the scope of
Libero SoC tool suite.

For information about SoftConsole IDE, see the SoftConsole Release Notes.

Intel HEX is an industry-standard file format created by Intel. File extensions are hex and ihx (for
example, file2.hex and file3.ihx).

Memory contents are stored in ASCII files using hexadecimal characters. Each file contains a series
of records (lines of text) delimited by new line, '\n', characters. Each record starts with a ':' character.
For more information, refer to the Intel HEX Record Format Specification document on the web
(search Intel Hexadecimal Object File for several examples).

An Intel HEX record is comprised of five fields, which are arranged as follows:

:llaaaatt[dd...]cc
The following table describes the fields of an Intel HEX record.

Table 4-1. Description of Intel HEX Record Fields
Field Description
: Start code of every Intel HEX record.

ll Byte count of the data field.

aaaa 16-bit address of the beginning of the memory position for the data. Address is
big-endian.

https://microchipsupport.force.com/s/newcase?pub_guid=GUID-CEE76C2B-2F43-4A4D-94AF-DB5050F26903&pub_lang=en-US&pub_ver=2&pub_type=User%20Guide&bu=fpga&tpc_guid=GUID-58BE4236-78C8-4AD8-BBDC-9BC5979437CF&cover_title=SmartFusion%202%20MSS%20Embedded%20Nonvolatile%20Memory%20%28eNVM%29%20Configuration&tech_support_link=NA&revision_letter=B&source=PDF&title=Memory%20File%20Formats
https://microchipsupport.force.com/s/newcase?pub_guid=GUID-CEE76C2B-2F43-4A4D-94AF-DB5050F26903&pub_lang=en-US&pub_ver=2&pub_type=User%20Guide&bu=fpga&tpc_guid=GUID-3C76CC3D-39F6-4E84-81D0-889B19DE8428&cover_title=SmartFusion%202%20MSS%20Embedded%20Nonvolatile%20Memory%20%28eNVM%29%20Configuration&tech_support_link=NA&revision_letter=B&source=PDF&title=Intel%20HEX%20Memory%20File%20Format
https://www.microchip.com/en-us/products/fpgas-and-plds/fpga-and-soc-design-tools/soc-fpga/softconsole
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...........continued
Field Description
tt Record type that defines the data field. The following record types are available:

• 00: Data record

• 01: End of file record

• 02: Extended segment address record

• 03: Start segment address record (ignored by Microchip SoC tools)

• 04: Extended linear address record

• 05: Start linear address record (ignored by Microchip SoC tools)

[dd...] Sequence of n bytes of the data, where n is equivalent to the value specified in
the ll field.

cc Checksum of count, address, and data.

Intel HEX Record Example

:10000000112233445566778899FFFA
In this example:
• 11 is the Least Significant Bit (LSB) .

• FF is the Most Significant Bit (MSB).

4.2 Motorola S-Record Memory File Format  (Ask a Question)

Motorola S-record is an industry-standard file. File extension is .s (for example, file4.s).

Like Intel HEX, Motorola S-record uses ASCII files, hex characters, and records to specify memory
content. For more information about this format, refer to the Motorola S-record description
document (search Motorola S-record description for several examples). The RAM Content Manager
uses only S1 through S3 record types, and ignores the others.

The major differences between Intel HEX and Motorola S-record are the record formats and a few
extra error checking features incorporated into Motorola S.

In both formats, memory content is specified by providing a starting address and a data set. The
upper bits of the data set are loaded into the starting address and leftovers overflow into the
adjacent addresses until the entire data set has been used.

The Motorola S-record is comprised of six fields arranged as follows:

Stllaaaa[dd...]cc
The following table describes the Motorola S-record fields.

Table 4-2. Description of Motorola-S Record Fields
Field Description
S Start code of every Motorola S-record.

t Record type that defines the data field.

ll Byte count of the data field.

aaaa 16-bit address of the beginning of the memory position for the data. Address is
big endian.

[dd...] Sequence of n bytes of the data, where n is equivalent to the value specified in
the ll field.

cc Checksum of count, address, and data.

Motorola S-Record Example

S10a0000112233445566778899FFFA

https://microchipsupport.force.com/s/newcase?pub_guid=GUID-CEE76C2B-2F43-4A4D-94AF-DB5050F26903&pub_lang=en-US&pub_ver=2&pub_type=User%20Guide&bu=fpga&tpc_guid=GUID-60FCCC37-5D94-49EA-AB48-749A57515636&cover_title=SmartFusion%202%20MSS%20Embedded%20Nonvolatile%20Memory%20%28eNVM%29%20Configuration&tech_support_link=NA&revision_letter=B&source=PDF&title=Motorola%20S-Record%20Memory%20File%20Format
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In this example:

• 11 is the LSB.

• FF is the MSB.

4.3 Microsemi BINARY Memory File Format  (Ask a Question)

Microsemi BINARY is the simplest of the supported memory formats. Each memfile contains as
many rows as there are words. Each row is one word, where the number of binary digits equals the
word size in bits.

This format has a very strict syntax. The word size and number of rows must match exactly. File
extension is mem (for example, file1.mem).

Microsemi BINARY Example
In this example, depth is 6 and width is 8.

01010011
11111111
01010101
11100010
10101010
11110000

4.4 Microsemi-HEX Memory File Format  (Ask a Question)

Microsemi-HEX is a simple address/data pair format. All the addresses that have content are
specified. Addresses with no content specified are initialized to zeroes. The file extension is .ahx
(for example, filex.ahx).

The format is:

AA:D0
where AA is the address location in hexadecimal format and D0 is the MSB. The data size must
match the word size.

Microsemi HEX Example

In this example, depth 6 and width is 8.

00:FF
01:AB
02:CD
03:EF
04:12
05:BB
All other addresses are zeroes.

https://microchipsupport.force.com/s/newcase?pub_guid=GUID-CEE76C2B-2F43-4A4D-94AF-DB5050F26903&pub_lang=en-US&pub_ver=2&pub_type=User%20Guide&bu=fpga&tpc_guid=GUID-3A8B4D3F-EB68-4333-AFD4-BCD37615A325&cover_title=SmartFusion%202%20MSS%20Embedded%20Nonvolatile%20Memory%20%28eNVM%29%20Configuration&tech_support_link=NA&revision_letter=B&source=PDF&title=Microsemi%20BINARY%20Memory%20File%20Format
https://microchipsupport.force.com/s/newcase?pub_guid=GUID-CEE76C2B-2F43-4A4D-94AF-DB5050F26903&pub_lang=en-US&pub_ver=2&pub_type=User%20Guide&bu=fpga&tpc_guid=GUID-55842598-1A02-4539-B83F-95D88EA7D429&cover_title=SmartFusion%202%20MSS%20Embedded%20Nonvolatile%20Memory%20%28eNVM%29%20Configuration&tech_support_link=NA&revision_letter=B&source=PDF&title=Microsemi-HEX%20Memory%20File%20Format
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5. Interpreting Memory Content  (Ask a Question)

5.1 Relative vs. Absolute Addressing  (Ask a Question)

Relative Addressing

With Relative Addressing, addresses in the memory content file do not determine where the client is
placed in memory. You specify the location of the client by entering the start address. This becomes
the 0 address from the memory content file perspective and the client is populated accordingly.

For example, if you place a client at 0x80 and the content of the memory file is:

Address: 0x0000 data: 0102030405060708
Address: 0x0008 data: 090A0B0C0D0E0F10
The first set of bytes of this data is written to address 0x80 + 0000 in the eNVM block. The second
set of bytes is written to address 0x80 + 0008 = 0x88, and so on.

Consequently, the addresses in the memory content file are relative to the client itself. The location
where the client is placed in memory is secondary.

Absolute Addressing

With absolute addressing, the memory content file determines where the client is placed in the
eNVM block. Therefore, the addressing in the memory content file for the client becomes absolute
to the whole eNVM block. If you enable the absolute addressing option, the software extracts the
smallest address from the memory content file and uses that address as the start address for the
client.

5.2 Data Interpretation Example  (Ask a Question)

The following table lists how the data is interpreted for various word sizes, for the given data:

FF 11 EE 22 DD 33 CC 44 BB 55
where 55 is the MSB and FF is the LSB.

Table 5-1. Data Interpretations for Various Word Sizes
Word Size Example

32-bit 0x22EE11FF (address 0)
0x44CC33DD (address 1)
0x000055BB (address 2)

16-bit 0x11FF (address 0)
0x22EE (address 1)
0x33DD (address 2)
0x44CC (address 3)
0x55BB (address 4)

https://microchipsupport.force.com/s/newcase?pub_guid=GUID-CEE76C2B-2F43-4A4D-94AF-DB5050F26903&pub_lang=en-US&pub_ver=2&pub_type=User%20Guide&bu=fpga&tpc_guid=GUID-0CE4F564-FBDD-4A99-AB15-D84285CCE5EA&cover_title=SmartFusion%202%20MSS%20Embedded%20Nonvolatile%20Memory%20%28eNVM%29%20Configuration&tech_support_link=NA&revision_letter=B&source=PDF&title=Interpreting%20Memory%20Content
https://microchipsupport.force.com/s/newcase?pub_guid=GUID-CEE76C2B-2F43-4A4D-94AF-DB5050F26903&pub_lang=en-US&pub_ver=2&pub_type=User%20Guide&bu=fpga&tpc_guid=GUID-5B6D8395-7C53-4330-98C7-263DEAA84A3A&cover_title=SmartFusion%202%20MSS%20Embedded%20Nonvolatile%20Memory%20%28eNVM%29%20Configuration&tech_support_link=NA&revision_letter=B&source=PDF&title=Relative%20vs.%20Absolute%20Addressing
https://microchipsupport.force.com/s/newcase?pub_guid=GUID-CEE76C2B-2F43-4A4D-94AF-DB5050F26903&pub_lang=en-US&pub_ver=2&pub_type=User%20Guide&bu=fpga&tpc_guid=GUID-6ACE1B84-46F2-4B6B-98C1-6BDEA9D23108&cover_title=SmartFusion%202%20MSS%20Embedded%20Nonvolatile%20Memory%20%28eNVM%29%20Configuration&tech_support_link=NA&revision_letter=B&source=PDF&title=Data%20Interpretation%20Example
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...........continued
Word Size Example

8-bit 0xFF (address 0)
0x11 (address 1)
0xEE (address 2)
0x22 (address 3)
0xDD (address 4)
0x33 (address 5)
0xCC (address 6)
0x44 (address 7)
0xBB (address 8)
0x55 (address 9)



 Libero® SoC v2024.1
Revision History

 User Guide
© 2024 Microchip Technology Inc. and its subsidiaries

DS50003086B - 11

6. Revision History  (Ask a Question)

The revision history describes the changes that were implemented in the document. The changes
are listed by revision, starting with the most current publication.

Table 6-1. Revision History
Revision Date Description

B 07/2024 Added a note to 4.1.  Intel HEX Memory File Format.

A 11/2020 Converted this document to the Microchip template. Initial Revision.

https://microchipsupport.force.com/s/newcase?pub_guid=GUID-CEE76C2B-2F43-4A4D-94AF-DB5050F26903&pub_lang=en-US&pub_ver=2&pub_type=User%20Guide&bu=fpga&tpc_guid=GUID-60C0A0B7-A3EC-423E-90D2-8616AED0E97A&cover_title=SmartFusion%202%20MSS%20Embedded%20Nonvolatile%20Memory%20%28eNVM%29%20Configuration&tech_support_link=NA&revision_letter=B&source=PDF&title=Revision%20History
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Microchip FPGA Support
Microchip FPGA products group backs its products with various support services, including
Customer Service, Customer Technical Support Center, a website, and worldwide sales offices.
Customers are suggested to visit Microchip online resources prior to contacting support as it is
very likely that their queries have been already answered.

Contact Technical Support Center through the website at www.microchip.com/support. Mention the
FPGA Device Part number, select appropriate case category, and upload design files while creating a
technical support case.

Contact Customer Service for non-technical product support, such as product pricing, product
upgrades, update information, order status, and authorization.

• From North America, call 800.262.1060
• From the rest of the world, call 650.318.4460
• Fax, from anywhere in the world, 650.318.8044

Microchip Information
The Microchip Website
Microchip provides online support via our website at www.microchip.com/. This website is used to
make files and information easily available to customers. Some of the content available includes:

• Product Support – Data sheets and errata, application notes and sample programs, design
resources, user’s guides and hardware support documents, latest software releases and archived
software

• General Technical Support – Frequently Asked Questions (FAQs), technical support requests,
online discussion groups, Microchip design partner program member listing

• Business of Microchip – Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Product Change Notification Service
Microchip’s product change notification service helps keep customers current on Microchip
products. Subscribers will receive email notification whenever there are changes, updates, revisions
or errata related to a specified product family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support
Users of Microchip products can receive assistance through several channels:

• Distributor or Representative
• Local Sales Office
• Embedded Solutions Engineer (ESE)
• Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are
also available to help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature
Note the following details of the code protection feature on Microchip products:

http://www.microchip.com/support
https://www.microchip.com/
https://www.microchip.com/pcn
https://www.microchip.com/support


 Libero® SoC v2024.1

 User Guide
© 2024 Microchip Technology Inc. and its subsidiaries

DS50003086B - 13

• Microchip products meet the specifications contained in their particular Microchip Data Sheet.
• Microchip believes that its family of products is secure when used in the intended manner, within

operating specifications, and under normal conditions.
• Microchip values and aggressively protects its intellectual property rights. Attempts to breach the

code protection features of Microchip product is strictly prohibited and may violate the Digital
Millennium Copyright Act.

• Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its
code. Code protection does not mean that we are guaranteeing the product is “unbreakable”.
Code protection is constantly evolving. Microchip is committed to continuously improving the
code protection features of our products.

Legal Notice
This publication and the information herein may be used only with Microchip products, including
to design, test, and integrate Microchip products with your application. Use of this information
in any other manner violates these terms. Information regarding device applications is provided
only for your convenience and may be superseded by updates. It is your responsibility to ensure
that your application meets with your specifications. Contact your local Microchip sales office for
additional support or, obtain additional support at www.microchip.com/en-us/support/design-help/
client-support-services.

THIS INFORMATION IS PROVIDED BY MICROCHIP “AS IS”. MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY
OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR
PURPOSE, OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, OR
CONSEQUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP’S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR
ITS USE WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO
MICROCHIP FOR THE INFORMATION.

Use of Microchip devices in life support and/or safety applications is entirely at the buyer’s risk,
and the buyer agrees to defend, indemnify and hold harmless Microchip from any and all damages,
claims, suits, or expenses resulting from such use. No licenses are conveyed, implicitly or otherwise,
under any Microchip intellectual property rights unless otherwise stated.

Trademarks
The Microchip name and logo, the Microchip logo, Adaptec, AVR, AVR logo, AVR Freaks, BesTime,
BitCloud, CryptoMemory, CryptoRF, dsPIC, flexPWR, HELDO, IGLOO, JukeBlox, KeeLoq, Kleer,
LANCheck, LinkMD, maXStylus, maXTouch, MediaLB, megaAVR, Microsemi, Microsemi logo, MOST,
MOST logo, MPLAB, OptoLyzer, PIC, picoPower, PICSTART, PIC32 logo, PolarFire, Prochip Designer,
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