MICROCHIP ATWILC/ATWINC
ATWILC/ATWINC Serial Bridge Application Note

Introduction

This application note describes the Host Serial Bridge application with its test setup information. The Serial Bridge
application software, along with the MCHPRT2 tool, helps to place the ATWILC/ATWINC device in the test mode for
RF validation, certification and production test without any other dedicated test interface or an external hardware tool.

The Serial Bridge application is designed to use with the RF test tool (MCHPRT2), which have both Graphical User
Interface (GUI) and Command Line Interface (CLI). GUI is preferred for the design validation and certification activity
and CLlI is preferred for the production test which eases test script preparation.

The Serial Bridge application software runs on Host MCU/MPU which acts as a bridge between the test PC
(MCHPRT2 tool) and Device Under Test (DUT) ATWILC/ATWINC by passing commands received from PC to DUT
and by passing response received from DUT to PC (MCHPRT2 tool).

There are two variants of serial bridge application software available as follows:
1. RTOS based Serial Bridge application
2. Linux based Serial Bridge application

Note: MCHPRT2 GUI tool will be provided by request to the customer.
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1.

ATWILC/ATWINC
Existing Test Setup

Existing Test Setup

To place the ATWILC/ATWINC devices in the RF test mode, a dedicated debug test I12C interface is required. Also, to
interface the 12C to the test PC , an external hardware tool, Aardvark (USB to I2C) is required.

The test setup connection using Aardvark Tool is shown in the following figure:

Figure 1-1. Test Setup using Aardvark Tool

Test PC DUT
WILC/WINC
MCHPRT Aardvark ! Test
RF Output
Tool «USE ) Us?r:gl'zc € Debug 2c ™| Instrument

A
Application Interface
A

Host
MCU/MPU

Disadvantages
* Requires an additional external tool (Aardvark).

+ End design must bring out the debug test I12C pins to the test points. The debug test I12C pins must be accessible
(even if the end design board is placed inside the enclosure) in the production test setup.
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2.2

2.3

ATWILC/ATWINC
Serial Bridge Test Setup

Serial Bridge Test Setup
The Serial Bridge acts as a replacement for Aardvark (USB to 12C) Tool.

The Serial Bridge application software runs on Host MCU/MPU which acts as a simple bridge between the test PC
(MCHPRT2 tool) and DUT (Device Under Test - ATWILC/ATWINC devices) by passing commands received from PC
to DUT and by passing response received from DUT to PC (MCHPRT?2 tool).

Using the serial bridge test setup, the application interface between the host MCU/MPU and DUT can be used for RF
testing. Therefore, it does not require any dedicated test interface lines or an external Aardvark Tool.

The following is block overview of the serial bridge test setup:

Figure 2-1. Serial Bridge Block Overview

Test PC Host
MCU/MPU |« SPI/SDIO |\ e
MCHPRT
Tool < UART || Serial Bridge DuT RF Output Test
Application WILC/WINC Instrument
BT_UART *
<« »| BLE *
* - only available in DUT
WILC3000 & WINC3400
Test PC

The test PC has the MCHPRT2 tool in its local disk. This tool can be controlled through the GUI or command prompt.
In the production setup, test script such as Python can be used to trigger the commands through MCHPRT2 CLI
(Command Line Utility). This uses the *.d11 files of MCHPRT2 in the background to control the DUT.

Host MCU/MPU

The Host MCU/MPU has the Serial Bridge application firmware which communicates the commands from MCHPRT2
tool (from test PC) to DUT and vice versa. There are two types of Serial Bridges based on the host device:

1. MCU — RTOS based serial bridge()
2. MPU - Linux based serial bridge®

Note:
1. Supports all the ATWILC/ATWINC devices.
2. Supports only the ATWILC1000 and ATWILC3000 devices.

DUT

The DUT, ATWILC/ATWINC is interfaced to the test PC (MCHPRT2 tool) through the Host Serial Bridge application
software. The DUT device which has Wi-Fi is interfaced to the host controller through Serial Peripheral Interface
(SPI) or Serial Data Input/Output (SDIO) and the DUT device which has BLE is interfaced to the host through
BT_UART.

The following is the list of test interfaces:

Table 2-1. Test Interface

DUT Technology Application and Test Interface

1 ATWILC1000 Wi-Fi only SPI or SDIO =
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2.4

ATWILC/ATWINC
Serial Bridge Test Setup

........... continued
—
2 ATWINC15x0 Wi-Fi only SPI -
3 ATWILC3000 Wi-Fi and BLE SPI or SDIO BT_UART
4 ATWINC3400 Wi-Fi and BLE SPI * BT_UART*

Note: Inthe ATWILC1000, ATWINC15x0, and ATWILC3000 devices, the application interface and test interface are
the same. In the ATWINC3400, the application firmware uses the SPI interface for both Wi-Fi and BLE functional
operation. Wi-Fi and BLE RF testing requires both SPI and BT_UART interface as follows:

* Wi-Fi test - SPI interface for both burst test firmware download and other test mode commands
» BLE test - SPI interface for BLE test firmware download and BT_UART interface for BLE HCI commands

RF Test Instrument
The RF test instrument is used for the RF measurement of the DUT output and sends the measured value as the
feedback to the test PC based on the requirement. The following are some of the test instruments:

1. Frequency Counter — supports only frequency offset calibration measurement.

2. Basic Spectrum Analyzer — supports frequency offset calibration and TX power measurement.

3. Advanced Spectrum Analyzer with more features, which includes IEEE 802.11 compliance standard.

4. 1Qxel (LitePoint) — enables full test coverage of the Wi-Fi and Bluetooth enabled devices as follows:

— Tx test coverage such as Error Vector Magnitude (EVM), frequency offset error, output power and
spectral mask

— Rx test coverage such as Packet Error Rate (PER)
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ATWILC/ATWINC
Test Setup for ATWILC/ATWINC Devices

3. Test Setup for ATWILC/ATWINC Devices

This section describes the interfaces and its block overview with its test setup information of the ATWILC and
ATWINC devices.

3.1 MCU based Serial Bridge Test Setup

For MCU based Serial Bridge test setup, the SAM4S Xplained Pro Evaluation Kit is used as reference. However,
other MCU based boards can also be used, such as SAMD21 Xplained Pro, or SAM L21 Xplained Pro Evaluation
Kits.

3.141 Using ATWILC1000/ATWINC15x0 SPI Interface

This section provides the block overview, interface pinout, test setup block diagram for the ATWILC1000 and
ATWINC15x0 module with SPI interface.

Figure 3-1. Block Overview of ATWILC1000/ATWINC15x0 using SPI Interface

Test PC Host
MCU/MPU
ATWILC1000/
MCHPRT < UART || Serial Bridge ||, SP | ATWINC15x0 |_RFOutput Test
Tool A Application || DUT Instrument
Software

Table 3-1. Pinout of ATWILC1000/ATWINC15x0 SPI Interface

Pin No. of ATWILC1000- Pin No. of
SPI Interface MR110xB and ATWINC15x0- ATWILC1000B and
MR210xB Module ATWIN15x0B IC
1 SPI_MOSI Active low SPI Slave | 15
Select

2 SPI_SSN Master Out Slave In | 16 16
3 SPI_MISO Master In Slave Out | 17 17
4 SPI_SCK SPI Clock 18 18
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ATWILC/ATWINC
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Figure 3-2. Block Diagram of Serial Bridge Reference Test Setup for SAM 4S MCU and ATWILC1000/
ATWINC15x0 with SPI Interface

Test PC

MCHPRT
Tool

Note:

UsB Debug
uUsB

Virtual COM Port — which
will enumerate as COM
Port in Test PC

Test Equipment
RF Output {—P»| [Spectrum Analyzer or
1QXel or..]
ATWINC1500-XPRO
SPI Interface
EXT1 EXT2
PA11_NPCSO
PA13_SPI_MOSI
PA12_SPI_MISO
EDBG —| PA14_SPI_SCK
UART SAM 4s
(]
MCU £
PB3_UTXD] Serial Bridge PB3_UTXD1-> | L
PB2_URXD1 Application EXT3 Pin No.14
PB2_URXD1 ->
Software EXT3 Pin No.13
SAMA4S Xplained Pro | sDIO Card Connector |

« External UART to USB converter can also be used by plugging the connection into EXT3 pin 13 (RXD) and pin
14 (TXD) for connecting MCHPRT?2 tool to the SAM4S UART instead of using virtual COM port.

*  The ATWINC1500-XPRO board is used in this reference test setup. To test the ATWILC1000 module, solder the
ATWILC1000 module in ATWINC1500-XPRO (ATWILC1000 and ATWINC1500 module pin out is same) in this
SPI interface test setup and use the modified board.
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3.1.2

ATWILC/ATWINC
Test Setup for ATWILC/ATWINC Devices

Figure 3-3. Serial Bridge Reference Test Setup for SAM 4S MCU and ATWILC1000/ATWINC15x0 with SPI
Interface

Using ATWILC1000 SDIO Interface
This section provides the block overview, interface pinout and test setup block diagram for the ATWILC1000 module
with SDIO interface.

Figure 3-4. Block Overview of ATWILC1000 using SDIO Interface

Test PC Host
MCU/MPU
MCHPRT _ uarT || Serial Bridge || spio ATWILC1000 RF Output Test
Tool b Application || DUT Instrument
Software

Table 3-2. Pinout of ATWILC1000 SDIO Interface

SDIO Descrintion Pin No. of ATWILC1000- Pin No. of
Interface A MR110xB Module ATWILC1000B IC
1 SD_DATA3  SDIO Data3
2 SD_DATA2 SDIO Data2 15 13
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ATWILC/ATWINC
Test Setup for ATWILC/ATWINC Devices

........... continued

SDIO Description Pin No. of ATWILC1000- Pin No. of
Interface P MR110xB Module ATWILC1000B IC

SD_DATA1 SDIO Data1

4 SD_DATAO SDIO Data0 17 17
5 SD_CMD SDIO Command 18 18
6 SD_CLK SDIO Clock 18 19

Figure 3-5. Block Diagram of Serial Bridge Reference Test Setup for SAM 4S MCU and ATWILC1000 with
SDIO Interface

' EXT1 EXT2
Test PC P Debug
usB —L PB3_UTXD1 -> EXT3 Pin No.14
T EDBG PB2_URXD1 -> EXT3 Pin No.13
SAM 4S
M CH PRT Virtual COM Port — which UART
TOOI will enumerate as COM MCU "2
Port in Test PC " " X
pB3 UTXD1I Serial Bridge PA28_MCCDA | [
X Application PA29_MCCK
PB2_URXDY pp PA27_MCDA3
Software PA26_MCDA2
PA31_MCDA1
|_ PA30_MCDAO
SDIO—  PC12_GPIO-CD
SAMAS Xplained Pro | sDIO Card Connector |

I SDIO Interface I

ATWILC1000-SD

Test Equipment

RF Output [—»| [Spectrum Analyzer or
1QXel or..]
Note: External UART to USB converter can be plugged into EXT3 pin 13 (RXD) and pin 14 (TXD) for connecting
MCHPRT?2 tool to the SAM4S UART instead of using virtual COM port.
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ATWILC/ATWINC
Test Setup for ATWILC/ATWINC Devices

Figure 3-6. Serial Bridge Reference Test Setup for SAM 4S MCU and ATWILC1000 with SDIO Interface

SDIO Interface

ATWILC1000-SD
Evaluation Kit

ATWILC1000-MR110PB

SAMA4S Xplained Pro

Debug USB - Virtual COM Port

Using ATWILC3000/ATWINC3400 SPI (Wi-Fi) and BT_UART (BLE) Interface

This section provides the block overview, interface pinout and test setup block diagram for the ATWILC3000 and
ATWINC3400 with SPI interface for Wi-Fi and BT_UART interface for BLE.

Figure 3-7. Block Overview of ATWILC3000/ATWINC3400 using SPI Interface

Test PC Host
MCU/MPU sl
MCHPRT < v ATWILC3000/ T
Tool 2, | Serial Bridge ™| ATWINC3400 |-REQumut est
Application DUT Instrument
Software BT—BL:’:RT >

Table 3-3. Pinout of ATWILC3000/ATWINC3400 SPI Interface for Wi-Fi Test

SPI Pin No. of ATWILC3000- Pin No. of
Interface MR110xA and ATWINC3400- ATWILC3000 and
MR210xA Module ATWINC3400 IC
1 SPI_CFG Must be tied to VDDIO
2 SPI_SCK Serial Clock 23 30
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ATWILC/ATWINC
Test Setup for ATWILC/ATWINC Devices

Pin No. of
ATWILC3000 and

........... continued
SPI Pin No. of ATWILC3000-
Interface MR110xA and ATWINC3400-
MR210xA Module
3 SPI_MISO | Master In Slave Out (Serial 24
Data Transmit)

4 SPI_SSN Active Low SPI Slave Select 25
5 SPI_MOSI | Master Out Slave In (Serial 26

Data Receive)

Table 3-4. ATWILC3000/ATWINC3400 - BT_UART Pin Out for BLE Test

Pin No. of ATWILC3000-

?L;l#:s: UART Function MR110xA and ATWINC3400-
MR210xA Module
1 BT_TXD BLE UART transmit data output. 8
Connect to UART_RXD of host
2 BT_RXD BLE UART receive data input. 9

Connect to UART_TXD of host

Note:

31

32
34

14

15

ATWINC3400 IC

Pin No. of
ATWILC3000 and

ATWIN15x0B IC

» To test using the MCHPRT2 tool, BT_UART does not operate in the flow control mode. Therefore, UART Flow
Control pin information is not detailed in this section. For more details on detailed pin information, refer to the

corresponding data sheet.

* Inthe ATWINC3400 application firmware, use SPI interface for both Wi-Fi and BLE functional operation. Wi-Fi
and BLE RF testing requires both SPI and BT_UART interface as detailed in the block overview.

Figure 3-8. Block Diagram of Serial Bridge Reference Test Setup for SAM 4S MCU and ATWILC3000/

ATWINC3400 with SPl and BT_UART Interface

Test Equipment
RF Output [—»| [Spectrum Analyzer or IQXel
or.]

ATWINC3400-XPRO Note: ATWILC3000 and ATWINC3400 Module and Chip pin out are same.

To use ATWILC3000 in this Xpro kit for SPI interface, replace the ATWINC3400

SPI & UART Module with ATWILC3000 module.

Interface

Test PC

1
L |
| | EXT1 | | EXT2
SPI:
PAL1_NPCSO UART:
Debug USB |  PA13_sPI_moOsI SPI &UART PA21_RXD1
) PA12_SPI_MISO PA22_TXD1
s PA14_SPI_SCK
]
2 5 SAM 4S
£ a2
b mcu - UART MCP2200 Uss
g g UART =4 » Breakout Mod - >
B w UART to USB
© & Serial Bridge
3 Application Software
Target PB3_UTXD1 -> EXT3 Pin No.14.
USB PB2_URXD1 -> EXT3 Pin No.13
SAMAS Xplained Pro SDIO Card Connector

Note:

MCHPRT
Tool

» External UART to USB converter can be plugged into EXT3 Pin 13 (RXD) and 14 (TXD) for connecting

MCHPRT?2 tool to the SAM4S UART instead of using virtual COM port.

»  The ATWINC1500-XPRO board is used in this reference test setup. To test the ATWILC1000 module, solder the
ATWILC1000 module in ATWINC1500-XPRO (ATWILC1000 and ATWINC1500 module pin out is same) in this

SPI interface test setup and use the modified board.
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ATWILC/ATWINC
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Figure 3-9. Serial Bridge Reference Test Setup for SAM 4S MCU and ATWILC3000/ATWINC3400 with SPI and
BT_UART Interface

Note: The test setup information is based on the ATWILC3000 module placed in the ATWINC3400-XPro board for
use. However, the ATWILC3000-SHIELD board can also be used for the test setup.

Refer the MCU pin out for the SPI interface (for Wi-Fi test) and UART interface (for BLE test) and connect it to the
ATWILC3000-SHIELD Arduino headers.

For more details on SPI and Bluetooth pin out, refer the ATWILC3000-SHIELD User Guide. By default, ATWILC3000-
SHIELD board supports SDIO.

However, it can also be modified to support SPI by a resistor combination. Refer ATWILC3000 Shield Peripheral
Configuration section of the ATWILC3000-SHIELD User Guide.

Using ATWILC3000 SDIO (Wi-Fi) and UART (BLE) Interface

This section provides the block overview, interface pin out and test setup block diagram for the ATWILC3000 with
SDIO interface for Wi-Fi and BT_UART interface for BLE.
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ATWILC/ATWINC
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Figure 3-10. Block Overview of ATWILC3000 using SDIO and UART Interface

Test PC Host
MCU/MPU )
MCHPRT UART Serial Bridge © o wiFi T ATWILC3000 | e output Test
Tool « icati DUT ™ Inst t
Application nstrumen
Software BT;T’;RT >

Table 3-5. Pinout of ATWILC3000 SDIO Interface for Wi-Fi Test

SPI Pin No. of ATWILC3000- Pin No. of
Interface MR110xA Module ATWILC3000 IC

SDIO/ Must be tied to GND

SPI_CFG
2 SD_CLK SDIO Clock Line 22 29
3 SD_CMD SDIO Command Line 23 30
4 SD_DATO  SDIO Data Line 0 24 31
5 SD_DAT1 | SDIO Data Line 1 25 32
6 SD_DAT2  SDIO Data Line 2 26 34
7 SD_DAT3  SDIO Data Line 3 27 35

Table 3-6. Pinout of ATWILC3000 BT_UART Interface for BLE Test

BT_UART UART Function Pin No. of ATWILC3000- Pin No. of
Interface “ MR110xA Module ATWILC3000 IC

BT_TXD BLE UART transmit data output.
Connect to UART_RXD of host.

2 BT _RXD BLE UART receive data input. 9 15
Connect to UART_TXD of host.

Note: To test using the MCHPRT2 tool, BT_UART does not operate in the flow control mode. Therefore, UART Flow
Control pin information is not detailed in this section. For more details on detailed pin information, refer the
corresponding data sheet.
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Figure 3-11. Block Diagram of Serial Bridge Reference Test Setup for SAM 4S MCU and ATWILC3000 with
SDIO and BT_UART Interface

| l SAMA4S Xplained Pro

EXT1 EXT2
Debug .
PA22_TXD1 -> EXT3 Pin No.14 Test PC
2 usB UART " pA21 RXD1 -> EXT3 Pin No.13
a
53
£38 SAM 4S
58 MCU
ok o MCP2200
g% ol il use MCHPRT
Sz . ol Breakout Module |« »
52 SDIO interface: Serial Bridge UART UART to USB Tool
3 PA28_MCCDA Application
PA29_MCCK Software
Target PA27_MCDA3 PB3_UTXD1 -> EXT3 Pin No.14
UsB PA26_MCDA2 PB2_URXD1 -> EXT3 Pin No.13
PA31_MCDA1 o0
PA30_MCDAO
PC12_GPIO-CD | SDIO Card Connector |

| SDIO Interface |

ATWILC3000-SD
Jumper Wires connecting

P BT_RXD
BT_TXD
ATWILC3000 BLE UART to

SAMA4S UART
RF Output |—

Test Equipment
[Spectrum Analyzer or
1QXel or..]

Note: The SDIO interface is used for Wi-Fi testing and BLE_UART interface is used for BLE testing. In
ATWILC3000-SD kit, the BLE_UART must be connected to MCU using jumper wires.
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Figure 3-12. Serial Bridge Reference Test Setup for SAM 4S MCU and ATWILC3000 with SDIO and BT_UART
Interface

Note: The test setup information is based on the ATWILC3000-SD Evaluation Kit. However, the ATWILC3000-
SHIELD board can also be used for the test setup.

Refer the MCU pin out for the SDIO interface (for Wi-Fi test) and UART interface (for BLE test) and connect it to the
ATWILC3000-SHIELD Arduino headers.

For more details on SPI and Bluetooth pin out, refer the ATWILC3000-SHIELD User Guide. By default, ATWILC3000-
SHIELD board supports SDIO.

However, it can also be modified to support SPI by a resistor combination. Refer ATWILC3000 Shield Peripheral
Configuration section of the ATWILC3000-SHIELD User Guide.
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3.2

3.21

ATWILC/ATWINC
Test Setup for ATWILC/ATWINC Devices

MPU based Serial Bridge Test Setup

For MPU based Serial Bridge test Setup, the SAMA5D4 Xplained Ultra Evaluation kit is used as reference. However,
other MPU based kits can also be used.

Using ATWILC1000 SPI Interface
For block overview, and interface pinout see Figure 3-1 and Table 3-1.

Figure 3-13. Block Diagram of Serial Bridge Reference Test Setup for SAMA5D4 MPU and ATWILC1000 with
SPI Interface

Virtual COM Port — used
as Linux Command Line

Terminal
Test PC
Debug USB
SAMA5D4 XPLAINED ULTRA
[Linux Serial Bridge Application Firmware]
EXT1 - SPI:
Pin 15 - PB21 - SPI_CS
. . EXT2 - UART: Pin 17 - PB18 - SPI_MISO
UART for interfacing to Pin 11 - PE29 — UART RXD Pin 16 - PB19 - SP|_MOSI
RF Test tool - MCHPRT Pin 12 - PE30 — UART TXD Pin 18 - PB20 - SPI_SCK
MCHPRT EXT2 EXT1
oot ]
USB MCP2200 UART
«@——p»| Breakout Module [SPI Interface]
UART to USB
ATWILC1000-
XPRO

ATWILC1000 Module placed in ATWINC1500-XPRO to Test Equipment
test it with SPI Interface. RF Output »| [Spectrum Analyzer or
[ATWILC1000 and ATWINC15x0 module pin out is same] 1QXel or..]

Note: In this reference test setup, the ATWILC1000 module is placed in the ATWINC1500-XPRO to test the
ATWILC1000 module in SPI interface test setup. The pin out and mechanical package is same for the ATWILC1000
and ATWINC15x0 module/device. Therefore, both the ATWILC1000 and ATWINC15x0 module can be placed in
same footprint package (similar case for device also).
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3.2.2

ATWILC/ATWINC

Test Setup for ATWILC/ATWINC Devices

Figure 3-14. Serial Bridge Reference Test Setup for SAMA5D4 MPU and ATWILC1000 with SPI Interface

Using ATWILC1000 SDIO Interface

For block overview and interface pinout see Figure 3-4 and Table 3-2.

Figure 3-15. Block Diagram of Serial Bridge Reference Test Setup for SAMA5D4 MPU and ATWILC1000 with

SDIO Interface

Test PC

Debug USB

MCHPRT
Tool

Virtual COM Port —

used as Linux
Command Line
Terminal

usB

-

ATWILC1000-SD
RF Output

SAMAS5D4 XPLAINED ULTRA
[Linux Serial Bridge Application
oo Firmware]

PE21- DAL

PE20-DAO EXT2 - UART:

PE18 - CK Pin 114 - PE29 ~ UART RXD
PEL9- CDA Pin 12# - PE30 ~ UART TXD

bira_om | EXT2 EXT1

Test Equipment
[Spectrum Analyzer or
1QXel or..]

L.

MCP2200
Breakout Module
UART to USB

UART for interfacing to RF
Test tool - MCHPRT

UART
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Figure 3-16. Serial Bridge Reference Test Setup for SAMA5D4 MPU and ATWILC1000 with SDIO Interface

Using ATWILC3000 SPI Interface
For block overview and interface pinout see Figure 3-7 and Table 3-3.

Figure 3-17. Block Diagram of Serial Bridge Reference Test Setup for SAMA5D4 MPU and ATWILC3000 with

SPI Interface

Test PC

Debug USB

MCHPRT
Tool

Virtual COM Port — used as
Linux Command Line

SAMAS5D4 XPLAINED ULTRA
[Linux Serial Bridge Application Firmware]

EXT1 - SPI:

Pin 15 - PB21 - SPI_CS

ATWILC3000 Module placed in
ATWINC3400-XPRO to test it

[ATWILC3000 and ATWINC3400
module pin out is same]

Test Equipment
[Spectrum Analyzer
or 1QXel or..]

Terminal
EXT2 - UART: Pin 17 - PB18 - SPI_MISO
Pin 11 - PE29 — UART RXD Pin 16 - PB19 - SPI_MOSI
Pin 12 - PE30 — UART TXD Pin 18 - PB20 - SPI_SCK
EXT2 EXT1
A
MCP2200
USB Breakout P UART [SPI Interface]
-t | Module hn ATWILC3000-XPRO | with SPI Interface
UART to USB
BT_UART
_________ Ext port
I MCP2200 I A
. use ) ! Breakout ! BT UART %- BT_UART_RXD
| Module :< - Pin 6 - BT_UART_TXD
| UARTto USB | RF Output »
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Note:

In this reference test setup, the ATWILC3000 module is placed in the ATWINC3400-XPRO to test the
ATWILC3000 module in SPI interface test setup. The pin out and mechanical package is same for the
ATWILC3000 and ATWINC15x0 module/device. Therefore, both the ATWILC3000 and ATWINC15x0 module
can be placed in same footprint package (similar case for device also).

The test setup information is based on ATWILC3000 module placed in ATWINC3400-XPro board for easy use.
However, the ATWILC3000-SHIELD board can also be used for the test setup. Refer to the MPU pinout for the
SPl interface (for Wi-Fi test) and UART interface (for BLE test) and connect it to the ARWILC3000-SHIELD
Arduino headers. For more details on SPI and Bluetooth UART pinout, refer to pin out section in the
ATWILC3000-SHIELD User Guide. By default, ATWILC3000-SHIELD board supports SDIO. A resistor
combination must be modified to support the SPI interface. Refer ATWILC3000 Shield Peripheral
Configuration section of the ATWILC3000-SHIELD User Guide.

Figure 3-18. Serial Bridge Reference Test Setup for SAMA5D4 MPU and ATWILC3000 with SPI Interface

Note:

The MCU - RTOS Serial Bridge supports both Wi-Fi (SPI/SDIO) and BLE (BT_UART) interface, whereas Linux Serial
Bridge does not support BLE (BT_UART) interface. Therefore, BT_UART of ATWILC3000 module must be
connected to the test PC through a UART to USB converter for BLE test.

Using ATWILC3000 SDIO Interface
For block overview and interface pinout see Figure 3-10 and Table 3-5.

© 2020 Microchip Technology Inc. Application Note DS-00003397AA-page 20


http://ww1.microchip.com/downloads/en/DeviceDoc/ATWILC3000-Shield-User-Guide-DS50002769A.pdf
http://ww1.microchip.com/downloads/en/DeviceDoc/ATWILC3000-Shield-User-Guide-DS50002769A.pdf

ATWILC/ATWINC
Test Setup for ATWILC/ATWINC Devices

Figure 3-19. Block Diagram of Serial Bridge Reference Test Setup for SAMA5D4 MPU and ATWILC3000 with
SDIO Interface

Virtual COM Port — used as

Linux Command Line
Terminal
Test PC
Debug USB
[t -
SAMAS5D4 XPLAINED ULTRA
[Linux Serial Bridge Application

sDio: Firmware]
PE3 - CD
PE21 - DA1

|————= R BT_UART PE20 - DAO

| BT_UART Header PE18 - CK
use | mcp2200 - PE19 - CDA EXT2 - UART:
< P>| Breakout Module | “> ATWILC3000-SD PE23 - DA3 Pin 11 - PE29 — UART RXD
| UARTtoUsB PE22 - DA2 Pin 12 - PE30 — UART TXD
L | RF Output
MCHPRT s EXT1
Tool
I E— Test Equipment I:I
[Spectrum Analyzer or
1QXel or..] \
UART for interfacing to RF
Test tool - MCHPRT

use MCP2200 UART

L | Breakout Module
UART to USB

Note:

1. In this reference test setup, the ATWILC3000 module is placed in the ATWINC3400-XPRO to test the
ATWILC3000 module in SPI interface test setup. The pin out and mechanical package is same for the
ATWILC3000 and ATWINC15x0 module/device. Therefore, both the ATWILC3000 and ATWINC15x0 module
can be placed in same footprint package (similar case for device also).

2. The test setup information is based on ATWILC3000 module placed in ATWINC3400-XPro board for easy use.
However, the ATWILC3000-SHIELD board can also be used for the test setup. Refer to the MPU pinout for the
SPl interface (for Wi-Fi test) and UART interface (for BLE test) and connect it to the ARWILC3000-SHIELD
Arduino headers. For more details on SPI and Bluetooth UART pinout, refer to pin out section in the
ATWILC3000-SHIELD User Guide. By default, ATWILC3000-SHIELD board supports SDIO. A resistor
combination must be modified to support the SPI interface. Refer ATWILC3000 Shield Peripheral
Configuration section of the ATWILC3000-SHIELD User Guide.
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Figure 3-20. Serial Bridge Reference Test Setup for SAMA5D4 MPU and ATWILC3000 with SDIO Interface

Additional Information — Disabling MSD Mode

While using the Xplained Pro board for evaluating the Serial Bridge, ensure that the kit is not in the MSD (Mass
Storage Device) mode. When the kit is in the MSD mode, virtual COM port does not enumerate or work properly.
To disable the MSD, Data Gateway Interface (DGI) must be enabled instead of MSD in the kit mode settings.

To disable the MSD mode in the kit, perform the following:
Open Atmel Studio.

Navigate to View>Available Atmel Tools.

Right click EDBG and choose kit mode settings.
Select DGI and check the Persist checkbox.

Click Set and click Close.

o kw0~
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Serial Bridge Application Source Code

This section describes the two types of Serial Bridge applications.

MCU - RTOS based Serial Bridge Application Source Code

The RTOS based Serial Bridge application code for different MCU base is available in Studio 7 - ASF(Advanced
Software Framework) as follows:

Figure 4-1. Serial Bridge Application Source Code - For MCU in ASF

Serial Bridge UART Baud Rate Configuration in ASF Source Code
« The default UART baud rate configuration in the ASF Serial Bridge application is 115200 bits/sec, whereas it can
support for a maximum baud rate of 921600 bits/sec.
* In the Serial Bridge source code, the baud rate is configured as a function argument which can be changed in
the configure usart () function call as shown in the following screenshot:
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Figure 4-2. Serial Bridge Application Source Code - Baud Rate Configuration

MPU - Linux based Serial Bridge Application Source Code
The Linux based Serial Bridge application code for the SAMA5D4 MPU is available in the Linux Serial Bridge GitHub.

Serial Bridge for other MCU/MPU
The user must port the Serial Bridge application source code on the following cases by using the available code as a
base reference:

1. To other Microchip MCU, for which the Serial Bridge ASF example projects are not available.

2. When the user uses other vendor MCU/MPU in the end design, it is the user's responsibility to port the Serial
Bridge application code to the MCU/MPU. This is used in the end design by utilizing existing source code as
reference.
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MCHPRT2 (RF Test Tool)

The MCHPRT2 is an RF test tool that helps to use the ATWILC/ATWINC devices in the Test mode, such as
continuous Tx in modulation mode and continuous wave mode with a single channel and Rx test.

This application note describes the interface selection to choose Serial Bridge instead of Aardvark Tool for testing.
For more details on the selection of each settings, refer the MCHPRT2 Application Note.

Wi-Fi Test using MCHPRT2 Tool and Serial Bridge

Using MCHPRT2 GUI
Perform the following steps to select Serial Bridge (UART) in the MCHPRT2 tool GUI for the Wi-Fi test:

1.
2.
3.

Open the MCHRT?2 tool.
From the drop-down list, choose UART. The UART is the interface selection for serial bridge.
Enter the Serial Bridge (MCU/MPU) COM Port number and Baud Rate Configuration details. The Serial Bridge
supports for a maximum baud rate of 921600 bits/sec.
Note:

* COM Port number ‘0’ indicates auto-detect. The tool automatically detects the Serial Bridge. When more

than one serial bridge is connected to the Test PC, the proper COM Port must be entered.

» Baud Rate as ‘0’ makes the tool to operate with a baud rate of 115200 bits/sec.

» Ensure that the baud rate is entered in the same manner as the serial bridge application software code.
Click Init to start initialization and enter selections in the same manner as entered for Aardvark Tool. For more
details, refer the MCHPRT Application Note.

Figure 5-1. MCHPRT2 Tool - GUI : Serial Bridge (UART) Configuration

(W MCHPRT2 ver1.0 (WILC/WINC/BTLC/SAMB) (=] |

Init |sFuse| Wi-Fi | BLE | Reg read write | AﬂT.SWl MI

Device 1 WILC1000 v
Interface UART <

Mode Wi-Fi -
UART port ® | |comso - - et

S e 115200 = Thio 16 for iepie momert command 1 swtpat Like ond
Baud Rate I—

Bus Only (WILC/WINC) No -

Firmware upgrade(I2C) m ]

CMD Input
Initizlization
1. Selectthe desired device from the drop-down
2 Connectthe device to the PC with the suggested interface.
3. Click on "Connect"
4. The tool gets connected to the device via the specified interface.

Upgrading firmware via the GUI tool can only be done with the [2C interface.
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i
It |eFuse | WiFi | BLE | Regreadwrita| Antsw | _Reswy |
Device IWI
Interface ' . lj.......,,,,,,,,.......mmm,
3 d 2 zoiom

Mode |Wi-Fi -

UARTpot 2 o] [comso -

Baud Rate 115200 =

Baud Rate ’

Bus Only (WILC/WINC) No

Firmware upgrade(12C) (FULL hd Ll

Initialization

1. Select the desired device from the drop-down
2 Connectthe device fo the PC with the suggested interface

3_Click on "Connect"

4. The tool gets cannected to the device via the specified interface

Upgrading firmware via the GUl tool can only be done with the I2C interface

CMD Input

5.1.2 Using MCHPRT2 CLI

Perform the following steps for the Wi-Fi initialization through the Serial Bridge application software running on the

host MCU/MPU:

*  From the MCHPRT2 folder, open command prompt.
« Enter the Wi-Fi Initialization command syntax MCHPRT X. See the following table for the command value to be

entered.

» Other commands remain the same. For more details, refer to command line chapter in MCHPRT2 Tool

Application Note.

Table 5-1. Wi-Fi Initialization Command Syntax

Command Syntax MCHPRT X

X

Example

X refers to interface and chip selection.
Auto Chip Selection:

* 0_UART - Auto detect chip through UART (Serial Bridge).
Fast connection:

* 1000_UART - ATWILC1000 series with UART.

* 1500_UART - ATWINC15x0 series with UART.

+ 3000_UART - ATWILC3000 series with UART.

* 3400 _UART - ATWILC3400 series with UART.

MCHPRT 0_UART
Auto detect chip through Serial Bridge UART and then start initialization process.

MCHPRT 1000_UART
The ATWILC1000 initialization process starts though Serial Bridge UART.

5.2 Bluetooth Low Energy Test using MCHPRT2 Tool and Serial Bridge

5.2.1 Using HCI Command Tools GUI
The HCI command tool is a part of MCHPRT2 tool and the . exe is available in the MCHPRT folder.
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Perform the following steps to select the Serial Bridge (UART) in HCI command tool GUI for the Bluetooth low energy

test:
1.

o~ v

Open HCI Command Tools.

From the drop-down list, choose UART. The UART is the interface selection for Serial Bridge.
Set the Baud Rate to 115200 bits/sec.

Click Open to open and lock the COM port.

Click UART Init. The Serial Bridge application code loads the Bluetooth low energy test firmware into the DUT
(ATWILC/ATWINC) device. Wait for few seconds and click the UART Init again. Ensure to see the response
04 OE 04 OF 03 0C 00 (in green).

When the intialization is complete, perform the Tx and Rx test. For more details, refer MCHPRT Application
Note.

Figure 5-2. Using HCl Command Tools GUI for Serial Bridge (UART) Configuration

5.2.2

‘S— HCI command tools

— O *
COM20 ~ |(@| 115200 ~ | Open || 3%
T =5
| 011E 2003 000000
Channel CHO-242
Length 0 : GO o
Payload FRESZ w

TX Start

Using HCl Command Tools and CLI

Perform the following steps for the Bluetooth low energy initialization through the Serial Bridge application software
running on the host MCU/MPU:

From the MCHPRT2 folder, open Command Prompt.
Enter the BLE Initialization command syntax MCHPRT HCI XX. XX. Refer to Serial Bridge UART COM Port
number.

Other commands remain the same. For more details, refer HCI command line chapter in MCHPRT2 Tool
Application Note.
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Reference Documentation

The following list provides the links of relevant documents and Evaluation Kits detailed in this application note:

Table 6-1. Reference Documentation

o e pion

ATWILC1000

ATWILC1000-SD
ATWINC1500

ATWINC1500-XPRO
ATWILC3000

ATWILC3000-SHLD
AC164158
ATWINC3400

ATWINC3400-XPRO

ATSAM4S-XPRO (MCU/MPU Evaluation Kit)
ATSAMD21-XPRO (MCU/MPU Evaluation Kit)
ATSAMAS5D4-XULT (MCU/MPU Evaluation Kit)
ADMO00393 (UART to USB Converter)

TTL-232R-3V3 (UART to USB Converter)

ATWILC1000 module product page lists the
ATWILC1000 module datasheet, ATWILC1000 SoC
datasheet.

ATWILC1000-SD Evaluation Kit

ATWINC1500 module product page lists the
ATWINC15x0 module datasheet, ATWINC1500 SoC
datasheet.

ATWINC1500-XPRO Evaluation Kit

ATWILC3000 module product page lists the
ATWILC3000 module datasheet, ATWILC3000 SoC
datasheet.

ATWILC3000 Shield Evaluation Kit
ATWILC3000-SD Evaluation Kit

ATWINC3400 module product page lists the
ATWINC3400 module datasheet, ATWINC3400 SoC
datasheet

ATWINC3400 Xplained PRO Evaluation Kit
SAM4S Xplained Pro Evaluation Kit

SAM D21 Xplained Pro Evaluation Kit
SAMA5D4 Xplained Ultra Evaluation Kit

MCP2200 (USB 2.0 to UART Protocol Converter)
Breakout module

FTDI TTL to USB Serial Converter Cable datasheet
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Linux Serial Bridge

The Linux Serial Bridge includes the following deliverables:

1.

o ok wdN

wilcsbridge_sdio.c

wilcsbridge_spi.c

wilc_sbridge.h

wilc3000_ble_burst_firmware.h

sbridge_app.c

Demo binaries for SAMA5D4 Xplained Pro board

Kernel Compilation with Serial Bridge Driver
Perform the following to compile the kernel with Serial Bridge driver.

1.

Get the kernel source from Linux4wilc GitHub repository using the following command:

$ git clone https://github.com/linux4wilc/linux-at9l.git
$ cd linux-at9l

Create the kernel using sama5_defconfig defconfig file, using the following command:

$ make ARCH=arm sama5 defconfig

Add the wilcsbridge driver in kernel's directory "/drivers/staging/" as provided in the release package "src"
folder, using the following command:

$ cp -rf ../src/wilcsbridge ../linux-at91/drivers/staging/

To include the wilcsbridge driver in the kernel build, relevant Kconfig and Makefile must be changed as
following:

$ vi linux-at9l/drivers/staging/Kconfig
Add the following:

source "drivers/staging/wilcsbridge/Kconfig"
$ vi linux-at91/drivers/staging/Makefile

Add the following:

obj-$ (CONFIG WILCSBRIDGE) += wilcsbridge/

To include the wilcsbridge driver in the kernel build, modify the default configuration using the “menuconfig”
parameter in "Device Drivers > staging Driver > Select wilcsbridge SPI/SDIO" and select as modules.

$ make ARCH=arm menuconfig

Save and exit from the menuconfig configuration page.

Modify the Device Tree files for SDIO or SPI for ATWILC1000/ATWILC3000. Modify the files for UART
interface for ATWILC3000 only. Sample Device Tree is based on the SAMA5D4_Xplained Pro board. User
must modify the Device Tree node based on the used MPU. Mainly, the GPIO changes for CHIP_EN and
RESETN pin detials must be added for SPI interface on wilc_sdio node of mmc1 and UART for BLE interface.
For SD/MMC node:

mmcl: mmc@fc000000 {

pinctrl-names = "default";

pinctrl-0 = <&pinctrl mmcl clk cmd datO &pinctrl mmcl datl 3>;
vmmc-supply = <&vcc mmcl reg>;

vgmmc-supply = <&vcc_3v3_reg>;

non-removable;

status = "okay";

wilc sdio@O{

compatible = "microchip,wilcl000", "microchip,wilc3000";
irg-gpios = <&pioC 27 0>;
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reset-gpios = <&pioB 28 0>;
chip en-gpios = <&pioC 30 0>;
status = "okay";

reg = <0>;

bus-width = <4>;

bi

}i

For SPI interface:

spil: spi@fc018000 {

cs-gpios = <&pioB 21 0>;

status = "okay";

wilc spi@O {

compatible = "microchip,wilcl1000", "microchip,wilc3000";
spi-max-frequency = <48000000>;

irg-gpios = <&pioB 26 0>;

reset-gpios = <&pioE 21 0>;

chip en-gpios = <&pioB 27 0>;

reg = <0>;

status = "okay";

}i
bi

For ATWILC3000 BLE UART interface:

usartd: serial@fc010000 {
atmel,use-dma-rx;
atmel, use-dma-tx;
status = "okay";

bi
To build the kernel image and Device Tree binary file .dtb, generate the build using the following commands:

$ make ARCH=arm CROSS COMPILE=..... /arm-linux-gnueabihf- zImage modules dtbs

Kernel build generates the zlmage, at91-sama5d4_xplained.dtb, wilcsridge-sdio.ko, and wilcsbridge-spi.ko
files.

7.2 Flashing Binaries in SAMA5D4 Xplained Pro Board
Perform the following steps to flash binaries in the SAMA5D4 Xplained Pro board:

1.

oW

© N o o

Download the demo binary package from linux4wilc GitHub repository, using the following commands:

$ git clone https://github.com/linux4wilc/wilc demo.git
$ tar -xvf wilc_sama5d4_linux_demo_4.9 kernel.zip
$ cd wilc sama5d4 linux demo 4.9 kernel

Copy the Linux kernel "arch/arm/boot/zImage" and "arch/arm/boot/dts/at91-samab5d4_xplained.dtb" files to
demo binary.

Install the sam-ba 2.18 or 3.2.x version in Windows or Linux platform.

For Linux sam-ba and 32 bit or sam-ba_64 and 64 bit, add the path in the shell script file
"demo_linux_nandflash.sh".

Add the jumper at JP7 and connect to the PC via the USB port at J11.
Reset the board to enter in to "ROMboot" and remove the jumper JP7.
Execute demo_linux_nandflash.bat (for Windows®) or demo_linux_nandflash.sh (for Linux).

After successful flashing, copy the modules "drivers/staging/wilcsbridge/wilcsbridge-sdio.ko" and "drivers/
staging/wilcsbridge/wilcsbridge-spi.ko" based on the used interface.
For more details, refer the ATWILC Linux User Guide.

7.3 Compiling the Sbridge Application

Perform the following steps to compile the Sbridge Application:
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1. Serial Bridge application must be cross compiled against the target device, using the following command:

..... /arm-linux-gnueabihf-gcc -o sbridge app sbridge app.c

Note: ARM GCC compiler must be same as the compiler which is used for Linux kernel compilation.
2. Export the ARM GCC compiler path or provide the absolute path

Output Modules

The following are the list of output modules:
1. wilcsbridge-spi.ko, for SPI interface.
2. wilcsbridge-sdio.ko, for SDIO interface.
3. sbridge_app, for serial bridge application with MAC address read/write feature.

Steps to Run Serial Bridge Application to Connect with MCHPRT2 Tool using SPI
Interface

The following are the list of steps to run Serial Bridge application to connect with MCHPRT2 tool using SPI interface:

1. Enter insmod wilcsbridge-spi.ko

2. Navigateto ./sbridge app spi 230400 ttyS5

3. Connect the FTDI cable with SAMA5D4 EXT2 pin 11 (Tx) and pin 12 (Rx).
4. Runthe MCHPRT2 tool and follow the user guide to run the tool.

Steps to Run Serial Bridge Application to Connect with MCHPRT2 Tool using
SDIO Interface

The following are the list of steps to run Serial Bridge application to connect with MCHPRT2 tool using SDIO
interface:
1. Enter insmod wilcsbridge-sdio.ko

2. Navigateto . /sbridge app sdio 230400 ttyS5 > interface and set the sdio, buadrate - 230400, usrt
console - ttyS5 with RECORDER_MODE macro enabled.

3. Connect the FTDI cable with SAMA5D4 EXT2 pin 11 (Tx) and pin 12 (Rx).
4. Run the MCHPRT2 tool and follow the user guide to run the tool.

Steps to Run Serial Bridge Application to Connect with HCI Tool for ATWILC3000
BLE UART Interface
The following are the list of steps to run Serial Bridge application to connect with HCI tool for ATWILC3000 BLE
UART interface:

1. Enter insmod wilcsbridge-sdio.ko / insmod wilcsbridge-spi.ko

2. Navigateto ./sbridge app uart 230400 ttyS5 ttyS2 > interface and set the sdio, buadrate -
230400, usrt console - ttyS5 with RECORDER_MODE macro enabled.

3. Connect the FTDI cable with SAMA5D4 EXT2 pin 11 (Tx) and pin 12 (Rx) for Sbridge connection.

4. Connect the ATWILC3000 BLE TX pin to SAMA5D4 UART4 Rx pin (SAMA5D4 Xplained Pro board J19 pin 1 -
PE27).

5.  Connect the ATWILC3000 BLE RX pin to SAMA5D4 UART4 Tx pin (SAMA5D4 Xplained Pro board J19 pin 2 -
PE26).

6. Run the HCI_COMMAND tool and follow the user guide to run the tool.
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7.8 Steps to Run MAC Read/Write using Sbridge Application
The following are the list of steps to run MAC Read/Write using Sbridge application:
1. Load the provided driver module in the package (wilcsbridge-spi.ko) using the following command:
insmod wilcsbridge-spi.ko
2. To run the application file, the following four parameters are required:
— Protocol (valid argument:spi)

— Serial console baud rate (valid argument:115200)
— ttyS5

Note: This parameter does not have impact on this application. This is used for compatibility with Serial
Bridge application, which can be merged with this application in the future.

To enter the MAC address write mode followed by hex value MAC address "mac" string is used (valid
argument:6 bytes of hexadecimal number) as following:

./sbridge app spi 230400 ttyS5 mac f8f005f431f2

7.9 UART Configuration for Serial Bridge Application

In SAMA5D4 Xplained Pro board, UARTO is used for Serial Bridge communication. By default UARTO is disabled.
Enable the UARTO in Device Tree .dtsi file.

For the UARTO "/dev/ttyS5" device is created in the Serial Bridge application. This is also used to transmit and
receive the data from the GUI tool.
Note: For other MPU's use any available UART and respective "/dev/ttyxx" device.

7.10 Pin Configuration for SAMA5D4 with ATWILC1000 SPI Interface

The Linux Serial Bridge driver acts as a reference to the SAMA5D4 Xplained pro board. EXT1 header pin
configuration is used for SPI interface, Rest, Chip_En, and IRQ.

Table 7-1. Pin Configuration for SAMA5D4 with ATWILC1000 SPI Interface

SPI MISO 17 pin

SPI MOSI 16 pin

SPI SCK 18 pin

SPI SS 15 pin

RESET 5 pin

CHIP_EN 10 pin

IRQ 9 pin (optional for Serial bridge application)

Note: The SPI interface pins are configured using Device Tree of the Linux kernel. The RESET and CHIP_EN pins
are configured in the "wilc_spi.c" driver itself using GPIO numbers.

7.1 Test Procedure
1. Flash the Linux kernel image in to the SAMA5D4 MPU. For more details, refer ATWILC Linux User Guide.
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2. Connect the ATWILC1000 SPI interface board to EXT1 or SD board to SDIO interface connector.

3. Connect the FTDI cable Rx - Yellow (ET2 header - pin 12) and Tx - Orange (ET2 header - pin 11) and
Windows PC for GUI tool communication.

4. Follow the MCHPRT2 user guide for production and validation.
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The Microchip Web Site

Microchip provides online support via our web site at http://www.microchip.com/. This web site is used as a means to
make files and information easily available to customers. Accessible by using your favorite Internet browser, the web
site contains the following information:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQ), technical support requests, online discussion
groups, Microchip consultant program member listing

» Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Customer Change Notification Service

Microchip’s customer notification service helps keep customers current on Microchip products. Subscribers will
receive e-mail notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, access the Microchip web site at http://www.microchip.com/. Under “Support”, click on “Customer Change
Notification” and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative
* Local Sales Office
* Field Application Engineer (FAE)
» Technical Support
Customers should contact their distributor, representative or Field Application Engineer (FAE) for support. Local sales

offices are also available to help customers. A listing of sales offices and locations is included in the back of this
document.

Technical support is available through the web site at: http://www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

* Microchip products meet the specification contained in their particular Microchip Data Sheet.

* Microchip believes that its family of products is one of the most secure families of its kind on the market today,
when used in the intended manner and under normal conditions.

» There are dishonest and possibly illegal methods used to breach the code protection feature. All of these
methods, to our knowledge, require using the Microchip products in a manner outside the operating
specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is engaged in theft of
intellectual property.

» Microchip is willing to work with the customer who is concerned about the integrity of their code.

» Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code
protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection
features of our products. Attempts to break Microchip’s code protection feature may be a violation of the Digital
Millennium Copyright Act. If such acts allow unauthorized access to your software or other copyrighted work, you
may have a right to sue for relief under that Act.
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Legal Notice

Information contained in this publication regarding device applications and the like is provided only for your
convenience and may be superseded by updates. It is your responsibility to ensure that your application meets with
your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND WHETHER
EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY OR OTHERWISE, RELATED TO THE INFORMATION,
INCLUDING BUT NOT LIMITED TO ITS CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR
FITNESS FOR PURPOSE. Microchip disclaims all liability arising from this information and its use. Use of Microchip
devices in life support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting from such
use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual property rights unless
otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, AnyRate, AVR, AVR logo, AVR Freaks, BitCloud, chipKIT, chipKIT
logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, Heldo, JukeBlox, KeelLoq, Kleer, LANCheck, LINK MD,
maXStylus, maXTouch, MediaLB, megaAVR, MOST, MOST logo, MPLAB, OptoLyzer, PIC, picoPower, PICSTART,
PIC32 logo, Prochip Designer, QTouch, SAM-BA, SpyNIC, SST, SST Logo, SuperFlash, tinyAVR, UNI/O, and
XMEGA are registered trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

ClockWorks, The Embedded Control Solutions Company, EtherSynch, Hyper Speed Control, HyperLight Load,
IntelliMOS, mTouch, Precision Edge, and Quiet-Wire are registered trademarks of Microchip Technology Incorporated
in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, BodyCom, CodeGuard,
CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController, dsPICDEM, dsPICDEM.net, Dynamic
Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial Programming, ICSP, INICnet, Inter-Chip Connectivity,
JitterBlocker, KleerNet, KleerNet logo, memBrain, Mindi, MiWi, motorBench, MPASM, MPF, MPLAB Certified logo,
MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient Code Generation, PICDEM, PICDEM.net, PICkit, PICtail,
PowerSmart, PureSilicon, QMatrix, REAL ICE, Ripple Blocker, SAM-ICE, Serial Quad 1/0, SMART-L.S., SQl,
SuperSwitcher, SuperSwitcher Il, Total Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock,
Wireless DNA, and ZENA are trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.
Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany || GmbH & Co. KG, a subsidiary of Microchip
Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2018, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.
ISBN: 978-1-5224-5892-0

Quality Management System Certified by DNV

ISO/TS 16949

Microchip received ISO/TS-16949:2009 certification for its worldwide headquarters, design and wafer fabrication
facilities in Chandler and Tempe, Arizona; Gresham, Oregon and design centers in California and India. The
Company’s quality system processes and procedures are for its PIC® MCUs and dsPIC® DSCs, KEELOQ® code
hopping devices, Serial EEPROMs, microperipherals, nonvolatile memory and analog products. In addition,
Microchip’s quality system for the design and manufacture of development systems is ISO 9001:2000 certified.

© 2020 Microchip Technology Inc. Application Note DS-00003397AA-page 36



MICROCHIP

Worldwide Sales and Service

AMERICAS ASIA/PACIFIC ASIA/PACIFIC B

Corporate Office
2355 West Chandler Blvd.
Chandler, AZ 85224-6199
Tel: 480-792-7200
Fax: 480-792-7277
Technical Support:
http://www.microchip.com/
support

Web Address:
www.microchip.com
Atlanta

Duluth, GA

Tel: 678-957-9614
Fax: 678-957-1455
Austin, TX

Tel: 512-257-3370
Boston
Westborough, MA
Tel: 774-760-0087
Fax: 774-760-0088
Chicago

Itasca, IL

Tel: 630-285-0071
Fax: 630-285-0075
Dallas

Addison, TX

Tel: 972-818-7423
Fax: 972-818-2924
Detroit

Novi, Ml

Tel: 248-848-4000
Houston, TX

Tel: 281-894-5983
Indianapolis
Noblesville, IN

Tel: 317-773-8323
Fax: 317-773-5453
Tel: 317-536-2380
Los Angeles
Mission Viejo, CA
Tel: 949-462-9523
Fax: 949-462-9608
Tel: 951-273-7800
Raleigh, NC

Tel: 919-844-7510
New York, NY

Tel: 631-435-6000
San Jose, CA

Tel: 408-735-9110
Tel: 408-436-4270
Canada - Toronto
Tel: 905-695-1980
Fax: 905-695-2078

© 2020 Microchip Technology Inc.

Australia - Sydney
Tel: 61-2-9868-6733
China - Beijing

Tel: 86-10-8569-7000
China - Chengdu

Tel: 86-28-8665-5511
China - Chongqing
Tel: 86-23-8980-9588
China - Dongguan
Tel: 86-769-8702-9880
China - Guangzhou
Tel: 86-20-8755-8029
China - Hangzhou
Tel: 86-571-8792-8115
China - Hong Kong SAR
Tel: 852-2943-5100
China - Nanjing

Tel: 86-25-8473-2460
China - Qingdao

Tel: 86-532-8502-7355
China - Shanghai

Tel: 86-21-3326-8000
China - Shenyang
Tel: 86-24-2334-2829
China - Shenzhen
Tel: 86-755-8864-2200
China - Suzhou

Tel: 86-186-6233-1526
China - Wuhan

Tel: 86-27-5980-5300
China - Xian

Tel: 86-29-8833-7252
China - Xiamen

Tel: 86-592-2388138
China - Zhuhai

Tel: 86-756-3210040

India - Bangalore
Tel: 91-80-3090-4444
India - New Delhi
Tel: 91-11-4160-8631
India - Pune

Tel: 91-20-4121-0141
Japan - Osaka

Tel: 81-6-6152-7160
Japan - Tokyo

Tel: 81-3-6880- 3770
Korea - Daegu

Tel: 82-53-744-4301
Korea - Seoul

Tel: 82-2-554-7200
Malaysia - Kuala Lumpur
Tel: 60-3-7651-7906
Malaysia - Penang
Tel: 60-4-227-8870
Philippines - Manila
Tel: 63-2-634-9065
Singapore

Tel: 65-6334-8870
Taiwan - Hsin Chu
Tel: 886-3-577-8366
Taiwan - Kaohsiung
Tel: 886-7-213-7830
Taiwan - Taipei

Tel: 886-2-2508-8600
Thailand - Bangkok
Tel: 66-2-694-1351
Vietnam - Ho Chi Minh
Tel: 84-28-5448-2100

Application Note

Austria - Wels

Tel: 43-7242-2244-39
Fax: 43-7242-2244-393
Denmark - Copenhagen
Tel: 45-4450-2828
Fax: 45-4485-2829
Finland - Espoo

Tel: 358-9-4520-820
France - Paris

Tel: 33-1-69-53-63-20
Fax: 33-1-69-30-90-79
Germany - Garching
Tel: 49-8931-9700
Germany - Haan

Tel: 49-2129-3766400
Germany - Heilbronn
Tel: 49-7131-67-3636
Germany - Karlsruhe
Tel: 49-721-625370
Germany - Munich
Tel: 49-89-627-144-0
Fax: 49-89-627-144-44
Germany - Rosenheim
Tel: 49-8031-354-560
Israel - Ra’anana

Tel: 972-9-744-7705
Italy - Milan

Tel: 39-0331-742611
Fax: 39-0331-466781
Italy - Padova

Tel: 39-049-7625286
Netherlands - Drunen
Tel: 31-416-690399
Fax: 31-416-690340
Norway - Trondheim
Tel: 47-72884388
Poland - Warsaw

Tel: 48-22-3325737
Romania - Bucharest
Tel: 40-21-407-87-50
Spain - Madrid

Tel: 34-91-708-08-90
Fax: 34-91-708-08-91
Sweden - Gothenberg
Tel: 46-31-704-60-40
Sweden - Stockholm
Tel: 46-8-5090-4654
UK - Wokingham

Tel: 44-118-921-5800
Fax: 44-118-921-5820

DS-00003397AA-page 37



	Introduction
	Table of Contents
	1. Existing Test Setup
	2. Serial Bridge Test Setup
	2.1. Test PC
	2.2. Host MCU/MPU
	2.3. DUT
	2.4. RF Test Instrument

	3. Test Setup for ATWILC/ATWINC Devices
	3.1. MCU based Serial Bridge Test Setup
	3.1.1. Using ATWILC1000/ATWINC15x0 SPI Interface
	3.1.2. Using ATWILC1000 SDIO Interface
	3.1.3. Using ATWILC3000/ATWINC3400 SPI (Wi-Fi) and BT_UART (BLE) Interface
	3.1.4. Using ATWILC3000 SDIO (Wi-Fi) and UART (BLE) Interface

	3.2. MPU based Serial Bridge Test Setup
	3.2.1. Using ATWILC1000 SPI Interface
	3.2.2. Using ATWILC1000 SDIO Interface
	3.2.3. Using ATWILC3000 SPI Interface
	3.2.4. Using ATWILC3000 SDIO Interface

	3.3. Additional Information – Disabling MSD Mode

	4. Serial Bridge Application Source Code
	4.1. MCU – RTOS based Serial Bridge Application Source Code
	4.2. MPU – Linux based Serial Bridge Application Source Code
	4.3. Serial Bridge for other MCU/MPU

	5. MCHPRT2 (RF Test Tool)
	5.1. Wi-Fi Test using MCHPRT2 Tool and Serial Bridge
	5.1.1. Using MCHPRT2 GUI
	5.1.2. Using MCHPRT2 CLI

	5.2. Bluetooth Low Energy Test using MCHPRT2 Tool and Serial Bridge
	5.2.1. Using HCI Command Tools GUI
	5.2.2. Using HCI Command Tools and CLI


	6. Reference Documentation
	7. Linux Serial Bridge
	7.1. Kernel Compilation with Serial Bridge Driver
	7.2. Flashing Binaries in SAMA5D4 Xplained Pro Board
	7.3. Compiling the Sbridge Application
	7.4. Output Modules
	7.5. Steps to Run Serial Bridge Application to Connect with MCHPRT2 Tool using SPI Interface
	7.6. Steps to Run Serial Bridge Application to Connect with MCHPRT2 Tool using SDIO Interface
	7.7. Steps to Run Serial Bridge Application to Connect with HCI Tool for ATWILC3000 BLE UART Interface
	7.8. Steps to Run MAC Read/Write using Sbridge Application
	7.9. UART Configuration for Serial Bridge Application
	7.10. Pin Configuration for SAMA5D4 with ATWILC1000 SPI Interface
	7.11. Test Procedure

	8. Document Revision History
	The Microchip Web Site
	Customer Change Notification Service
	Customer Support
	Microchip Devices Code Protection Feature
	Legal Notice
	Trademarks
	Quality Management System Certified by DNV
	Worldwide Sales and Service

