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Enhanced ICSP™ Protocol

All dsPIC and PIC24 devices support the In-Circuit Serial Programming™ (ICSP™) protocol for serial
programming of Flash memory. Select devices also support an additional protocol known as Enhanced ICSP,
where a programming firmware runs from a special region in program memory, known as executive memory,
to facilitate more efficient programming. This firmware is called the Programming Executive (PE).

Refer to the respective device's programming specification to determine whether Enhanced ICSP is supported
as well as details of ICSP and Enhanced ICSP (if applicable) protocols for that device.
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1. The Programming Executive File
The PE is stored in a .hex file format with the naming convention:

RIPE_[Number][Letter (optional)]_[Revision number].hex

The device's executive memory must be programmed with the code in this hex file that uses ICSP
before Enhanced ICSP can be used.

1.1 Understanding Programming Executive Version
Each supported device has only one compatible PE with the version indicated in the hex file name.

The PE version consists of both the number and the letter, if a letter is present. The revision number
is separate from the PE version.

For example: RIPE_23 is used for most dsPIC33C family devices, however, RIPE_23a and RIPE_23s
are distinct PE versions, used for specific dsPIC33CK and dsPIC33CH devices, respectively. A file
name of RIPE_23_000003.hex indicates revision 3 of RIPE_23.
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2. Usage of the Programming Executive

The PE is used by Microchip development tools to implement the Enhanced ICSP protocol for
supported devices in a manner that is transparent to the user.

To implement the Enhanced ICSP protocol without use of a Microchip development tool, a user will
need to obtain and use the correct PE for the respective device.

2.1 Implementing the Enhanced ICSP Protocol

In order to use Enhanced ICSP with a particular device, the regular ICSP protocol must first be
implemented according to the device's Flash programming specification. Once ICSP has been
used to program the device's PE into executive memory, Enhanced ICSP may be used for device
programming.

Some memory locations, including executive memory, may be restricted to being programmed by
using ICSP only. Refer to the device's programming specification for any device-specific details on
ICSP and Enhanced ICSP protocols.
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3.2

Finding a Programming Executive

PE Version Mapping Spreadsheet

A spreadsheet containing the correspondence between the device name and the PE version is
available here:

microchip-pic-avr-solutions.github.io/dspic-pic24-ripe-file-documentation/

The device name is in the left column, and the PE version number is in the right column.
Figure 3-1. Device Name Spreadsheet Example

dsPIC33CK256MP502  RIPE_23
dsPIC33CK256MP303  RIPE_23
dsPIC33CK256MP305  RIPE_23
dsPIC33CK256MP306  RIPE_23
dsPIC33CK256MP5H08 .|RI PE_23
dsPIC33CK256MPE0S  RIPE_23
dsPIC33CK256MPE0E  RIPE_23
dsPIC33CK256MPG0E  RIPE_23

For example, if the device is dsPIC33CK256MP508, RIPE_23 is the corresponding PE version.
PE Files in a Tool Pack

Any tool pack contains the PEs for all supported devices in its firmware directory. Tool packs are
found either in a local packs directory or within an MPLAB® X installation folder.

For example, the path to the firmware directory may resemble the following:
C:\Users\Microchip\.mchp_packs\Microchip\ICD5_TP\2.5.367\firmware

Or:
C:\Program Files\Microchip\MPLABX\v6.20\packs\Microchip\ICD5_TP\2.3.304\firmware

The pack directory would look like the following:
Figure 3-2. Pack Directory

<« v » ThisPC » Windows (T} » Users » C68555 » .mchp_packs » Microchip » ICD5_TP » 2.5.367 v O

" MName Date modified Type Size

File folder
XML File 384 KB
PDSC File ZTKB

firmware
Q’ device_supportxml
| Microchip./CD5_TP.pdsc

From there, open the firmware subdirectory and the .hex files starting with “RIPE_" are the PEs with
file names indicating the version numbers:
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https://microchip-pic-avr-solutions.github.io/dspic-pic24-ripe-file-documentation/

Figure 3-3. Firmware Subdirectory

« v s ThisPC » Windows (C:) » Users » CB8335 » .mchp_packs » Microchip » ICD5_TP » 25367 » firmware v O
~
2 MName Date modified Type Size
| | RIFE_lba_uZuia4.hex Y 2AG 1Y AM HEA Flle 2 KB
|| RIPE_17a_000050.hex A HEX File 13 KB
| | RIPE_17b_000050.hex W HEX File 13 KB
| | RIPE_17¢_000051.hex AM HEX File 10 KB
|| RIPE_18a_000005.hex A HEX File 12 KB
|| RIPE_18b_0000DS. hex A HEX File 12 KB
|| RIPE_18¢_000005.hex A HEX File 12 KB
|| RIPE_18d_0D00DS. hex A HEX File 10 KB
|| RIPE_20_030505.hex A HEX File 6 KB
| | RIPE_20a_000510.hex A HEX File TKB
| | RIPE_20b_000510.hex A HEX File TKB
| | RIPE_23_000003.hex Vi HEX File 11 KB
| | RIPE_23a_000003.hex A HEX File 10 KB
|| RIPE_23s_000002.hex A HEX File 10 KB
|| RIPE_25_000312.hex A HEX File 10 KB
| | RIPE_26_0342.hex A HEX File 32 KB
| | RIPE_262_0003.hex A HEX File 32 KB
| | RIPE_26b_0003.hex A HEX File 29KB
| | RIPE_26¢_0002.hex A HEX File 32KB
|| RIPE_27_000036.hex M HEX File 34 KB

Continuing with the above example of dsPIC33CK256MP508 device, RIPE_23's hex file is highlighted.

The PE versions and revisions contained in a given tool pack will be the latest at the time the tool
pack was made. The spreadsheet link noted in 3.1 PE Version Mapping Spreadsheet indicates which
PE version to use for a particular device.

3.3 Device Families that Do Not Support Enhanced ICSP

If the device does not support Enhanced ICSP, a PE is not needed. In general, if the device-specific
programming specification does not refer to Enhanced ICSP, it is not supported, however, you may
also refer to the following list:

dsPIC30 Device Families
Enhanced ICSP is not supported for these devices.

PIC24F K Device Families
Enhanced ICSP is not supported for these devices.

Certain dsPIC33FJ Device Families
Some dsPIC33F devices do not support Enhanced ICSP.

Refer to the specific device's Flash programming specification to determine if Enhanced ICSP is
supported.

dsPIC33CH PRAM-based Secondary Cores

PRAM-based secondary cores of dsPIC33CH devices (for example, dsPIC33CH128MP508S1) do not
support Enhanced ICSP programming.

The PRAM program memory is volatile and the intended end usage is for the main core to load
the secondary core’'s PRAM, so ICSP is generally only useful for these cores as part of specific
development and debugging flows.

Flash-based dsPIC33CH main and secondary cores support Enhanced ICSP programming. Refer to
the specific device data sheet to determine if the secondary core uses Flash or PRAM.
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dsPIC33A Device Families

For dsPIC33A devices, the ICSP protocol has been enhanced significantly to improve its

programming performance comparably to the Enhanced ICSP on previous devices. Therefore,
Enhanced ICSP is not supported.
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Microchip Information

Trademarks

The “Microchip” name and logo, the “M" logo, and other names, logos, and brands are registered
and unregistered trademarks of Microchip Technology Incorporated or its affiliates and/or
subsidiaries in the United States and/or other countries (“Microchip Trademarks"). Information
regarding Microchip Trademarks can be found at https://www.microchip.com/en-us/about/legal-
information/microchip-trademarks.

ISBN: 978-1-6683-0392-4

Legal Notice

This publication and the information herein may be used only with Microchip products, including

to design, test, and integrate Microchip products with your application. Use of this information

in any other manner violates these terms. Information regarding device applications is provided
only for your convenience and may be superseded by updates. It is your responsibility to ensure
that your application meets with your specifications. Contact your local Microchip sales office for
additional support or, obtain additional support at www.microchip.com/en-us/support/design-help/
client-support-services.

THIS INFORMATION IS PROVIDED BY MICROCHIP “AS IS”. MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY

OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR
PURPOSE, OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, OR
CONSEQUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR

ITS USE WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO
MICROCHIP FOR THE INFORMATION.

Use of Microchip devices in life support and/or safety applications is entirely at the buyer’s risk,

and the buyer agrees to defend, indemnify and hold harmless Microchip from any and all damages,
claims, suits, or expenses resulting from such use. No licenses are conveyed, implicitly or otherwise,
under any Microchip intellectual property rights unless otherwise stated.

Microchip Devices Code Protection Feature
Note the following details of the code protection feature on Microchip products:

+ Microchip products meet the specifications contained in their particular Microchip Data Sheet.

« Microchip believes that its family of products is secure when used in the intended manner, within
operating specifications, and under normal conditions.

« Microchip values and aggressively protects its intellectual property rights. Attempts to breach the
code protection features of Microchip products are strictly prohibited and may violate the Digital
Millennium Copyright Act.

+ Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its
code. Code protection does not mean that we are guaranteeing the product is “unbreakable”.
Code protection is constantly evolving. Microchip is committed to continuously improving the
code protection features of our products.
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