MICROCHIP AN4307
BM78 EEPROM Upgrade Protocol

Introduction

The BM78 module is a fully certified, embedded 2.4 GHz Bluetooth® Low Energy wireless module with Basic Rate
(BR) and Enhanced Data Rate (EDR) features. This application note provides the details about the list of procedures
and data formats to conduct the EEPROM upgrade.
The BM78 module includes the following components:

* On-board Bluetooth stack

* Power management subsystem

* 2.4 GHz transceiver

» Radio Frequency (RF) power amplifier
The user can use the BM78 module to embed the Bluetooth functionality into any application. The EEPROM

settings configure the behavior of the BM78 firmware, and the external host Microcontroller Unit (MCU) upgrades the
EEPROM settings.
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Quick References

Quick References

Reference Documentation
For further details, refer to the following:
* Bluetooth Core Specification v5.2 (Core_v5.2)

Software Requirements
Note: For the following software tools and firmware files, refer to the www.microchip.com/BM78.
- 151678 Ul Tool

Acronyms and Abbreviations
Table 1-1. Acronyms and Abbreviations

BDR Basic Data Rate
BLE Bluetooth Low Energy
BR Basic Rate
EDR Enhanced Data Rate
OCF OpCode Command Field
OGF OpCode Group Field
RF Radio Frequency
MCU Microcontroller Unit
Core_v5.2 Bluetooth Core Specification v5.2
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BM78 Module Overview

The EEPROM configuration memory stores the EEPROM settings, and the EEPROM settings configure the BM78
module firmware behavior. The IS1678 Ul tool allows users to edit the configurable EEPROM setting and generates
the output as a structured text file. The 1IS1678 Ul tool also allows users to download the structured text file into

the EEPROM memory. In addition to the 1IS1678 Ul tool, the host MCU can also upgrade the EEPROM settings.
With either the 1S1678 Ul tool or with the host MCU, the EEPROM upgrade procedure uses the same protocol as
described in the following sections.

EEPROM Programming Process

The following figure illustrates the steps to follow to perform any EEPROM programming operation with respect to the
protocols.
Figure 2-1. Overview of EEPROM Programming Process
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The following are the steps in the EEPROM programming process:

* In Test Mode (Flash Variant) — Set the BM78 module into the Test (Write EEPROM) mode. Set the pin P2_0
to ON and the pin P2_4/EAN to the OFF state to enter the Memory Programming mode, and, then, initiate a
hardware reset using the RESET pin. The following table provides details about the BM78 Evaluation Board
(EVB) mode switch positions. For more details, refer to the BM78 Evaluation Board (EVB) User’s Guide
(DS70005246A).

» Connect to EEPROM — Send the HCI Reset command to the BM78 module to activate the EEPROM read/
write operation, and, then, send the HCI EEPROM PAGE WRITE NUM command to set the EEPROM parameter.

+ EEPROM Read/Write Operations — Use the HCI_EEPROM WRITE command for the EEPROM setting update,
and use the HCI E2PROM READ to read back the EEPROM setting for verification.

» Disconnect from EEPROM — The host MCU sets the BM78 module into the Application mode using the pins
P2 0 and P2_4/EAN. Set the pins P2_0 to ON and P2_4/EAN to the OFF state, and, then, initiate a hardware
reset using the RESET pin. The following table provides details about the BM78 Evaluation Board (EVB) mode
switch positions. For more details, refer to the BM78 Evaluation Board (EVB) User’s Guide (DS70005246A).

Table 2-1. BM78 Evaluation Board (EVB) Mode Switch Positions

Switch Pin Definition

Positions 1/P2_0 2IP2_4 3/EAN

Flash Write Flash ON ON ON
ROM Test (Write EEPROM) ON OFF ON
Application (default) OFF OFF ON
Flash Test (Write EEPROM) ON OFF OFF
Application (default) OFF OFF OFF
© 2021 Microchip Technology Inc. Application Note DS00004307A-page 5
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EEPROM Operation Command and EEPROM Operation Event

The EEPROM operation command is packed into the HCI command packet, and the E2PROM operation event is
packed into the HCI event packet. For more details, see the following table from Bluetooth Core Specification v5.2
(Core_v5.2).

Table 3-1. HCI Packet Indicators

HCI Packet Type HCI Packet Indicator

HCI command packet 0x01
HCI ACL data packet 0x02
HCI synchronous data packet 0x03
HCI event packet 0x04
HCI ISO data packet 0x05

The EEPROM command packet always starts with 0x01. The following figure illustrates the rest of the HCI command
from the Core_v5.2. The OpCode has a 16-bit length, where the OpCode Command Field (OCF) combines each
OpCode in the lower 10 bits and the OpCode Group Field (OGF) in the upper 6 bits.

Note: This application note defines the OpCode for the EEPROM operation.
Figure 3-1. HCI Command Packet

0 4 8 12 16 20 24 28 31
OpCode Parameter Total Parameter 0
OCF | OGF Length
Parameter 1 Parameter ...
[
®
L
Parameter N-1 Parameter N

The EEPROM event packet always starts with 0x04. The following figure illustrates the E2PROM event = 0x04, along
with the rest of the HCI event packet from the Core_v5.2.

Figure 3-2. HCI Event Packet
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The EEPROM event is packed in the HCI Command Complete event with the event code set to OxOE. For more
details, refer to Section 7.7.14 from the Bluetooth Core Specification v5.2.

Table 3-2. HCI Command Complete Event

HCI Command Complete 0x0E * Num HCI Command Packets
* Command Opcode

* Return Parameters

HCI_Reset Command and Event

Use the HCI Reset command to enable the EEPROM operation. The OGF is 0x03 and the OCF is 0x03, so the HCI
OpCode is 0x0C03. For more details, refer to the Bluetooth Core Specification v5.2.

Table 3-3. HCI Reset Command

Command Parameters Return Parameters

HCI Reset 0x0003 Status

* Example data — The HCI Reset command
— 0x01 — HCI command packet
— 0x03 0x0C — OpCode 0x0CO03 is sent in little endian as 0x03 and 0x0C
— 0x00 — The HCI Reset packet has no parameter, so the length field is set to 0x00

Figure 3-3. Example of HCI_Reset Command

0x01 | 0<03 | 0x0C | 0x00_

+ Example data — The event to HCI_Reset
— 0x04 — HCI event packet
— OxOE — Command complete event of HCI event
— 0x04 — Total 4 bytes of parameter appended
— 0x01 0x03 0x0C — The processed HCI command
— 0x00 — Indicate a success

Figure 3-4. Event to HCI_Reset Command

0x04 | OxOE 0x04 0x01 0x03 0x0C 0x00
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HCI_EEPROM_WRITE_NUMBER Command and Event

Use the HCI EEPROM WRITE NUMBER command to specify the size of the EEPROM write operation. The OCF is
0x2D and the HCI OpCode is OxFC2D.

* Page Write Number — For the BM78 module, the Page Write Number parameter is fixed as 0x08 and
takes 1 byte.

Table 3-4. HCI_EEPROM Page Write_ Number Command

Command Parameters Return Parameters

HCI EEPROM Page Write Numbe
r 0x2D | Page Write Number Status

Use the HCI EEPROM Page Write Number command to set the number of EEPROM page write.

Page Write Number Size — 1 byte
Value Parameter Description
OxXX For the BM78 module, the supported number of EEPROM page write

Atmel — 8 bytes

ISSI — 16 bytes

A-plus — 8 bytes

Status Size — 1 byte
Value Parameter Description

0x00 HCI EEPROM Page Write Number command succeeded

0x01-0xFF HCI EEPROM Page Write Number command failed

* Example data— The HCI_EEPROM WRITE NUMBER command

0x01 — HCI command packet

0x2D 0xFC — OpCode 0xFC2D is sent in a little endian as 0x2D 0xFC
0x01 — The parameter length

0x08 — The write number is 0x08 for the BM78 module

Figure 3-5. Example of Data HCI_EEPROM WRITE_NUMBER Command

00T | 02D | OKFC | 001 | 008

* Example data — Event to the HCI EEPROM WRITE NUMBER command
— 0x04 — HCI event packet
— OxOE — Command complete event of HCI event
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— 0x04 — Total 4 bytes of parameter appended

— 0x01 0x2D 0xFC — The processed HCI command

— 0x00 - Indicate a success

Figure 3-6. Event of HCI_EEPROM WRITE NUMBER Command

002 | OE | 0:04 | 001 | 0xa> | OxFC | 000 |

HCI_EEPROM_WRITE Command and

Event

Use the HCI EEPROM WRITE command to write data into the EEPROM location specified by the Start Address
parameter. The OCF is 0x27 and the HCI OpCode is OxFC27.

* Start Address — Indicates the start address of the EEPROM record and takes 2 bytes

» Length — Indicates the write length of the EEPROM record and takes 1 byte (approximately ranging from 1 to

240)

» Data — Indicates the data of the EEPROM record and takes Length bytes

Table 3-5. HCI_EEPROM Write Command

Command Parameters Return Parameters

HCI EEPROM WRITE 0x27 Start Address, Length and Data

Use the HCI EEPROM Write command to write the data into EEPROM.

Start Address

Value Parameter Description

OXXXXX Start writing address

Length

Value Parameter Description

N Length of the data written into EEPROM
N: 1-240

Data

Value Parameter Description

N bytes of the data written to EEPROM

N: 1-240
Status
Value Parameter Description
0x00 HCI EEPROM Write command succeeded

Size — 2 bytes

Size — 1 byte

Size — N byte

Size — 1 byte

© 2021 Microchip Technology Inc.
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........... continued
Command Parameters Return Parameters
0x01-0xFF HCI_EEPROM Write command failed

+ Example data — HCI EEPROM WRITE command
— 0x01 — HCI command packet
— 0x27 OxFC — OpCode 0xFC27 is sent in a little endian as 0x27 OxFC
— 0x06 — The parameter length of the HCI command
— 0x00 0x07 — start_Address of the EEPROM record
— 0x03 — Write the length of the EEPROM record
— 0x04 0x04 0x24 — The data of the EEPROM record

Figure 3-7. Example of HCI_EEPROM WRITE Command

=001 ] 027 | OXFC. | 006 | 000 | Ox07 | O0W03 | 0x04 | Ox04 | 024 |

* Example data — Event to HCI EEPROM WRITE command
— 0x04 — HCI event packet
— OxOE — Command complete event of HCI event
— 0x04 — Total 4 bytes of parameter appended
— 0x01 0x27 OxFC — The processed HCI command
— 0x00 — Indicate a success

Figure 3-8. Event of HCI_EEPROM WRITE Command

HCI_EEPROM_READ Command and Event

Use the HCI EEPROM READ command to read back the data from the EEPROM location specified by
the Start Address parameter. The OCF is 0x29 and the HCI OpCode is 0xFC29. To verify, use the
HCI_EEPROM READ command to read back the EEPROM record after a HCI EEPROM WRITE command.
* Start Address — Indicates the start address of the EEPROM record and takes 2 bytes
* Length — Indicates the read length of the EEPROM record and takes 1 byte (approximately ranging from 1-240)
Data is returned in the command complete event:
» Status — Indicates the operation status and takes 1 byte
* Start Address — Indicates the start address of the EEPROM record and takes 2 bytes

» Length — Indicates the length of the EEPROM record and takes 1 byte (approximately ranging from 1-240)
» Data — Indicates the data of the EEPROM record and takes Length bytes

© 2021 Microchip Technology Inc. Application Note DSOOOO4307A-page 10
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Table 3-6. HCI_EEPROM Read Command

Command Parameters Return Parameters

HCI EEPROM Read

0x29 Start Address and Length Status, Start Address, Length and Data

Use the HCI EEPROM Read command to read the data from EEPROM.

Start Address Size — 2 bytes
Value Parameter Description
OXXXXX Start reading address
Length Size — 1 byte
Value Parameter Description
N Indicates the length of the data to read (in bytes) from EEPROM.
N: 1-240
Status Size — 1 byte
Value Parameter Description
0x00 HCI EEPROM Read command succeeded
0x01-0xFF HCI EEPROM Read command failed. See listing of Error Codes.
Start Address Size — 2 bytes
Value Parameter Description
OXXXXX Start reading address
Length Size — 1 byte
Data Size — N bytes
Value Parameter Description
N bytes of data read from EEPROM
+ Example data— HCI EEPROM READ Command

— 0x01 — HCI command packet

— 0x29 0xFC — OpCode 0xFC29 is sent in a little endian as 0x29 0xFC

— 0x03 — The parameter length of the HCI command

— 0x00 0x07 — Start_Address of the E2PROM record

— 0x03 — Read back the length of the EEPROM record

© 2021 Microchip Technology Inc. Application Note DS00004307A-page 11
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Figure 3-9. Exampe of HCI_EEPROM READ Command

507 | 029 ] OWC ] 003 | 0x00 | 007 ] 003

* Example data — Event to HCI EEPROM_ READ command
— 0x04 — HCI event packet
— OxOE — Command complete event of the HCI event
— OxO0A — Total 10 bytes of parameter appended
— 0x01 0x29 0xFC — The processed HCI command
— 0x00 — Indicate a success
— 0x00 0x07 — start Address of the EEPROM record
— 0x03 — Read back the length of the EEPROM record
— 0x04 0x04 0x24 — Read back data of the EEPROM record

Figure 3-10. Event of HCI_EEPROM READ Command

5504 | OXOE | OXOA] 00T ] 0x29 | OKFC | 0X00 | 0x00 | 0<07 ] 003 | 004 | 004 | 0x24)
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The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

» Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative

* Local Sales Office

» Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip products:

» Microchip products meet the specifications contained in their particular Microchip Data Sheet.

* Microchip believes that its family of products is secure when used in the intended manner, within operating
specifications, and under normal conditions.

» Microchip values and aggressively protects its intellectual property rights. Attempts to breach the code
protection features of Microchip product is strictly prohibited and may violate the Digital Millennium Copyright
Act.

* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code
protection does not mean that we are guaranteeing the product is “unbreakable”. Code protection is constantly
evolving. Microchip is committed to continuously improving the code protection features of our products.

Legal Notice

This publication and the information herein may be used only with Microchip products, including to design, test,

and integrate Microchip products with your application. Use of this information in any other manner violates these
terms. Information regarding device applications is provided only for your convenience and may be superseded

by updates. It is your responsibility to ensure that your application meets with your specifications. Contact your
local Microchip sales office for additional support or, obtain additional support at www.microchip.com/en-us/support/
design-help/client-support-services.
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THIS INFORMATION IS PROVIDED BY MICROCHIP "AS IS". MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY

OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE,
OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, OR
CONSEQUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS USE
WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THE INFORMATION.

Use of Microchip devices in life support and/or safety applications is entirely at the buyer's risk, and the buyer agrees
to defend, indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual property rights
unless otherwise stated.
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Quality Management System

For information regarding Microchip’s Quality Management Systems, please visit www.microchip.com/quality.
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