MICFI@DCHIP PL360G55Cx-EK

Smart Energy: Serial Bootloader User Guide

Introduction

The serial bootloader of the PL360G55Cx-EK boards allows the user to load application binaries in the
SAMG55J19 using one of the serial interfaces available in the boards.

The package contains all necessary sources to modify and compile the embedded serial bootloader,
including the project files for IAR Embedded Workbench®.

Section 1: Overview provides an overview of the serial bootloader and the contents of the package.

Section 2: Installation and Getting Started gives a brief step-by-step description about how to upload a
new firmware application binary.

Appendix A: Bootloader Commands resumes the supported bootloader commands.

Appendix B: How to Flash the Serial Bootloader Binary explains step-by-step how to Flash the bootloader
in the SAMG55J19.

Features

» For PL360G55CB-EK and PL360G55CF-EK Boards
* Firmware Programming over UART and USB Serial Interfaces
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Overview

Overview

The serial bootloader allows the loading of firmware images to a SAMG55J19 device over a serial
connection. It is intended for use with Microchip PLC stacks such as G3 and PRIME, but it also can be
used with other non-PLC applications.

The embedded serial bootloader preprogrammed in the SAMG55J19 receives an image of the application
in binary format (.bin) over one of the serial interfaces and writes it in the application part of the internal
MCU Flash. The host may be a PC or another MCU/MPU.

Figure 1-1. General approach of the Serial Bootloader for SAMG55J19 Programming
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The firmware package provided along with the PL360G55Cx-EK includes a pre-compiled image of the
embedded serial bootloader image.

Supported Platforms and Interfaces
The embedded bootloader is supported on PL360G55CF_EK and PL360G55CB_EK boards.

The embedded bootloader can work with two serial interfaces of the evaluation kit indistinctly: USB and
mikroBUS™ UART.

Package Content and Structure
The firmware package contains:

* The embedded bootloader sources, including

— Source code, configuration and header files

— IAR™ project
* A pre-compiled firmware image of embedded bootloader
- USB driver for Windows®

Table 1-1 describes the different folders related to the root directory of the package:
Table 1-1. Serial Bootloader Files and Directories

o R o

\sam\application\serial bootloader\ Embedded bootloader source code
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Overview
........... continued
Path  Description
\sam\application\serial bootloader\bin\ Pre-compiled firmware image of embedded
bootloader
\sam\application\serial bootloader Embedded bootloader configuration files
\samg55j19 pl360g55cx_ek\
\sam\application\serial bootloader IAR Embedded Workbench project files for
\samg55319 pl360g55cx_ek\iar\ embedded bootloader
\common\services\usb\class\cdc\device\ USB driver for Windows
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Installation and Getting Started

Before using the serial bootloader with a PC host, there are some steps to follow:
1. Unpack the package to a folder on the PC hard drive.

2. Connect the PL360G55Cx-EK board to the PC via one of the serial interfaces supported by the
embedded serial bootloader, UART or USB.

2.1. For a USB interface, the PC could require the installation of a CDC (Communication
Device Class) virtual COM port driver. The package includes an INF file to be used with
Microsoft® Windows versions prior to Windows 10 located in:

\common\services\usb\class\cdc\device\
3. Install a Terminal Emulator PC application (like TeraTerm, for example).

To interact with the embedded serial bootloader from other MCU as host, is it required to implement a
host application which must be able to upload the .bin image following the serial protocol supported by
the embedded firmware.

The PL360G55Cx-EK boards are provided with the embedded serial bootloader pre-programmed in the
Flash memory.

Attention: The use of the jumper ERASE (J3) erases the Flash memory of the SAMG55
microcontroller, including the serial bootloader application.

If the serial embedded bootloader is not present on the SAMG55J19 device, follow the instructions
described in section Appendix B: How to Flash the Serial Bootloader Binary.

Serial Interface Connections

The embedded bootloader can work with the mikroBUS UART and the USB interfaces provided by the
PL360G55Cx-EK board. The pin assignment of the ports is described in the PL360G55Cx-EK user
manual.

Different interfaces and ports can be enabled at the same time. The embedded bootloader scans them
sequentially for the required handshake packets until one is found.

USB Interface

The USB interface is enumerated in the PC as a virtual COM port. The default port configuration is shown
in Table 2-1.

Table 2-1. Default COM Port Settings for Embedded Serial Bootloader Host

Baud Rate 115200

Data Bits 8
Parity None

Stop Bits 1
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....continued

Flow Control None

MikroBUS UART Interface

By default, the embedded serial bootloader supports USART4 peripheral of the SAMG55J19 which is
accessible in the TXD, RXD and GND pins of the mikroBUS connector in the PL360G55Cx-EK boards. It
is the responsibility of the user to ensure a proper connection to the host device.

The COM port settings to use are the same as for the USB interface.

Loading Application Firmware from a PC Host
To program the SAMG55J19 MCU using the serial bootloader, follow these steps:

1.
2.

4.

Short PROG (J2) header with the provided jumper.

Connect the PC to the PL360G55Cx-EK using one of the serial interfaces:

2.1. USB connector of the PL360G55Cx-EK (with the provided USB cable).

2.2. UART pins in the mikroBUS connector of the PL360G55Cx-EK (a USB-UART converter
may be required).

Open the Terminal Emulator software and configure the serial port to which the target is connected

using the parameters detailed in Table 2-1. The USB module of the SAMGS55J19 can negotiate the

baud rate so a different value can be used. By default, the serial bootloader is started in Terminal

mode, so an echo of the received character will be shown in the terminal window automatically;

therefore it is recommended to disable the “local echo” option of the terminal emulator software.

Tera Term: Serial port setup x

Port COMS54 ~
Baud rate:

Data: 8 bit ~ Cancel
Parity: none ~

Stop: 1 bit ~ LIET
Flow control: none ~

Transmit delay

El msecfchar D msecfline

Type # to check the connection with the serial bootloader firmware. If the connection is established
properly, a prompt is shown in the terminal window.

© 2019 Microchip Technology Inc.

User Guide DS50002878A-page 6



PL360G55Cx-EK
Installation and Getting Started

B COM29:115200baud - Tera Term VT — ] »
File Edit Setup Control Window Help

> ~

v

5. The bootloader now is ready to receive commands. For example, type V# in the terminal window to
get the version information of the bootloader firmware. In case of a typing mistake, use character
ESC to re-enter a new command sequence. This is applicable to all commands.

¥ COM29:115200baud - Tera Term VT - [m] x

File Edit Setup Control Window Help
sy ~

v2.2 Mar 20 2019 09:18:54

>

v

6. To load the application firmware to the SAMG55J19 device, use command s. It requires two
parameters:

— RAM address (in hexadecimal format) of a temporal buffer (64 KBytes) to handle the loading
process.

— The size of the application binary file in bytes (in hexadecimal format).

In the example, the buffer is located in the position 0x20010000 (the RAM memory of the
SAMG55J19 starts at 0x20000000).

The size of the application binary file used in this example is 152658 bytes (0x25452).

Type s20010000, 25452# in your terminal window. The prompt automatically goes down to the
next line signaling that it is waiting for the file transfer process.
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¥ COMZ29:115200baud - Tera Term VT - [m] x
File Edit Setup Control Window Help
>VH# ~

v2.2 Mar 20 2019 09:18:54

>520010000,25452#

7. Send the application binary file to the SAMG55J19 in binary format.

B COM29:115200baud - Tera Term VT - o X
Lile Edit Setup Control WindoWwy Tors Term: send file x [
>V# N ~
Lockin: | | Bxe Y@ 3 = mE-
v2.2 Mar 20 2019 09:18:54 =
Narme Date modified 5
520010000, 254524 | | apps_phy_tester_tool_flash.bin 20/03/201910:23 Bl
|| apps_phy_tester_tool_flash.out 20/03/2018 10:21 0
<€ >
Fie name:  [apps_phy_tester_tool_flash | [open
Files of type: | All(*%) ~ Cancel
Help
L4
For using the UART interface, it is required to select XMODEM-CRC protocol to transfer the binary
file:
L COMI3:115200baud - Tera Term VT - o X
File Edit Setup Control Window Help
New connection... AlteN ~
Duplicate session Alt+D
Cygwin connection  Alt+G
Log..
Comment to Log...
View Log
Show Log dialeg...
Send file...
Transfer > Kermit > |
SSH 5CP... XMODEM > Receive...
Change directory... YMODEM > Send..
Replay Log... ZMODEM >
TTY Record LI g
TV Replay Quick-VAN >
Print... Alt+P
v
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& COM13:115200baud - Tera Term VT X
Eile Edit Setup Control Window Help
id ¥ Tera Term: XMODEM Send b 2
PV# Look n: [ |} Exe V@2 e Er
V2.2 Mar 20 208 . - Date modified b
>520010000,254Y || 3pps phy tester tool flash.bin 20/03/2019 10:23 Bl
] apps._phy tester tool flash.aut 200320191021 O
< >
Fiename:  [apps_phy_tester_tool_flash | [ open |
Files of type: | Al ~ Cancel
Help
Option
(O Checksum (@ CrRC Ok
8. When the upload process is complete, the prompt appears again.
9. Type command G# in the terminal window to start the application.
B COM29:9600baud - Tera Term YT *

Eile Edit Setup Control Window Help

>V#

V2.2 Mar 20 2019 09:18:54
>520010000,25452#

e

v

10. If the loaded application is running in the SAMG55J19, remove the jumper PROG (J2) and reset

the board.
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Appendix A: Bootloader Commands

The command interpreter allows the host to send or receive data to/from the target. The supported
bootloader mnemonics commands (case sensitive) are given in the table below:

Table 3-1. Bootloader Commands

Conrang o et e

Set Normal Mode No argument

T Set Terminal Mode No argument T#

o] Read a byte Address,# 0200001,#

h Read a half word Address,# h200002,#

w Read a word Address, # w200000,#

S Send a file Address, # S200000,#

R Receive a file Address,NbOfBytes# R200000,1234#
G Go No argument G#

V Display version No argument V#

For example, to read the Chip ID register which is located in the memory address 0x400EQ0740:

B COM29:115200baud - Tera Term VT — [m] ®
File Edit Setup Control Window Help
>w400e0740,# ~

0x24570AE1

-1
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Appendix B: How to Flash the Serial Bootloader Binary

If the serial embedded bootloader is not present in the SAMG55J19 device or it needs to be upgraded,
connect a JTAG adapter (for example, Atmel-ICE or SAM-ICE™) to the JTAG connector (J7) in the
PL360G55Cx-EK board and then program the SAMG55J19 with the binary image (.bin) of the embedded
bootloader via the JTAG interface.

Attention: To use the ARM® Multi-ICE or Atmel SAM-ICE, a JTAG adapter for 20 to 10 pins is
necessary.

The pre-compiled binary image of the embedded serial bootloader included in the firmware package is
located in the folder:

\sam\application\serial bootloader\bin\

To Flash the bootloader binary using an Atmel-ICE and Atmel Studio 7, follow these steps:
1. Connect Atmel-ICE to the JTAG interface of the PL360G55Cx-EK board and power up the board.

2. Launch Atmel Studio 7 and open the Device Programming window (Menu Tools/Device
Programming).

3. Inthe comboxes, select the tool Atmel-ICE, device ATSAMG55J19 and interface JTAG. The
communication with the microcontroller can be checked reading the device signature.

Atmel-ICE (}41800104977) - Device Pregramming ? x

Tool Device Interface Device signature Target Voltage

|Atmel-\CE" ATSAMGSSHS v |JTAG - 33V %3

0:245T0AET

Interface settings JTAG Clock

Tool information 7.5 MHz
Device information

Memories JTAG Daisy chain settings

GPMNYM Bits [] Target device is part of a JTAG daisy chain

Lock bits List all chained devices below. The first line represents the device with TDO connected to the tool
Sacmriny Description IR Length

Reading device ID...OK

[+] Reading device ID..OK

4. In the Memories tab, select the binary file of the serial bootloader to Flash and press the Program
button.
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Atmel-ICE (J41800104977) - Device Programming ? x
Tool Device Interface Device signature Target Voltage
Amel-ICE ~| ATSAMGSSNS  + |JTAG ~ | [Apply|  0x24570AE1 33V @
Interface settings Device
Tool information Erase, Chip
Device informaticn Flash (512 KB)
Memories CASoftware\G3_v1.4.0\sam\applications\serial_bootloader\bin\serial_bootloader_flash.bin v El
GPNVM Bit: Erase Flash before programming
= [s#] Verify Flash after programming Lngram | ‘ ey | ‘ ReadS |
zilys (%) Advanced
Security

Starting operation read registers.
Reading register GPNVMEBITS...OK
Read registers...0K

B Read registers..OK

Close

5. Inthe GPNVM Bits tab, enable the check of the bit GPNVMBITS.BOOT_MODE and press the

Program button.

Atmel-ICE (}412800104977) - Device Programming ? x
Tool Device Interface Device signature Target Voltage
Atmel-ICE ~ ATSAMGSSN9 v |JTAG ~ [Apply|  Dx24570AF1 33V @
Interface settings GPNVM Bit Value
(%) GPNVMBITS.BOOT_MODE
Tool information
Device information
Memories
GPNVM Bits
Lock bits
Register Value
S GENVMEBITS  [0x02
C to clipboard
Auto read il
Verify after programming lﬂl Read
SLATLINY UPErSLIOI WILE TEgISLErS
Writing register GPNVMBITS...0K
Write registers...0K
Starting operation verify registers
Verify register GPNVMEBITS...OK
Verify registers ... OK
E Verify registers ... OK

Close

6. Now the bootloader binary is loaded and running in the SAMGS55J19.
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5. Revision History

5.1 Rev A - 04/2019

Document Initial release.
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The Microchip Web Site

Microchip provides online support via our web site at http://www.microchip.com/. This web site is used as
a means to make files and information easily available to customers. Accessible by using your favorite
Internet browser, the web site contains the following information:

* Product Support — Data sheets and errata, application notes and sample programs, design
resources, user’s guides and hardware support documents, latest software releases and archived
software

* General Technical Support — Frequently Asked Questions (FAQ), technical support requests, online
discussion groups, Microchip consultant program member listing

» Business of Microchip — Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Customer Change Notification Service

Microchip’s customer notification service helps keep customers current on Microchip products.
Subscribers will receive e-mail notification whenever there are changes, updates, revisions or errata
related to a specified product family or development tool of interest.

To register, access the Microchip web site at http://www.microchip.com/. Under “Support”, click on
“Customer Change Notification” and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative
* Local Sales Office
» Field Application Engineer (FAE)
» Technical Support
Customers should contact their distributor, representative or Field Application Engineer (FAE) for support.

Local sales offices are also available to help customers. A listing of sales offices and locations is included
in the back of this document.

Technical support is available through the web site at: http://www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

» Microchip products meet the specification contained in their particular Microchip Data Sheet.

» Microchip believes that its family of products is one of the most secure families of its kind on the
market today, when used in the intended manner and under normal conditions.

» There are dishonest and possibly illegal methods used to breach the code protection feature. All of
these methods, to our knowledge, require using the Microchip products in a manner outside the
operating specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is
engaged in theft of intellectual property.

» Microchip is willing to work with the customer who is concerned about the integrity of their code.
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* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their
code. Code protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the
code protection features of our products. Attempts to break Microchip’s code protection feature may be a
violation of the Digital Millennium Copyright Act. If such acts allow unauthorized access to your software
or other copyrighted work, you may have a right to sue for relief under that Act.

Legal Notice

Information contained in this publication regarding device applications and the like is provided only for
your convenience and may be superseded by updates. It is your responsibility to ensure that your
application meets with your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY
OR OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS
CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR FITNESS FOR PURPOSE.
Microchip disclaims all liability arising from this information and its use. Use of Microchip devices in life
support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, AnyRate, AVR, AVR logo, AVR Freaks, BitCloud,
chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, Heldo, JukeBlox, KeelLoq,
Kleer, LANCheck, LINK MD, maXStylus, maXTouch, MediaLB, megaAVR, MOST, MOST logo, MPLAB,
OptoLyzer, PIC, picoPower, PICSTART, PIC32 logo, Prochip Designer, QTouch, SAM-BA, SpyNIC, SST,
SST Logo, SuperFlash, tinyAVR, UNI/O, and XMEGA are registered trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

ClockWorks, The Embedded Control Solutions Company, EtherSynch, Hyper Speed Control, HyperLight
Load, IntelliMOS, mTouch, Precision Edge, and Quiet-Wire are registered trademarks of Microchip
Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, BodyCom,
CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController, dsPICDEM,
dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial Programming,
ICSP, INICnet, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, memBrain, Mindi, MiWi,
motorBench, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient
Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE,
Ripple Blocker, SAM-ICE, Serial Quad I/0, SMART-L.S., SQI, SuperSwitcher, SuperSwitcher I, Total
Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock, Wireless DNA, and ZENA are
trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.
Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary of
Microchip Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
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Quality Management System Certified by DNV

ISO/TS 16949

Microchip received ISO/TS-16949:2009 certification for its worldwide headquarters, design and wafer
fabrication facilities in Chandler and Tempe, Arizona; Gresham, Oregon and design centers in California
and India. The Company’s quality system processes and procedures are for its PIC® MCUs and dsPIC®
DSCs, KEELOQ® code hopping devices, Serial EEPROMSs, microperipherals, nonvolatile memory and
analog products. In addition, Microchip’s quality system for the design and manufacture of development
systems is ISO 9001:2000 certified.
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Fax: 39-0331-466781
Italy - Padova

Tel: 39-049-7625286
Netherlands - Drunen
Tel: 31-416-690399
Fax: 31-416-690340
Norway - Trondheim
Tel: 47-72884388
Poland - Warsaw

Tel: 48-22-3325737
Romania - Bucharest
Tel: 40-21-407-87-50
Spain - Madrid

Tel: 34-91-708-08-90
Fax: 34-91-708-08-91
Sweden - Gothenberg
Tel: 46-31-704-60-40
Sweden - Stockholm
Tel: 46-8-5090-4654
UK - Wokingham

Tel: 44-118-921-5800
Fax: 44-118-921-5820
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